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Introduction
As the use and volume of medical records continues to rapidly grow in various areas, 
including research, there is a growing need to safeguard patient privacy for ethical and 
legal reasons [1]. In the USA, the confidentiality of patient information is legislated by 
the Health Insurance Portability and Accountability Act (HIPAA) [2]. The act lists 18 
categories of protected health information (PHI), such as telephone numbers, geographic 
data, social security numbers, email addresses, and full face photos [3], that require spe-
cial attention (see Table 1). PHI is health information capable of being linked, through 
the operations of a HIPAA-covered entity or business associate of the entity, to an indi-
vidual patient.

In the HIPAA world, the de-identification of PHI involves the reduction of risk to an 
acceptable level not subject to predefined privacy restrictions [4]. This process is car-
ried out through the Expert Determination Method or the Safe Harbor method [5]. 
The Expert Determination method requires the opinion of a qualified statistician to 
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determine whether the risk of re-identification is very small. Our survey paper is con-
cerned with the Safe Harbor method, which aims to remove specific identifiers (18 cat-
egories that make up PHI) from medical data. De-identification and scrubbing [6] are 
synonymous terms used in the context of medical data research. Within the same scope, 
anonymization and de-identification can be considered synonymous, but there is a sub-
tle difference between the two terms [7]. The former is not reversible, whereas de-iden-
tification is reversible. Only skilled personnel should perform manual de-identification, 
a process that is tedious, error-prone, and expensive [1]. For the removal of PHI from a 
large corpus of records, automated de-identification is a better alternative.

With regard to PHI in the form of text, this information can be represented as struc-
tured data (lab results, patient demographic data, etc.), free text (emails to schedule 
appointments, symptoms as described by patients, etc.), or a combination of both, and 
is stored in electronic health record (EHRs) [8]. The healthcare industry is experiencing 
a growth of big data EHRs [9], with a significant portion being stored as free text [10]. 
Some people may mistakenly believe that 1,000,000 records of structured data, which is 
comfortably in the big data category [11], is comparable in size to 1,000,000 records of 
free text. Rather than simply stating this notion is false, we provide an appreciable exam-
ple; a single record of unstructured data for an individual’s genome contains about 1 ter-
abyte of information [12]. A trove of published papers exists on the automated removal 
of PHI from structured data. However, the international research focus seems to be cur-
rently transitioning from structured data to unstructured data, which is a more challeng-
ing task as there are no limitations to the format of free text.

The automated de-identification of free text can follow a rule-based approach, machine 
learning approach, or a combination of both [13]. In general, rule-based approaches 
incorporate pattern matching, regular expressions, and dictionary lookups [10]. Rule-
based methods require little or no labeled (annotated) data but usually have limited 

Table 1  18 Categories of HIPAA PHI [3]

Category

Names

Dates, except year

Telephone numbers

Geographic data

FAX numbers

Social security numbers

Email addresses

Medical record numbers

Account numbers

Health plan beneficiary numbers

Certificate/license numbers

Vehicle identifiers and serial numbers including license plates

Web URLs

Device identifiers and serial numbers

Internet protocol addresses

Full face photos and comparable images

Biometric identifiers (i.e. retinal scan, fingerprints)

Any unique identifying number or code
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generalizability. Machine-learning methods, by contrast, have the advantage of wider 
generalizability but often involve supervised learning and a large corpus of training data.

To present an up-to-date survey on automated methods for the de-identification of 
free text, we exhaustively examined peer-reviewed research papers that date back five 
years (January 2015–June 2020). De-identification methods embracing machine learning 
approaches and hybrid machine learning/rule-based approaches were considered, while 
pure rule-based approaches were ignored. We observed that works utilizing recurrent 
neural network (RNNs) and conditional random field (CRFs) comprised an overwhelm-
ing majority, thus indicating the popularity of these machine learning methods. The fur-
ther narrowing of curated papers to focus exclusively on RNNs and CRFs increases the 
novelty value of this survey.

For the most part, RNN models, especially long short-term memory (LSTM) networks, 
outperformed CRF and rule-based models. We note that the evidence is inconclusive 
about any advantage gained from using hybrid or ensemble models that incorporate 
LSTM-CRF systems. In two studies with comparatively high overall F-measure scores, 
overfitting [14] may have occurred, possibly arising from the use of a customized de-
identification dataset. Further studies are needed to investigate this issue. Unfortunately, 
for performance scores across the board the use of statistical validation has been practi-
cally ignored, which is a cause for concern as the determination of statistical significance 
adds clarity. In addition, many researchers did not appear to be sufficiently invested in 
diversifying the approach to their respective works. For example, experimenting with 
only 4 categories of PHI out of 18 possible categories, as defined by HIPAA, may not be 
comparatively useful.

The remainder of this paper is organized as follows: “Recurrent neural networks: 
brief introduction” section provides a brief introduction to RNN networks; ’Condi-
tional random fields: Brief introduction” section gives a brief introduction to CRF net-
works; “Recurrent neural networks: methods for medical free textde-Identification” 
section describes and analyzes RNN approaches for the automated de-identification of 
medical free text; “Conditional random fields: methods for medical free textde-Identi-
fication section describes and analyzes CRF approaches for the automated de-identifi-
cation of medical free text; “Discussion of surveyed works” section discusses findings of 
our survey work, identifies gaps in the current research, and explains the performance 
metrics used in the curated works; and “Conclusion” concludes with the main points of 
the paper and offers suggestions for future work.

Recurrent neural networks: brief introduction
Artificial neural network (ANNs) are nonlinear models inspired by the biological neural 
structure of the brain. The ANN consists of interconnected nodes and is a directed graph 
where each node i initiates a transfer function fi (sigmoid, Heaviside, etc.) to produce an 
output yi [15]. There is a connection weight between the nodes and also a threshold bias. 
The feedforward ANN is a simple neural network, with information moving only in the 
forward direction from the input, through hidden nodes (usually present), and then to 
the output. The relative ease with which ANNs can project a predefined vocabulary into 
hidden nodes in order to semantically associate similar words is noteworthy [16].
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While feedforward networks are unable to maintain state, RNNs can use internal 
state to process input sequences [17]. Unlike feedforward networks, RNNs have cyclic 
or feedback connections that facilitate updates to their current state based on previous 
states and current inputs. This makes RNNs more efficient in sequence modeling tasks. 
For natural language processing (NLP) operations, an advantage of using RNNs is their 
ability to remember words presented during an earlier iteration, a helpful feature when 
determining context [16]. Figure  1, originally illustrated by Mulder et  al. [16], clearly 
shows the difference between an RNN network and a feedforward network.

RNNs, however, suffer from the exploding and vanishing gradient problems, which 
limits modeling of long-term dependencies to no more than 10 discrete time steps 
between input signals and their output [18]. To get around this obstacle, a specialized 
RNN model, the LSTM, was introduced. The original LSTMs contained memory blocks 
in the recurrent hidden layer, with each block housing an input gate and output gate. 
Later models were reinforced by the addition of forget gates and peephole connections.

Promising results with RNNs now mostly originate from LSTM networks [19]. An 
increasing number of classification and prediction tasks that assimilate time series 
data use LSTM models. These tasks include speech recognition, sentence embedding, 
and correlation analysis. Bidirectional LSTMs, which feed each training sequence 
backward and forward to two separate recurrent nets, are especially popular [20–22].

Conditional random fields: brief introduction
Many models selected for NLP tasks must be able to predict multiple interdepend-
ent variables [23]. In part-of-speech tagging [24], for example, each variable yp of an 
output vector y is the tag at position p of the word. The observed feature x is split 
into input attributes, each denoted by xp , and contains information about the specific 
word, such as its identity, prefixes and suffixes.

Graphical models are a convenient way to demonstrate the connectivity between 
output variables [25]. A lot of research work in this area is centered on generative 
models, such as the hidden Markov model (HMM) [26], which characterize a joint 
probability distribution over observed input features x and corresponding annotated 
outputs y. Effectively modeling this distribution means that all possible values of x 
must be used, an often intractable operation due to the high dimensionality of x. 
Moreover, the nature of the dependencies between features may become excessively 
entangled and hinder development of a useful model.

Fig. 1  RNN (left) vs. feedforward (right) [16]
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The issues highlighted in the previous paragraph are addressed through direct mode-
ling of the conditional distribution p(y|x) [23]. Classifiers such as logistic regression [27] 
are also discriminative since they benefit from conditional distribution. CRFs can there-
fore be described as a framework for building probabilistic models that ignore interde-
pendencies between input values [28].

CRFs and ANNs [15] both fit into the category of discriminative, probabilistic mod-
els and are relatively similar in that regard. Although ANNs have seen an explosive 
rise in popularity as classifiers, these networks are also capable of predicting multiple 
outputs [23]. ANNs and CRFs can be trained via the same methods, but ANNs use a 
shared hidden representation [29] to model the dependence between output variables, 
whereas CRFs rely on direct functions of output variables to learn this relationship. In 
other words, a CRF does not require any hidden layers for efficient training. CRFs are 
used for various tasks such as image denoising [30], phishing detection [31], and musical 
audio-to-score alignment [32]. In Figs.  2 and 3, two different configurations of linear-
chain CRFs, originally illustrated by Sutton and McCallum [23], are shown. Transitional 
states based on current observations are shown in Fig. 2, while transitional states based 
on all observations are shown in Fig. 3.

Recurrent neural networks: methods for medical free text de‑identification
In this section, we describe various RNN strategies for the de-identification of medi-
cal free text. Works of research are presented in alphabetical order by author. All scores 
obtained from metrics (F-measure, etc.) are implicitly reported as percentages, and the 
highest or best scores that we discuss are associated with overall PHI categories rather 
than individual PHI categories. If the authors of a research paper have proposed an RNN 
model that outperforms a CRF model, the work is included only in this section. If the 
proposal integrates both RNN and CRF algorithms into one model, the work is included 
both in “Conditional random fields: methods for medical free text fe-Identification” sec-
tion, which discusses de-identification of medical free text with CRFs, and this section. 

Fig. 2  CRF-transitional states depend on current observation [23]

Fig. 3  CRF-transitional states depend on all observations [23]
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Lastly, if the proposal is a CRF model that outperforms an RNN model, the work is 
included only in “Conditional random fields: methods for medical free text fe-Identifi-
cation” section.

Table 2 provides an alphabetical listing by author of the papers discussed in this sec-
tion. Comparisons between performance scores for separate works of research or sep-
arate experiments within the same paper may not be valid. However, providing these 
scores may be valuable for future comparative research.

Dernoncourt et  al. 2017 [33] (De-identification of patient notes with recurrent 
neural networks)

Three models (bidirectional LSTM, CRF, combined bidirectional LSTM-CRF) were 
evaluated on the 2014 i2b2 [34] de-identification dataset and a customized version of the 
MIMIC de-identification dataset [35]. The popular 2014 i2b2 dataset was created for the 
2014 i2b2/UTHealth shared task challenge. It is a corpus of 1,304 longitudinal clinical 
records (790 for training, 514 for testing) and about 28,900 PHI instances. Table 3 pro-
vides an overview of this de facto benchmark dataset. The customized MIMIC dataset 
contains 1,635 discharge summaries, each summary associated with a different patient, 
and about 60,700 PHI instances. Training set sizes were purposely varied, with analyses 
done on the i2b2 dataset for six PHI categories and on the MIMIC dataset for five PHI 
categories. With regard to the LSTM model, stochastic gradient descent [36], and hyper-
parameter tuning were involved in the training method. Hand-crafted features [37], 
similar to those of the top performers in the i2b2 challenge, were used with the CRF 

Table 2  RNN papers on de-identification of medical free text

a  All scores shown are percentages

Author F-measurea Precisiona Recalla

Dernoncourt et al. 2017 [33] 99.23 99.21 99.25

Jiang et al. 2017 [38] 91.45 93.24 89.72

Kajiyama et al. 2018 [39] 80.61 Not provided Not provided

Kim et al. 2018 [40] 95.73 97.04 94.45

Lee et al. 2016 [41] 99.26 99.21 99.31

Lee et al. 2019 [42] 89.00 90.88 87.2

Liu et al. 2017 [43] 96.98 97.94 96.04

Madan et al. 2018 [44] 95.92 Not provided Not provided

Richter et al. 2019 [45] 96.00 97.00 95.50

Shweta et al. 2016 [46] 93.84 97.26 90.67

Trienes et al. 2020 [47] 91.20 95.90 86.90

Yang et al. 2019 [48] 96.46 97.97 94.98

Table 3  2014 i2b2 Dataset [34]

Property Size

Records 1304

Tokens 805,118

Tokens per record 617.4

PHI tags 28,872

PHI per record 22.14
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model during training. The LSTM model outperformed the combined model, which in 
turn outperformed the CRF model. For LSTM, the highest F-measure score (99.23) was 
obtained with a precision of 99.21 and a recall of 99.25. These high scores are based on 
the customized MIMIC dataset, and further experimentation may be required to deter-
mine if any overfitting occurred. In comparison, the highest F-measure score obtained 
with the 2014 i2b2 dataset was 97.88.

Jiang et al. 2017 [38] (De-identification of medical records using conditional ran-
dom fields and long short-term memory networks)

Two de-identification systems (CRF, LSTM) used in the 2016 CEGS N-GRID Shared 
Tasks Track 1 challenge [49] were evaluated in this work. For the CRF system, manu-
ally extracted features were involved in training. The LSTM system, which was bidirec-
tional, used classifying tags for each represented token. Stochastic gradient descent and 
hyper-parameter tuning were involved in the training of the LSTM system. Both sys-
tems were evaluated on the CEGS N-GRID 2016 Shared Task 1 dataset, with the raw 
text being pre-processed before being fed to the models in order to remove seven cat-
egories of PHI. The CEGS N-GRID 2016 dataset is a corpus of 1000 psychiatric intake 
records (600 for training, 400 for testing) and about 34,400 PHI instances. Table 4 gives 
an overview of this de facto benchmark dataset. According to the results, the pre-pro-
cessing step improved the performance of both systems. The results also show that the 
LSTM model convincingly outperformed the CRF model. The highest F-measure score 
obtained for LSTM was 91.45, with accompanying precision and recall scores of 93.24 
and 89.72, respectively. The researchers have therefore concluded that their LSTM sys-
tem is the better model. Going by their paper alone, this conclusion should not be gener-
alized. At the very least, the researchers should provide evidence indicating that the best 
CRF model in the challenge has also underperformed their LSTM model.

Kajiyama et al. 2018 [39] (De-identifying free text of Japanese electronic health 
records)

Using three datasets, the researchers examined the removal of five PHI categories 
through a rule-based approach, a CRF approach, and a bidirectional LSTM approach. 
The first dataset was sourced from the NTCIR-10 MedNLP De-identification Task [50], 
the second was a synthetic dataset annotated by the researchers, and the third was a 
combination of the two datasets. The combined dataset, which contained 82 records, 
was used for training. No information was provided on the number of PHI instances for 
this dataset. The researchers implemented their own rule-based approach, and for the 

Table 4  2016 CEGS N-GRID Dataset [49]

Property Size

Records 1000

Tokens 1,862,452

Tokens per record 1862.4

PHI tags 34,364

PHI per record 34
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CRF implementation, the mallet library1 was used. In the LSTM approach, the neural 
network was trained with feature vectors, and the output was subsequently processed 
by a CRF model using character level tags. Thus, it should be noted that this model is 
essentially a hybrid as it integrates both LSTM and CRF algorithms. Based on the con-
sistency of results, the researchers selected the hybrid model (F-measure score of 80.61) 
over the rule-based and CRF alone models. However, the highest F-measure score in this 
research was actually obtained by the rule-based method. Precision and recall scores 
have not been provided in this paper, an omission that weakens the value of the work as 
these scores may provide additional insight.

Kim et  al. 2018 [40] (Ensemble-based methods to improve de-identification of 
electronic health record narratives)

Three ensemble methods that combine machine learning approaches and rule-based 
approaches were used to de-identify seven PHI categories. The ensemble methods, each 
composed of 12 individual models, are voting [51], decision template [52], and stacked 
ensemble [53]. Pre-processing was carried out with the Stanford CoreNLP tool [54]. 
Individual machine learning models were trained on the 2014 i2b2 challenge dataset 
and include CRF, LSTM, LSTM-CRF, support vector machine (SVM) [55], and margin 
improved relaxed algorithm (MIRA) [56]. The stacked ensemble recorded the high-
est F-measure score (95.73), along with precision and recall scores of 97.04 and 94.45, 
respectively. This groundbreaking study could benefit from database diversity. Subse-
quent de-identification evaluations of the stacked ensemble method should consider 
multiple datasets from different clinical sources.

Lee et  al. 2016 [41] (Feature-augmented neural networks for patient note 
de-identification)

This work stands on the preprint version of the research later published by Dernon-
court et al. [33], which we discussed earlier in the section. Lee at al. made their LSTM 
model more robust by adding human-engineered features, along with standard fea-
tures from an EHR database. The model was evaluated on the customized version of the 
MIMIC dataset originally presented by Dernoncourt et  al. and trained using stochas-
tic gradient descent and hyper-parameter tuning. For the de-identification of 12 PHI 
categories, Lee et al. experimented on a base model of no features, one model of only 
EHR features, and another of both EHR and hand-crafted features. The researchers dis-
covered that the addition of features improved performance. The highest F-measure 
score (99.26) came from the model with both EHR and hand-crafted features and cor-
responded to a precision of 99.21 and a recall of 99.31. Just like the work of Dernoncourt 
et al., the scores in this study seem very high, and more experimentation may be neces-
sary to establish if overfitting has occurred.

Lee et al. 2019 [42] (An empirical test of GRUs and deep contextualized word rep-
resentations on de-identification)

Gated recurrent unit (GRUs) [57] and deep contextualized word representations [58] 
are introduced by the researchers as an alternative to bidirectional LSTMs for de-iden-
tification. The main advantage that GRUs, which are also RNNs, have over LSTMs is 

1  http://malle​t.cs.umass​.edu/seque​nces.php

http://mallet.cs.umass.edu/sequences.php
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a simpler architecture. Whereas an LSTM structure may consist of forget, update, and 
output gates, a GRU structure may only contain reset and update gates [42]. Deep con-
textualized word representations can provide token embeddings with context. Perfor-
mance was evaluated on the 2016 CEGS N-GRID dataset and the 2014 i2b2 dataset, 
both being divided into training and test sets to assess the de-identification of 5 PHI 
categories. The researchers found that the substitution of GRUs for LSTMs has no sig-
nificant effect on performance. The highest F-measure score (89) was recorded for the 
LSTM unit, in conjunction with a precision of 90.88 and a recall of 87.20. In terms of 
PHI diversity, the availability of only 5 categories for de-identification slightly diminishes 
the impact of this study.

Liu et al. 2017 [43] (De-identification of clinical notes via recurrent neural net-
work and conditional random field)

In the 2016 CEGS N-GRID Shared Tasks Track 1 challenge, the proposal by Liu et al. 
secured first place. The model also performed notably in the 2014 i2b2 challenge. Their 
method is a combination of three machine learning subsystems (bidirectional LSTM 
without hand-crafted features [21], bidirectional LSTM with hand-crafted features [59], 
CRF with hand-crafted features) along with a rule-based system. The hybrid system was 
tasked with removing seven categories of PHI from the 2016 CEGS N-GRID Shared 
Tasks Track 1 dataset. Stochastic gradient descent and hyper-parameter tuning were 
used in the training of the LSTM models. Individually, both LSTM subsystems outper-
formed the CRF subsystem, with the LSTM containing hand-crafted features being the 
top performer. The highest F-measure score (96.98) obtained by the hybrid system corre-
sponded to a precision of 97.94 and a recall of 96.04. It would be interesting to compare 
the performance of this award-winning entry with other entries from the 2016 N-GRID 
challenge, if the task involved the removal of more than seven categories of PHI.

Madan et al. 2018 [44] (Redaction of protected health information in EHRs using 
CRFs and Bi-directional LSTMs)

Evaluations on both CRF and bidirectional LSTM models with the 2014 i2b2 dataset 
were done to determine which was better at removing four PHI categories. Both systems 
had a pre-processing stage consisting of sentence detection and tokenization. The CRF 
model was trained using the limited memory Broyden-Fletcher-Goldfarb-Shanno (BFGS) 
algorithm [60] and required hand-crafted features. These features were not needed for 
the LSTM model. With an F-measure score of 95.92, the LSTM approach outperformed 
the CRF approach. Precision and recall scores were not provided for the overall PHI cat-
egories, which is a shortcoming of this paper. Furthermore, the low number (four) of 
PHI categories presented for de-identification impacts the validity of this research.

Richter et al. 2019 [45] (Deep learning approaches outperform conventional strat-
egies in de-identification of German medical reports)

Adopting a rule-based method with trained statistical capabilities as a baseline [61], 
the researchers used a cardiology dataset of 113 records and about 5,200 PHI instances 
to compare the performance of a bidirectional LSTM model with a CRF model. About 
75% of the records were used for training data and the remainder for test data. The CRF 
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algorithm was accessed via the sklearn-cfsuite wrapper 2. To implement the LSTM algo-
rithm, Keras 3 and Tensorflow 4 were used. Training involved hyper-parameter tuning. 
For the eight PHI categories de-identified, the LSTM model had the highest F-measure 
score (96.0), along with a precision of 97.0 and a recall of 95.5. This study could have 
been strengthened with the use or addition of a gold-standard dataset, such as the 2014 
i2b2.

Shweta et al. 2016 [46] (A recurrent neural network architecture for de-identify-
ing clinical records)

For the de-identification of seven categories of PHI from the 2014 i2b2 dataset, two 
variants of the RNN model, Elman-type [62] and Jordan-type [63], were compared to a 
baseline CRF model. In an Elman-type network, each state contains information about 
previous hidden layer states. In a Jordan-type network, inputs to recurrent connections 
are obtained from output posterior probabilities. Training of the RNN models involved 
stochastic gradient descent and hyper-parameter tuning. The CRF model was trained 
with a standard set of hand-crafted features. Both RNN variants outperformed the CRF 
model, with the Jordan-type being the top performer: precision (97.26), recall (90.67), 
and F-measure (93.84). Since both variants have previously been shown to perform simi-
larly [64], one should have been replaced with a dissimilar RNN variant to reinforce the 
credibility of this research.

Trienes et  al. 2020 [47] (Comparing rule-based, feature-based and deep neural 
methods for de-identification of Dutch medical records)

Upon constructing a dataset of sampled records from nine Dutch healthcare institu-
tions, the researchers investigated the de-identification of eight PHI categories through 
a rule-based approach, a CRF approach, and a bidirectional LSTM approach. Twelve 
experts annotated the dataset, which contained 1260 records and about 17,500 PHI 
instances. To evaluate performance between English and Dutch datasets, the nursing 
notes corpus dataset [1] (2,434 records, about 1,800 PHI instances) and the 2014 i2b2 
dataset were also used. DEDUCE, a rule-based approach developed for Dutch medical 
records, was adopted by the researchers [65]. For the CRF approach, a subset of fea-
tures from a token-based approach by Liu et al. [37] was utilized. In the LSTM approach, 
training of the model involved stochastic gradient descent and hyper-parameter tun-
ing. Since this method was also merged with CRF architecture, the bidirectional LSTM 
model should rightly be referred to as a hybrid. For all three datasets, the hybrid model 
outperformed the rule-based method and plain CRF method. The highest F-measure 
score (91.20) was derived from a precision of 95.90 and a recall of 86.90. We note that 
one of the PHI categories in this study is called “other.” As the “other” category has 
not been clearly defined, this presents a research comparison problem in an otherwise 
informative paper.

Yang et al. 2019 [48] (A study of deep learning methods for de-identification of 
clinical notes in cross-institute settings)

2  https​://sklea​rn-crfsu​ite.readt​hedoc​s.io
3  https​://keras​.io/
4  https​://www.tenso​rflow​.org/

https://sklearn-crfsuite.readthedocs.io
https://keras.io/
https://www.tensorflow.org/
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Using a bidirectional LSTM-CRF model to de-identify 10 PHI categories, the research-
ers compared 5 word embeddings and 2 customized approaches. Word embedding maps 
words to vectors of real numbers and can capture features in a low-dimensional matrix, 
thus eliminating or reducing the need for feature engineering. The training set was 
obtained from the 2014 i2b2 challenge, while the test set came from the University of 
Florida (UF) Health Integrated Data Repository 5. Word embeddings were sourced from 
GoogleNews [66], CommonCrawl [67, 68], MIMIC-word2vec [69], MIMIC-fastText [67, 
69], and MADE [70]. The first customized approach entailed combining the UF and i2b2 
datasets, and the second involved fine-tuning the model based on the i2b2 dataset with 
UF data. Stochastic gradient descent and hyper-parameter tuning were used to train the 
hybrid model. Fine-tuning of the 12b2 model with UF data emerged as the better of 2 
approaches, while CommonCrawl, a general English word embedding, outperformed 
the other 4 embeddings. The highest F-measure score (96.46) for CommonCrawl cor-
responded to precision and recall scores of 97.97 and 94.98, respectively. Undoubtedly, 
this is exciting research, but the practice of customizing training approaches with data 
from the test source may limit the generalizability of this study.

Conditional random fields: methods for medical free text de‑identification
In this section, we describe various CRF strategies for the de-identification of medical 
free text. Works of research are presented in alphabetical order by author. All scores 
obtained from metrics (F-measure, etc.) are implicitly reported as percentages, and the 
highest or best scores that we discuss are associated with overall PHI categories rather 
than individual PHI categories. If the authors of a research paper have proposed a CRF 
model that outperforms an RNN model, the work is included only in this section. If the 
proposal integrates both RNN and CRF algorithms into one model, the work is included 
both in “Recurrent neural networks: methods for medical free textde-Identification” sec-
tion, which discusses de-identification of medical free text with RNNs, and this section. 

Table 5  CRF papers on de-identification of medical free text

a  All scores shown are percentages

Author F-measurea Precisiona Recalla

Berg and Dalianis, 2019 [71] 91.00 94.66 86.72

Bui et al. 2017 [72] 93.66 96.29 91.18

Bui et al. 2018 [73] 95.10 98.50 92.00

Du et al. 2018 [74] 98.78 99.27 98.29

Kajiyama et al. 2018 [39] 80.61 Not provided Not provided

Kim et al. 2018 [40] 95.73 97.04 94.45

Lee et al. 2017 [75] 90.74 93.39 88.30

Lee et al. 2017 [76] 90.40 93.46 87.53

Liu et al. 2017 [43] 96.98 97.94 96.04

Phuong et al. 2016 [77] 96.00 97.91 94.16

Trienes et al. 2020 [47] 91.20 95.90 86.90

Yang et al. 2019 [48] 96.46 97.97 94.98

5  https​://www.ctsi.ufl.edu/about​/resea​rch-initi​ative​s/integ​rated​-data-repos​itory​

https://www.ctsi.ufl.edu/about/research-initiatives/integrated-data-repository
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Lastly, if the proposal is an RNN model that outperforms a CRF model, the work is 
included only in “Recurrent neural networks: methods for medical free textde-Identifi-
cation” section.

Table 5 provides an alphabetical listing by author of the papers discussed in this sec-
tion. Comparisons between performance scores for separate works of research or sep-
arate experiments within the same paper may not be valid. However, providing these 
scores may be valuable for future comparative research.

Berg and Dalianis 2019 [71] (Augmenting a de-identification system for Swedish 
clinical text using open resources and deep learning)

Swedish researchers used three de-identification datasets to compare the performance 
of a CRF model to a bidirectional LSTM model. The datasets are listed as the Stockholm 
electronic patient records (EPR) PHI Corpus [78] (100 patient records, about 4400  PHI 
instances), Stockholm EPR PHI Domain Corpus [78] (number of records not provided, 
about 2900 PHI instances), and Stockholm Umea Corpus 3.0 [79] (102 records, about 
31,000 PHI instances). For each set, training was performed on 90% of the records with 
testing done on the rest. Among the eight PHI categories the researchers intended to 
remove were “first name”, “last name”, “full date”, and “part date.” The CRF algorithm was 
implemented with CRFSuite  6 and the sklearn-cfsuite wrapper. Gradient descent with 
limited memory BFGS optimized the CRF model during training, and hyper-parame-
ter tuning of the LSTM model occurred during training. CRF had the higher F-measure 
best score (91.00) of the two models, together with a precision of 94.66 and recall of 
86.72. In this study, “first name” and “last name” counted as two separate PHI categories, 
and the same can be said for “full date” and “part date.” As per HIPAA, however, there is 
only a “names” category and a “dates” category. We point out that 10-fold cross valida-
tion was used for the CRF model, but the LSTM model was only evaluated on the first 3 
folds because of time limitations. The disparity somewhat undermines the relative cred-
ibility of this work.

Bui et al. 2017 [72] (The UAB informatics institute and 2016 CEGS N-GRID de-
identification shared task challenge)

After submitting a proposal to the 2016 CEGS N-GRID Shared Tasks Track 1 chal-
lenge, the researchers published a paper on the performance of their model, which 
secured fourth place. Using a hybrid approach that incorporates a CRF and rule-based 
system, the model relied on 4 main processing steps to de-identify 12 categories of PHI 
from the 2016 CEGS N-GRID dataset. The first step involves pre-processing, the sec-
ond requires pattern-matching with regular expressions, the third relies on dictionary-
matching, and the final uses the Stanford Named Entity Recognizer [80] implementation 
of CRF. Named entity recognition aims to locate and classify named entities into pre-
existing categories. The highest score for F-measure (93.66) was derived from a precision 
of 96.29 and a recall of 91.18. By virtue of its fourth place rank, this approach is certainly 
notable. However, the research contribution of this paper would be more meaningful if 
information on how to improve the model, or perhaps how to beat the first-place model, 
was provided.

6  http://www.chokk​an.org/softw​are

http://www.chokkan.org/software
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Bui et  al. 2018 [73] (Is Multiclass automatic text de-identification worth the 
effort?)

A binary model was compared with two multi-class models to evaluate the efficiency 
of removal for seven PHI categories. The investigation was performed on the 2014 i2b2 
de-identification dataset. The pre-processing stage involved tokenization and token class 
assignment. During the training stage, the Stanford Named Entity Recognizer was used 
to implement CRF. After processing, document readability was manually assessed by 
reviewers, with a pooled Kappa [81] implemented to estimate the inter-rater agreement. 
In terms of readability, the multi-class model showed no advantage over the binary 
model. The highest F-measure score (95.10) was attributed to the binary model. A preci-
sion of 98.50 and recall of 92.00 matched this F-measure score. The topic of this paper 
may be a bit misleading in that it appears to suggest a general solution. In actuality, the 
findings of this research only relate to CRF.

Du et  al. 2018 [74] (A machine learning based approach to identify protected 
health information in Chinese clinical text)

Randomly selected discharge summaries from regional health centers in a Chinese 
province were used as training and test data to investigate the de-identification of seven 
PHI categories. The 2014 i2b2 Shared Tasks Track 1 provided corpus annotation guide-
lines on training and evaluating tagged entities. Two native Chinese speakers cross-
annotated 14,719 records of discharge summaries to catch any missed PHI. The dataset 
was split into 11,775 records for training and 2,944 for testing, with the test containing 
about 25,400 PHI instances. No information was provided on the total number of PHI 
instances in the training set. As there is a post-processing rule-based stage after the CRF 
stage, the proposed model should be appropriately called a hybrid. The hybrid model, 
with scores of 99.27 (precision), 98.29 (recall), and 98.78 (F-measure), outperformed a 
plain CRF model. Ensuring that the training and test data came from different sources, 
instead of the same collection of discharge summaries, could enhance the robustness of 
this research.

Kajiyama et al. 2018 [39] (De-identifying free text of Japanese electronic health 
records)

See Kajiyama et  al. 2018 in “Recurrent neural networks: methods for medical free 
textde-Identification” section.

Kim et  al. 2018 [40] (Ensemble-based methods to improve de-identification of 
electronic health record narratives)

See Kim et al. 2018 in “Recurrent neural networks: methods for medical free textde-
Identification” section.

Lee et al. 2017 [75] (A hybrid approach to automatic de-identification of psychiat-
ric notes)

This work describes the combined CRF and rule-based system submitted to the 
2016 CEGS N-GRID Shared Tasks Track 1 challenge for the removal of seven PHI cat-
egories. A pre-existing baseline system used one CRF tagger, while the hybrid system 
used two CRF taggers and one rule-based tagger. Against other participants in the 
challenge, the hybrid system placed second, achieving an F-measure score of 90.74, 
with precision and recall scores of 93.39 and 88.3, respectively. Although this paper is 
well-written, no information is provided about the scores of the winning entry, which 
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could be significantly better or slightly better than Lee et al.’s model. No information 
is also given about the lower-placed entries.

Lee et  al. 2017 [76] (Leveraging existing Corpora for de-identification of psy-
chiatric notes using domain adaptation)

Domain adaptation [82] is used with a token-based CRF approach to reduce anno-
tation costs for the training data in the target domain. Three different domain adapta-
tion methods were used: instance weighting [83], instance pruning [83], and feature 
augmentation [84]. The de-identification task involved removing eight categories of 
PHI. Three different datasets made up the source domain: diabetes notes from the 
2014 i2b2 De-identification Track 1 (470 out of 1304 original records, about 8900 
PHI instances), discharge summaries from the 2006 i2b2 De-identification Track 1 
challenge [85] (604 out of 889 original records, about 13,200 PHI instances), and out-
patient notes from the University of Texas Health Science Center at Houston (325 
records, about 10,500 PHI instances). The target domain (600 records, about 11,900 
instances) came from a corpus of psychiatric notes provided by the 2016 CEGS 
N-GRID Shared Tasks Track 1 challenge. After pre-processing, the CRF model 
attempted to tag all instances of PHI. The feature augmentation method yielded the 
best performance: precision (93.46), recall (87.53), and F-measure (90.40). This is an 
engaging paper, and future work should investigate how the combined CRF-feature 
augmentation method compares with other CRF techniques that do not use domain 
adaptation.

Liu et al. 2017 [43] (De-identification of clinical notes via recurrent neural net-
work and conditional random field)

See Liu et al. 2017 in “Recurrent neural networks: methods for medical free textde-
Identification” section.

Phuong et al. 2016 [77] (A hybrid semi-supervised learning approach to identi-
fying protected health information in electronic medical records)

A CRF model and a rule-based system were combined to analyze the de-identifica-
tion of eight PHI categories based on the 2006 i2b2 dataset. Of the 889 records (about 
19,500 PHI instances) in the dataset, 669 records were used for training and the 
remainder for testing. Six phases constituted this semi-supervised learning approach: 
(1) Supervised learning with CRFs and k-fold cross validation [86]; (2) Identification 
of PHI; (3) Rule-based processing; (4) Selection of records; (5) Updating of unlabeled 
records; and (6) Enhancing of labeled records. Compared to other approaches used 
in the experiment, the proposed hybrid solution had the highest recall score of 94.16. 
However, scores for precision (97.91) and F-measure (96.00) for this model were 
below those obtained from a plain CRF approach (98.93 and 96.02, respectively). In 
the absence of suitable statistical analysis, it cannot be determined with great confi-
dence that the researchers’ recommendation is the best choice.

Trienes et al. 2020 [47] (Comparing rule-based, feature-based and deep neural 
methods for de-identification of Dutch medical records)

See Trienes et  al. 2020 in “Recurrent neural networks: methods for medical free 
textde-Identification” section.

Yang et al. 2019 [48] (A study of deep learning methods for de-identification of 
clinical notes in cross-institute settings)
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See Yang et al. 2019 in “Recurrent neural networks: methods for medical free textde-
Identification” section.

Discussion of surveyed works
RNN models, particularly LSTM, have demonstrated their superiority over CRF and 
rule-based models in this survey. For the study by Berg and Dalianis [71] where CRF was 
shown to be better than LSTM, the researchers admitted that the LSTM model performs 
reasonably well. Furthermore, 10-fold cross validation was used for both of their models, 
but the LSTM network was only evaluated on the first 3 folds. In general, LSTMs appear 
to more adept than CRFs at recognizing semantic variance.

The combined use of LSTM and CRF systems in hybrid or ensemble models is an 
active area of research. Table 6, a common subset from Tables 2 and 5, lists papers where 
these combined models were the top performers, either among variations of themselves 
or in comparison to other models without LSTM-CRF systems. Although the work of 
Dernoncourt et  al. [33] includes an LSTM-CRF hybrid, the paper does not feature in 
Table  5 (CRF only) or Table  6 (CRF-LSTM joint approach) because the hybrid model 
was not the top performer, and therein lies the problem. Within the scope of this survey, 
no evidence suggests that the combined models are the best performers in relation to 
other architectures that do not incorporate an LSTM-CRF system. According to Der-
noncourt et  al. [33], the plain LSTM approach works best. However, from a consist-
ency perspective, Kajiyama et al. [39] recommend their hybrid method, but the highest 
F-measure score was recorded for their rule-based system. Trienes et al. [47] are the only 
researchers whose results favor a combined LSTM-CRF approach.

It is possible that the top LSTM models selected by Dernoncourt et al. [33] and Lee 
et al. [41] are overfitted. Overfitting occurs when a model memorizes data from a train-
ing set and cannot reliably generalize to unseen data. The highest F-measure scores for 
both models are above 99.2, the result of a train-test evaluation method on a custom-
ized MIMIC dataset. When Dernoncourt et al. [33] performed a train-test evaluation on 
the gold-standard 2014 i2b2 dataset, the highest F-measure score obtained was 97.88, an 
interesting point that supports our contention. As stated previously, more experimenta-
tion is required to determine if overfitting occurred.

Most noticeably, the highest overall score for F-measure dictates the choice of model 
in some papers, while model selection for other papers hinges on highest overall scores 
for both F-measure and recall. In some cases, the model selected through F-measure 
differs from the model selected via recall. This stems from the fact that the F-measure 

Table 6  (RNN+CRF) papers on de-identification of medical free text

a  All scores shown are percentages

Author F-measurea Precisiona Recalla

Kajiyama et al. 2018 [39] 80.61 Not provided Not provided

Kim et al. 2018 [40] 95.73 97.04 94.45

Liu et al. 2017 [43] 96.98 97.94 96.04

Trienes et al. 2020 [47] 91.20 95.9 86.9

Yang et al. 2019 [48] 96.46 97.97 94.98



Page 16 of 22Leevy et al. J Big Data            (2020) 7:73 

score associated with the highest recall score is lower (marginally lower in our surveyed 
papers) than the highest overall F-measure score. Concerning the de-identification of 
medical text, recall is viewed as more important than precision because PHI should 
never be exposed to unauthorized parties. Readers are reminded that the scores shown 
in Tables  2, 3, 4, 5, 6 are based on highest overall F-measure. The reporting of preci-
sion and recall throughout the compiled works was not consistent, but F-measure was 
always provided. Please see “Performance metrics” section for an explanation of preci-
sion, recall, and F-measure.

Among the surveyed works there is a lack of statistical analysis of the overall PHI 
scores for de-identification. Determining the statistical significance of these scores adds 
clarity, and there are some excellent methods, including Analysis of variance (ANOVA) 
[87] and Tukey’s Honestly Significant Difference (HSD) [88], that are popular within the 
research community. ANOVA tests whether the means of one or more independent fac-
tors are significant. Tukey’s HSD assigns group letters to means that are significantly dif-
ferent from each other.

As a minor point to note, there is a wide variation in the information provided by 
authors on the respective de-identification datasets that they use. We expected to 
encounter a moderate level of inconsistency since there is obviously no universal 
standard on reporting dataset information, but unfortunately, the issue borders on the 
extreme. On one hand, researchers such as Trienes et al. [47] provide adequate informa-
tion, and on the other hand, researchers such as Kajiyama et al. [39] are not as forthcom-
ing. The inconsistency makes the process of drawing comparisons between the surveyed 
works more challenging.

Last but not least, we emphasize the importance of diversity during experimentation. 
For instance, a study investigating the de-identification of 4 PHI categories lacks diver-
sity. Putting our observation into context, readers should be reminded that HIPAA has 
defined 18 PHI categories. Hence, we recommend that at least 8 PHI categories should 
be considered. A more common example relates to the use of only one de-identification 
dataset in a study. We advise that at least two datasets should be involved.

Gaps in current research

There are significant gaps in the current research on de-identification of medical free 
text with RNN and CRF methods. The literature is lacking in research methods on topics 
such as big data, data streaming, data quality, and concept drift. We expound on those 
topics in the following paragraphs.

The increasing global dependence on big data signals that efficient and effective meth-
ods should exist to handle the many ways by which humans interact with this type of 
data [11]. It is important to stress that models constructed with regular data may not 
be useful for processing big data. For example, with reference to the de-identification of 
medical free text using LSTM, a model trained on a 10 kilobyte dataset of 1,000 EHRs 
may produce an overwhelming number of false negatives when processing a 10 terabyte 
dataset of 1,000 EHRs. Specific properties [89] define big data, such as volume, veracity, 
velocity, variety, variability, and value, and these should be factored into future research 
with big data in relation to some of the approaches discussed in this survey.
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For all the surveyed works, the predictive models were trained on static data processed 
in an offline mode. However, online processing is necessary to handle streams of big data 
capable of overwhelming their respective computer systems. Significant research has 
been fueling the development of streaming methods and also Internet of Things (IoT) 
devices that allow for observations and comparisons in real time [90, 91]. Procedures 
such as incremental training or data batching are often used to train predictive models 
in these cases [92].

Data quality can be affected by insufficient, missing, erroneous, and redundant data, 
among other issues [93]. These concerns may complicate the process of model training 
and reduce the efficiency of trained models. Detection of data quality problems in EHRs 
of free text is a fertile area for exploration with LSTM and CRF methods.

Also known as dataset shift, concept drift refers to the temporal variation of data 
distributions [94]. For instance, an LSTM or CRF model trained today to de-identify 
medical free text may have a lower optimum recall score in 30 years. This could be due, 
perhaps, to a radically different format being used for a HIPAA PHI category, such as 
for vehicle identifiers or device identifiers. Research investigating the effect of time on 
such de-identification models is a very promising area. Figure  4, originally illustrated 
by Chilakapati [95], portrays concept drift as a divergence of model and data decision 
boundaries that leads to a loss of predictability.

Performance metrics

F-measure scores are used in all the surveyed works, with precision and recall scores 
provided by most of the respective authors. In order to explain these three metrics, it is 
necessary to start with the fundamental metrics and then build on the basics. Our list of 
applicable performance metrics is explained as follows:

•	 A True Positive (TP) is a positive instance correctly identified as positive.

Fig. 4  Concept drift Illustration [95]
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•	 A True Negative (TN) is a negative instance correctly identified as negative.
•	 A False Positive (FP), also known as Type I error, is a negative instance incorrectly 

identified as positive.
•	 A False Negative (FN), also known as Type II error, is a positive instance incorrectly 

identified as negative.

Based on these fundamental metrics, the other performance metrics are derived as 
follows:

•	 Recall, also known as sensitivity, is equal to TP/(TP+ FN).
•	 Precision, also known as positive predictive value, is equal to TP/(TP+ FP).
•	 Traditional F-measure, also known as the harmonic mean of precision and recall, is 

equal to 2 · Precision · Recall/(Precision+ Recall).
•	 The general formula for F-measure, where Recall is more sig-

nificant that Precision by a positive real factor of β , is equal to 
(1+ β2) · Precision · Recall/(β2

· Precision+ Recall).

Conclusion
The proliferation of EHRs in various areas such as medical research should be covered 
by adequate protections for patient privacy. As these medical records are often big data, 
an additional layer of complexity must be catered for during the de-identification of PHI. 
Since a considerable number of medical records are stored as free text, we decided to do 
a survey on automated free text de-identification. We discovered that the curated works 
utilized RNN and/or CRF, two machine learning methods. Our analysis led to several 
informative findings.

RNN models, particularly LSTM, generally perform better than CRF and rule-based 
models. When LSTM and CRF models were combined in various studies, the evidence 
was inconclusive about any advantage gained. We suspect that overfitting occurred in 
works where the overall F-measure score was uncommonly high. This may be due to the 
customization of the popular MIMIC dataset. Throughout the surveyed works, interest-
ingly, scant attention was paid to the statistical analysis of PHI de-identification scores. 
In addition, not enough consideration was given to diversity during experimentation. 
Finally yet importantly, there is a lack of de-identification studies for medical free text 
pertaining to big data, data streaming, data quality, and concept drift, just to name a few 
topics, and future work should address these gaps.
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