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Abstract 

The detection of anomalous behavior in business process data is a crucial task for 
preventing failures that may jeopardize the performance of any organization. Super-
vised learning techniques are impracticable because of the difficulties of gathering 
huge amounts of labeled business process anomaly data. For this reason, unsupervised 
learning techniques and semi-supervised learning approaches trained on entirely 
labeled normal data have dominated this domain for a long time. However, these 
methods do not work well because of the absence of prior knowledge of true anoma-
lies. In this study, we propose a deep weakly supervised reinforcement learning-based 
approach to identify anomalies in business processes by leveraging limited labeled 
anomaly data. The proposed approach is intended to use a small collection of labeled 
anomalous data while exploring a huge set of unlabeled data to find new classes of 
anomalies that are outside the scope of the labeled anomalous data. We created a 
unique reward function that combined the supervisory signal supplied by a variational 
autoencoder trained on unlabeled data with the supervisory signal provided by the 
environment’s reward. To further reduce data deficiency, we introduced a sampling 
method to allow the effective exploration of the unlabeled data and to address the 
imbalanced data problem, which is a common problem in the anomaly detection field. 
This approach depends on the proximity between the data samples in the latent space 
of the variational autoencoder. Furthermore, to efficiently model the sequential nature 
of business process data and to handle the long-term dependences, we used a long 
short-term memory network combined with a self-attention mechanism to develop 
the agent of our reinforcement learning model. Multiple scenarios were used to test 
the proposed approach on real-world and synthetic datasets. The findings revealed 
that the proposed approach outperformed five competing approaches by efficiently 
using the few available anomalous examples.
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Introduction
Anomalies in business processes can result in significant losses. In 2012, the Association 
of Certified Fraud Examiners reported that there had been 1388 fraud cases in 96 coun-
tries, which caused $1.4 billion in losses. On average, organizations have lost a gross 
profit of 7% annually to fraud [1]. Manual identification of abnormalities in business pro-
cess data is time-consuming, labor-intensive, and prone to human error owing to the 
vast volumes of data. There is a requirement for an automated system that can discover 
abnormalities in massive business process logs.

A business process is a set of activities or tasks triggered by an event to achieve a 
specific organization’s goal. The process can be simple or complex, depending on the 
number of activities. They can be short or long. Longer processes tend to have multi-
ple dependencies between the activities [2]. Business processes integrate multiple data 
sources, applications, and information technology systems, and manage public as well 
as confidential private information [3]. Furthermore, business processes are carried out 
in a variety of flexible infrastructures and networked settings where they play important 
roles and allow key business activities.

The event log is the main data structure of the business process data that contain infor-
mation regarding what activities have been performed in a process, who executed them, 
at which time, etc. [4]. Each event log is separated into traces, and each trace reflects one 
process instance’s execution.

In the context of business process analytics, an anomaly can be an unusual process 
execution or a noise in the event log that can be produced by system failure, data entry 
error, or a fraud attempt [5]. Because of its wide range of applications, such as fraud 
detection, intrusion detection, and outlier identification, business process anomaly 
detection has emerged as an important issue in recent years.

Business process data are complex because they are sequential time series data. A 
business process is a group of activities that occur in sequential order over a while. In 
addition, most corporate processes include complex interdependencies between activi-
ties. Furthermore, activities are carried out in contexts where mistakes are possible and 
are acknowledged as a normal part of the process. As a result, even for human profes-
sionals, detecting anomalies in business processes is a difficult task [6].

The difficulties in business process anomaly detection task are further aggravated by 
the difficulties in the acquisition techniques of the samples in the training set on which 
we apply automated learning. First, most real-life business process event logs or datasets 
lack an established process model that holds information regarding their process logic. 
Second, there is a significant expense associated with manually labeling the acquired 
traces, which makes acquiring large-scale labeled datasets difficult. Third, because there 
are numerous sources of anomalies, there is an infinite pool of anomaly classes. Anom-
alies are also uncommon and surprising in real-world datasets. As a result, obtaining 
training data that cover all probable types of anomalies is difficult.

Business process anomaly detection methods have improved and, at first, are moving 
toward using process mining techniques [7–13]. However, the effectiveness of process 
mining algorithms is highly dependent on the availability of a clean dataset and specified 
process model, which is usually not the case, as the business process datasets most likely 
contain anomalies and the predefined model is often not available. The methodologies 
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then evolved into statistical procedures that rely on the assumption that data originate 
from the anticipated statistical distribution, which does not always hold in business 
process data [14]. Furthermore, statistical methodologies are frequently insufficient for 
dealing with high-dimensional data.

For these reasons, research has shifted away from process mining and statistical tech-
niques and toward machine learning (ML) approaches, which may infer process logic 
from a dataset and may exploit patterns identified within the dataset to discern normal 
from abnormal process executions. The ML techniques published in the business pro-
cess anomaly detection literature may be categorized as supervised, unsupervised, and 
semi-supervised approaches based on the level of label availability.

Due to the difficulty of obtaining labeled anomaly data in business process field, 
research based on supervised learning is very rare [1, 15, 16]. The major research 
efforts in this area have focused on unsupervised anomaly detection methods because 
they require no labeled training data and can detect diverse anomalies, as they are not 
restricted to specific anomaly classes [17–22]. However, these methods suffer from sig-
nificant performance drop because they lack prior knowledge of true anomalies. They 
rely only on their assumption based on the distribution of anomalies [17–22].

A semi-supervised approach is utilized to detect anomalies in business process data 
[23]. However, these approaches are inapplicable to the problem of unlimited pool of 
classes because they are exclusively fitted to the limited labeled anomalies, ignoring the 
supervisory signals from the possible anomalies in the unlabeled data. The semi-super-
vised approach is therefore inapplicable to the detection of novel anomaly classes.

In this work, we treat the problem of business process anomaly detection by deviating 
from the traditional unsupervised learning setting and delving into the weakly super-
vised learning setting. Weakly supervised learning is an umbrella term covering vari-
ous studies that attempt to construct predictive models by learning with weakly labeled 
training data (i.e. partially, inexactly, or inaccurately labeled data) [24].

We have created a small set of labeled anomaly data for this purpose. Exploiting those 
limited labeled anomaly samples without assuming that they encompass every class of 
anomaly will yield improvements over both supervised and semi-supervised methods. 
This is of important practical benefit, because anomalies are unpredictable in form and 
often expensive to miss. Furthermore, these labeled anomalies provide valuable prior 
knowledge, leading to accuracy improvements over the unsupervised methods.

The core challenge revolves around the ability to effectively exploit those limited 
labeled anomalous samples without confining classification to their labels. Another chal-
lenge we encounter in our weakly supervised learning mode is the high-class imbalance 
as we have a small set of minority class samples (anomaly samples) and a large set of 
majority class samples (normal samples). Overcoming this challenge is critical as this 
imbalance harms the performance of any classification task [25, 26].

To overcome the aforementioned challenges, we apply Deep Reinforcement Learning 
(DRL) to the problem of weakly-supervised anomaly detection in business process data. 
The proposed DRL approach is designed to exploit the small set of labeled anomalous 
data and explore the large set of unlabeled data, so it can detect new classes of anoma-
lies that lie beyond the scope of the labeled anomaly data. The exploration of the DRL 
framework in this work is empowered via using a Variational AutoEncoder (VAE). The 
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VAE provides supervisory signal from the unlabeled data to encourage the unsupervised 
exploration of those data.

We solve the imbalanced data problem in our work through defining a sampling func-
tion that is biased towards choosing anomalous traces from the unlabeled dataset over 
the normal ones. This process is carried out based on the Euclidean distances between 
the traces in the latent space of the variational autoencoder. To simulate the sequential 
nature of business process data and taking the long-term dependencies between activi-
ties in consideration, the core of the DRL agent is a Long Short-Term Memory (LSTM) 
network combined with a self-attention mechanism.

In summary, this work aims for the following four major contributions:

• To the best of our knowledge, we are the first to investigate the problem of anomaly 
detection in the business process domain based on the weakly supervised paradigm.

• To the best of our knowledge, we are the first to propose a deep reinforcement learn-
ing approach for detecting anomalies in the business process domain.

• We investigate the use of an autoencoder in performing the exploration task associ-
ated with the proposed approach.

• We explore utilizing LSTMs and transformers to achieve the most robust modeling 
for the business process data and incorporating them in our DRL model.

• The proposed framework is instantiated into an anomaly detection model. The 
model is extensively evaluated on two real life and two synthetic datasets where mul-
tiple scenarios with different known anomaly classes are considered. The evaluation 
results confirm that the proposed model outperforms five state-of-the-art methods.

The rest of this paper is organized as follows. In section  "Related work", we present 
an overview of related works in the field of business process anomaly detection. Sec-
tion Datasets provides technical details of the proposed framework. For the evaluation 
of the proposed model, the results of the conducted experiments are presented and dis-
cussed in section  "Proposed approach". Section  Experimental evaluation summarizes 
the results of our study and presents the plans for future work.

Related work
This section addresses the approaches used in the existing business processes anomaly 
detection literature and the techniques adopted in the anomaly detection field in gen-
eral. The business process anomaly detection approaches can be classified into statisti-
cal, process mining and ML approaches.

It is common in the field of process mining [7] to employ discovery methods to con-
struct process models from event logs, followed by conformance checking to find an 
anomalous trace. This technique can detect the deviation between the process model 
and process executions [8–13]. This approach, however, has certain downsides [8–
13]. For starters, it cannot use event attributes. Therefore, it can only detect anoma-
lies at the control flow level, not at the attribute level. The second disadvantage of this 
approach is that it might be overly strict, resulting in high false-positive rates and 
the ability to identify only point anomalies. The third disadvantage is that it relies on 
a clean dataset, that is, no anomalous traces must be present in the dataset during 
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discovery. However, this is rarely the case because the business process event logs 
usually contain anomalies. Statistical anomaly detection approaches generate a sto-
chastic model that represents investigated behavior. If unseen behavior is mapped on 
the low-probability region of this stochastic model, then an anomaly was found. A 
statistical model is fitted (i.e., trained) to the provided normal data for this purpose. 
Statistical methods rely on a finely adjusted and precise assumption regarding the 
data distribution utilized to create the stochastic model. Getting this right might be 
simple for a limited set of dimensions but gets harder for multidimensional data (i.e., 
if multiple process perspectives should be incorporated). Such an approach is applied 
by Solti and Kasneci [14] to identify temporal anomalies (i.e., unexpected durations of 
activities as point anomalies).

The application of ML, especially deep learning methods, to identify anomalies in 
business processes has gained increased attention in recent years. These techniques 
are divided into supervised, semi-supervised, and unsupervised approaches based on 
the level of label availability. Supervised methods involve training a binary or multi-
class classifier using labels of both normal and anomalous traces. The rule mining-
based technique is an example of a supervised approach used in the field of business 
process anomaly detection [1, 15, 16]. This method develops rules that capture the 
typical behavior of traces. As a result, if the criteria fail to capture a trace, it is classi-
fied as an anomalous trace.

Sarno et al. [15] used association rule mining to uncover business process anomalies. 
However, this study has several drawbacks, including the fact that the rules were devel-
oped manually (e.g., a user defined the expected maximum activity time) and that the 
order dependencies between activities were not validated. Sarno and Sinaga [16] then 
offered ontologies to gather further understanding of the processes under consideration. 
Furthermore, researchers attempted to combine the capabilities of process mining and 
association rules to build a hybrid model. One of these studies is presented by Sarno 
et al. [1]. They proposed integrating process mining, fuzzy multi-attribute decision mak-
ing and fuzzy association rule learning to detect anomalies in business processes. They 
used a Process mining technique to check the conformance between the event log and 
the process model. Then, they applied the fuzzy multi-attribute decision making to cal-
culate the anomaly rates. Finally, they applied the fuzzy association rule learning to gen-
erate association rules that can be used to detect anomalous traces.

The advantage of the rule mining approaches proposed in the literature is that they 
generate a small set of rules that enables the detection of anomalous traces. How-
ever, in the event of a flexible business process, the strictness enforced by the pro-
duced rules leads to inaccurate analytical conclusions. Furthermore, the majority of 
the association rule-based techniques rely on human interventions and expert knowl-
edge. To guarantee effective anomaly detection performance, experts must identify 
every execution trace as normal or abnormal and must analyze developed rules.

The performance of supervised approaches is not optimal because of the class 
imbalance data problem. Furthermore, even after monitoring system behavior for 
lengthy periods, it is difficult to gather training data that cover all probable classes of 
anomalies. Because supervised approaches are limited to the classes seen in the train-
ing data, they are unworkable.
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When it comes to unsupervised approaches, some of them make use of clustering algo-
rithms. These approaches try to identify clusters of normal and abnormal traces, with 
anomalous traces represented by tiny and dispersed clusters. This necessitates deter-
mining the distance or similarity of many traces. Zhu et al. [17] converted the behav-
ior of resources into vectors to measure the distance between these vectors. Hereby, the 
assumption is that resources that are assigned to the same roles should behave similarly. 
Similarly, Hsu et al. [18] used the same approach, but the traces were grouped based on 
temporal viewpoint, implying that the same activity behaved similarly in all executions 
in terms of temporal perspective (e.g., its execution time). Folino et  al. [19] applied a 
clustering method that mine patterns to cluster traces (e.g., based on the existing control 
flow patterns).

Furthermore, a clustering/likelihood graph-based approach was proposed by Böhmer 
and Rinderle-Ma [20]. A reference model that enables the calculation of the likelihood 
of business process traces was generated. If a trace is unlikely compared to other traces, 
then the trace is marked as anomalous.

With the developments in the field of deep learning, recent publications propose the 
use of deep neural networks to detect anomalies in business process data. Nolle et al. 
[21] applied a neural network based denoising autoencoder to the detection of anoma-
lies in business process data. Through their training, the autoencoder could reproduce 
the input trace that should be analyzed. If the input and the reproduced trace are dis-
similar then the trace is considered an anomaly.

Subsequently, an unsupervised business process anomaly detection approach based 
on neural networks was introduced by Nolle et  al. [5]. They divided the log based on 
control flow and data perspectives. These two perspectives were used as inputs for their 
neural network architecture aimed at predicting both perspectives for the next event. 
Anomalies are detected in case of discrepancies between the predicted and the actual 
next event. However, this method is incapable of handling many attributes in the data 
perspective as the learning phase is unable to cope with unseen values (both in the activ-
ity and data perspective).

Recently, Krajsic and Franczyk [22] presented an approach that uses variational 
autoencoders and support vector machines for business process anomaly detection.

The semi-supervised approaches, adopted in the business process anomaly detec-
tion domain, are very rare. Krajsic and Franczyk [23] presented a deep learning model 
to optimize the use of available labeled normal or anomalous traces in the detection 
of anomalies. The proposed model was built using a bidirectional LSTM variational 
autoencoder to filter anomalous traces from the business process data using the recon-
struction error. The main drawback of this approach is that the model is exclusively fit-
ted to the limited labeled anomalies, ignoring the supervisory signals from the possible 
anomalies in the unlabeled data. Therefore, this approach is inapplicable to the detection 
of novel anomaly classes.

Anomaly detection has been studied also in various other real-world application 
areas including intrusion detection in cybersecurity, credit card fraud detection, 
mechanical defect detection, anomaly detection in smart phone applications, online 
social networks, internet of things, and medical diagnoses [27, 28]. As expected 
the research in this domain has evolved in similar directions of statistical and]. As 
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expected, the research in this domain has evolved in similar directions where statis-
tical and machine learning approaches have been employed.

Recently, many deep learning architectures have been introduced for time-series 
data anomaly detection. The most common of these architectures are based on 
recurrent neural network (RNN) or LSTM [29–41] because LSTM is capable of han-
dling sequential time series data. In addition, some autoencoder-based deep learning 
architectures have been proposed for time-series anomaly detection [42–46]. Some 
studies have combined the efficiency of LSTM neural networks with the reconstruc-
tion properties of autoencoders and developed a combined model (LSTM-AE) for 
the time-series anomaly detection task [29, 47, 48]. A few approaches have used gen-
erative adversarial networks (GANs) for this purpose [49–51].

Lately, deep reinforcement learning has been taken into consideration for solving 
the time series anomaly detection problems. Xu [52] proposed an anomaly detection 
method based on a reinforcement learning algorithm referred to as TD learning, 
where the reward function is based on the Markov decision process. In that work, 
the anomaly detection problem of multistage cyberattacks is considered as an appli-
cation case.

A framework that uses deep Actor–Critic reinforcement learning for sequential 
testing of anomaly detection in sensor networks was proposed by Zhong et al. [53]. 
The proposed method focused on dynamic detection of anomalies based on poste-
rior probabilities.

Huang et  al. [54] presented a deep reinforcement learning time series anomaly 
detector with a deep Q-network algorithm in supervised settings. Furthermore, Yu 
and Sun [55] presented a generic policy-based reinforcement learning framework to 
address the time series anomaly detection in Internet of Things (IOT) data. Malla 
et al. [56] also proposed an end-to-end framework for sequential anomaly detection 
of IOT data using inverse reinforcement learning (IRL). Recently, Oh and Iyengar 
[57] applied IRL to sequential anomaly detection in unsupervised settings.

The work described in this paper is very different from the aforementioned studies 
[52–56]. Previous studies were confined to supervised settings and were unable to 
generalize to the weakly supervised settings as in our case. Therefore, they are una-
ble to satisfy most of real world applications in general and business process applica-
tion in particular because they require fully labeled datasets. The proposed work is 
also different from [57], which can handle only the unsupervised settings and was 
unable to handle the weakly supervised settings that our work considers. Moreover, 
they focused on learning a reward function whereas we focus on leveraging prede-
fined reward functions to encourage the agent in exploitation of the labeled anoma-
lous data and exploration of the unlabeled data.

To sum up, the proposed reinforcement learning based anomaly detection 
approaches are insufficient in the current literature. Furthermore, they are not 
directly applicable to our problem because they cannot work in weakly-supervised 
learning settings, cannot detect novel classes of anomalies, and cannot handle the 
imbalanced data problem. Therefore, there is a room for improvement to make the 
reinforcement learning applicable for our task.
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Datasets
The event log is the key data structure of the business processes in the discipline of 
business process modeling. An event log is made up of traces, each of which is made 
up of events that occurred within a process. An activity name is assigned to each 
event.

Definition 1 The event, trace, and event log. Let E be the set of all events. A trace is a 
sequence of events t ∈ E∗ , where E∗ is the set of all sequences over E . Let T  be the set of 
all traces. An event log is a set of traces L ⊆ T .

To assess the proposed model, two synthetic event logs were generated from ran-
dom process models of different complexities using Processes and Logs Generator 2 
(PLG2) [58]. The amount of activities determines the model’s complexity. Two real 
life event logs from the Business Process Intelligence Challenge, notably BPIC12 and 
BPIC17, were utilized in addition to the synthetic logs. Refer to Table 1 for the infor-
mation regarding the datasets.

It is a common practice to apply artificial anomalies to synthetic logs [5, 11, 20, 
21] as well as real-life logs [5, 20], with the assumption that the real-life logs already 
contain few natural anomalies. As a result, the performance of the algorithms can be 
measured on the real-life logs to show feasibility whereas the synthetic logs were used 
to assess accuracy.

When applying artificial anomalies, we can gather a ground truth dataset. We use 
these ground truth labels to turn our problem from the unsupervised setting into the 
weakly supervised setting.

Weakly supervised learning has been proven to provide better performance over 
unsupervised learning in the anomaly detection field in many studies [59, 60]. The 
labeled anomaly data were used in these experiments to build expressive representa-
tions of normality/abnormality for more accurate anomaly identification. In the case 
of weakly supervised learning, it is clear that we needed to incorporate certain tech-
niques that could handle unlabeled dataset as well as others that could use labeled 
dataset. We used the most commonly applied artificial anomalies in the business pro-
cess field.

These anomalies can be defined as follows:

• Rework: an activity has been executed twice.
• Skip: an activity has not been executed.
• Switch: two events have been swapped during execution.

Table 1 Overview showing dataset information

Name #Traces #Activities

Dataset 1 10K 13

Dataset 2 10K 20

BPIC12 13K 36

BPIC17 31K–43K 8–26
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Proposed approach
This study presents a deep reinforcement learning approach for weakly supervised 
anomaly detection in business process data. In the proposed approach, a VAE is used to 
empower the exploration process. The VAE generates a complementary supervisory sig-
nal from the unlabeled data, allowing the DRL agent to explore rare and novel anomalies 
in the unlabeled data efficiently.

Preprocessing

We initiate processing by transforming the event logs into a numerical representation to 
be input to the Neural Networks. To accomplish this, each event in each trace is encoded 
using one-hot vector encoding. It encodes each event by a K-dimensional vector, where 
K is the number of unique activities in the dataset, We take a consistent ordering over 
the set of activities A, and use index ∈ {1,..., K} to indicate the position of an activity in 
it. To encode an event, we set the corresponding index of the one-hot vector to a fixed 
value of one and all other indices to zero.

We represent the event logs as third-order tensors. Each event is a first order tensor 
e ∈ RA . Each trace is then represented as a second-order tensor t ∈ RM×A ; with M is the 
maximum trace length of all traces in the log L. To force all traces to have the same size, 
we pad all shorter traces with event tensors only containing zeros. Thereafter, the log L is 
represented as a third-order tensor L ∈ RN×M×A ; with N is the number of traces in log L.

The synthetic and real life datasets were split into training and testing sets. Thereaf-
ter, the training set was split into a small set D1 and a large set D2 . We apply artificial 
anomalies to all the traces in D1 for which the ground truth is available, to form the small 
labeled anomalous dataset Dla . The aim is to encourage the DRL model to learn a broad 
spectrum of anomalies. We further apply artificial anomalies to a few traces in D2 with-
out retaining their label in order to form an unlabeled dataset Du that mimics the natu-
ral phenomenon of anomalous business processes. In addition, artificial anomalies are 
applied to a fixed percentage of traces in the testing set (while retaining their labels) to 
enable accuracy evaluation of the proposed model.
Dla consists of labeled anomalous traces from a group of known anomaly classes { C1

,C2 , …,Ci }. Similarly,Du consists of normal traces and some anomalous traces of anom-
aly classes { C1,C2 , …,Ci,Ci+1,Ci+2, . . . ,Ci+j }, where {Ci+1,Ci+2, . . . ,Ci+j } are unknown 
anomaly classes.

Deep reinforcement learning‑based anomaly detection framework

We chose to use reinforcement learning (RL) for building our framework because of its 
generalization properties and incremental self-learning property [61].

Our DRL framework was designed to make a balance between exploiting the small 
labeled dataset Dla and exploring for new classes of an anomaly in the large unlabeled 
dataset Du . It was designed to leverage labeled anomalous data to enhance detec-
tion accuracy without limiting the set of anomalies searched for to the given anomaly 
examples.

The exploration of our DRL framework was carried out using a VAE. A VAE 
provides a supervisory signal from the unlabeled dataset Du to encourage the 
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unsupervised exploration of those data. Many earlier research has employed autoen-
coders as unsupervised deep anomaly detection techniques [22, 42–46]. Autoen-
coders are implemented as sequence-to-sequence models. They are made up of an 
encoder and a decoder network that can be trained end-to-end [62]. The encoder 
takes the original input and generates a fixed-sized representation that is substan-
tially smaller in dimension than the input. Latent representation is also sent into 
the decoder network, which has been trained to reconstruct the original input. The 
VAE in our framework is trained on normal data. When the input sequence is differ-
ent from the normal data, the VAE will not be able to reconstruct the sequence with 
equal quality compared to the reconstruction of normal data. As a result, an anomaly 
score can be calculated based on the difference between the reconstructed sequence 
and original input sequence. The VAE is at the heart of the weakly-supervised learn-
ing functionality of our work, because it has the ability to signal that something went 
wrong without being trained on the type of anomaly.

The proposed framework’s goal is to teach the DRL agent by interacting with an envi-
ronment created from training data. We designed the environment to empower the 
agent to exploit the small set of labeled anomalies and investigate the unlabeled data 
for any potential anomalies that lie outside the scope of this set. A mixed reward func-
tion is intended to produce balanced exploitation–exploration by utilizing a synthesis 
of supervisory signals from both labeled and suspicious unlabeled anomalies. The train-
ing phase’s exploitation and exploration procedures allow the agent to learn regarding 
abnormality and to determine if a new trace is anomalous or not.

The major key components of the adopted RL in our framework are the agent, envi-
ronment, and reward [63]. The process starts at time t with an agent taking an action at 
(classifying as normal or anomaly) based on the current state st and policy π. Following 
that, the environment responds to the taken action in the form of a reward rt . In every 
time step t, the agent receives a new state and reward and eventually learns to analyze 
the policy and perform the optimal action. The goal of the agent is to learn an optimal 
policy that maximizes the discounted accumulated rewards, which can be defined as 
follows:

which is the maximum expected return starting from a state s , taking the action a ∈{a0
,a1 }, and thereafter following a behavior policy π, with the return defined as the sum 
of rewards rt discounted by a factor γ at each time step t . γ ∈ [0, 1] is a discount factor 
reflecting the decreasing value of the current reward on future ones.

To derive a policy, the state–action–value function (Q-value function) can assess how 
good it is to choose a particular action a when in a state s under a stochastic policy π , 
which can be defined as follows:

(1)π∗ = argmaxπE
π

{
∞∑

t=0

γ t rt

}

(2)Qπ (s, a) = Eπ [
∑∞

T=t
γ t rt |st = s, at = a]
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where rt is the immediate reward of executing an action at on state st . Given the Q-value 
function, a policy can be derived as follows:

When the update equation converges, the optimal Q-value, as well as an optimal pol-
icy is obtained.

Q-learning [63] is one of the RL algorithms that focus on estimating the value func-
tion. Q-learning has received a lot of attention because of its ease of use and efficacy. 
Q-learning in a discrete state space uses an online off-policy update as follows:

where s represents the current state, a represents the current action, s′ represents the 
next state, a′ represents the next action, γ represents the discount factor, α represents the 
learning rate, and r represents the current reward.

However, a Q-learning-based system performs poorly in real applications because 
of the high-dimensional (possibly continuous) state–action space [64]. Calculating the 
Q-value of each state–action pair in these circumstances becomes computationally 
impossible as the complexity of the environment rises.

This issue is addressed by a deep Q-network (DQN), which is a networked Q-learning 
algorithm and DRL method that combines RL with a class of artificial neural networks 
known as a deep neural network (DNN) [64]. The DNN gets input from the environment 
as a state, calculates action based on the weights, and communicates it with the environ-
ment. The environment verifies the action and provides a positive reward if the action 
is favorable otherwise penalize it with a negative reward. Furthermore, this reward is 
utilized to update the DNN’s weights to increase its performance.

Nevertheless, DQN’s performance does not rely solely on the use of a neural network 
approximator function. Some learning stability problems prevent neural networks as 
nonlinear function approximators from converging. A deep double Q-network (DDQN) 
was presented as a solution to overcome learning stability issues and increase DQN per-
formance [64].

The DDQN method employs a target Q-network to stabilize learning and reduce the 
variance of the approximated function. Target Q-network only copies the parameters 
from the original trained Q-network after hundreds or thousand training steps and 
therefore does not change quickly and allows the algorithm to learn stable long-term 
dependencies.

The use of experience replay is one of the key concepts in RL. This approach stores 
the agent’s experience (transitions between states in the past and the corresponding 
actions and rewards) at each recorded time step ɛ = ( s, a, r, s′ ) in a replay memory to be 
able to calculate the loss correctly at any time step in the future. The weight updates for 
DQN training are then performed using minibatches of experiences picked at random 
Q-learning, with experience replay offering many advantages over Q-learning’s usual 
form. For starters, each step of experience is potentially used in many weight updates, 

(3)π(s) = argmaxaQ
π (s, a)

(4)Qπ (s, a) = Qπ (s, a)+ α
(
r + γmaxa′Q

(
s′, a′

)
− Q(s, a)

)
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which allows for greater data efficiency. Second, learning directly from consecutive sam-
ples is inefficient, owing to the strong correlations between the samples; randomizing 
the samples breaks these correlations and therefore reduces the variance of the updates 
[64, 65].

The exploration vs. exploitation dilemma is crucial in RL [61]. To converge to the 
optimum policy, the learning algorithm must try out all possible alternatives. Exploi-
tation means taking action that appears best according to the knowledge already 
learned, whereas exploration means trying new things out in the hope that better 
actions will be found. To maximize the reward, the agent has to exploit and choose 
the best action that he knows. However, exploitation does not ensure the greatest 
long-term solution because the actions chosen may not be the best ones, and there 
can be other unexplored actions that result in better long-term reward. The agent 
must do a trade-off between acting optimally in the context of current knowledge and 
acting to obtain more knowledge. Figure 1 shows the proposed framework. Agent A 
selects an action out of two actions, which are a0 and a1 , and it selects an action a0 for 
the normal state and an action a1 for the anomalous state. The state denotes the trace 
in our framework, so the term “trace” and “state” are used interchangeably through-
out the paper. The environment E is composed of a trace sampling function S and an 
extrinsic reward function X.

Agent A in each time step t interacts with the environment. The trace sampling 
function S picks a trace from Dla and Du alternately to train the agent. When the agent 
receives the trace or state st , it takes action at and then receives an extrinsic reward 
re from the extrinsic reward function X  . The agent also receives an intrinsic reward ri 
from a VAE trained on the unlabeled dataset, which rewards the agent based on the 
abnormality of the trace to encourage the unsupervised exploration of Du for identify-
ing novel unlabeled anomalous traces. During the training phase, the agent is trained 
to maximize the sum of those two rewards.

Fig. 1 The proposed variational auotencoder-based weakly supervised deep reinforcement learning 
framework
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The main components of the proposed framework are described as follows:

A) Agent A

The internal architecture of the agent A is illustrated in Fig. 2. The goal of the agent in 
our framework is to learn an optimal policy that maximizes the discounted accumulated 
rewards. We use the state-action value function (Q-value function) for this purpose.

During training, the agent’s objective is to learn an optimal action-value function (i.e., 
Q-value function), which can be approximated as:

This is the maximum expected return starting from a state s , taking the action a ∈{a0
,a1 }, and thereafter following a behavior policy π. The return is defined as the sum of 
rewards rt discounted by a factor γ at each time step t.

In this work, we choose DDQN to learn the optimal Q-value function Q∗(s, a) due to 
its aforementioned advantages [54, 66, 67]. DDQN leverages deep neural networks as 
the function approximator with the parameters θ: Q (s, a; θ) = Q∗ (s, a) and learns the 
parameters θ by minimizing the loss iteratively as follows:

where, Ɛ is a group of the agent’s learning experiences with each state or trace stored as 
( s, a, r, s′ ). Minibatches of the traces are randomly taken from the stored experience, and 
the loss is calculated using these batches.θi are the parameters of the main Q-network, 
and θ−i  are the parameters of the target network at iteration i . θ−i  are updated with θi 
every N steps. The gradient update of the main network is given as follows:

(5)Q∗(s, a) = argmaxπE[rt + γ rt+1 + γ 2rt+2 + . . . |st = s, at = a,π ]

(6)Li(θi) = Es,a,r,s′∼U(ε)[
(
r + γmaxa′Q

(
s′, a′; θ−

)
− Q(s, a; θi))

]

(7)∇θi Li(θi) = E
s,a,r,s

′
∼U(ε)

[(r + γmaxa′Q
(
s′, a′; θ−

)
− Q(s, a; θi)∇θiQ(s, a; θi))]

Fig. 2 The DDQN agent of the proposed deep reinforcement learning framework
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Business process data has a special nature; it is a sequential data with temporal proper-
ties, it is represented as sequences with various dependencies between the activities. For 
this reason, we chose to use RNNS to model the business process data. RNNs can model 
sequential temporal data more effectively than most other networks because RNNs can 
maintain the temporal information through the recurrence mechanism, which feeds the 
current recurrent layer’s output back to input layer, thereby including each current out-
put to the subsequent input and forming a temporal chain of causality by maintaining an 
internal state (i.e. “memory”) [68, 69]. LSTM is chosen in this study to be the core of the 
Q-networks of our DRL model because it is one of the most robust of the RNN architec-
tures [69, 70]. Additionally, many studies have proven that LSTMs are excellent at mod-
eling the sequential data and capturing its local temporal properties [23, 29–41, 47, 48].

Transformers were recently proposed by Vaswani et  al. [71] as an architecture for 
modeling sequences. Transformers have been shown to perform well in some sequence 
modeling tasks such as text translation [71] and image classification [72, 73]. However, 
these tasks all have one thing in common; they are inherently non-temporal. Trans-
formers rely solely on attention mechanisms, and eliminates RNN component or the 
recurrence mechanism. Many studies have proved that the lack of recurrence modeling 
prevents transformers from preserving the temporal information and capturing several 
important properties of the input sequence [74–76].

To achieve the most robust modeling for the business process data and to allow the 
LSTM network to model the long-term dependencies more efficiently, we combined the 
LSTM with an attention mechanism.

When modeling the data with an attention component, we are attending more or less 
to portions of a sequence. Therefore, if the sequence is very long, the model degrades 
to attention only due to the LSTM’s decreased ability to model time-steps too far in the 
past [69, 77].

Self-attention, also known as intra-attention, is a type of the attention mechanisms 
that relate different positions of a sequence in order to model dependencies between dif-
ferent parts of the sequence [71].

The self-attention mechanism applied in this study is the same as the self-attention 
mechanism applied in the transformers, which is the central mechanism of the trans-
former architecture.

Figure  3 shows the internal architecture of the main and the target networks of the 
DDQN agent. Both networks are composed of an LSTM network, self-attention layer 
and a feedforward neural network (FFNN) for outputting two estimated Q-values asso-
ciated with taking actions a0 and a1 , respectively, for each input trace. The agent selects 
the action ai with the highest Q(ai) . In both cases, the agent feeds the selected action 
back to the environment.

As shown in Fig. 3, The main network receives a trace or a sequence of events s = (e1,e2 , 
…,en ) as input, where n is the trace length. This input sequence is passed to the LSTM 
network. Then, LSTM produces the hidden vector sequence h = ( h1,h2 , …, hn ) and out-
put y = (y1,y2 , …, yn ) of the same length, by iterating the following equations from t = 1 
to n.

(8)ht = H(Wehet +Whhht−1 + bh)
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where W represents the weight matrices, b represents the bias vectors, and H is the hid-
den layer function. The self-attention layer takes this hidden vector sequence as input 
and gives a sequence of context vectors, which are determined as weighted sum of all 
input vectors.

For this purpose, the relevance of the pairwise hidden states of the LSTM hi and hj 
of dimension dh is determined using the scaled dot-product [71]. A softmax function 
is applied to this determined score, which is used to determine the weights of the val-
ues within the input vector:

Then, the determined context vectors are passed to the FFNN for predicting the 
Q-values.

B) Environment E

An environment E is created to enable exploitation of Dla and exploration of Du by 
the agent. E is composed of a trace sampling function S and an extrinsic reward func-
tion X.

• Trace sampling function S

The sampling function S is composed of two sampling functions, the random sam-
pling function Sla and the distance-based sampling function Su , which we formulate 

(9)yt = Whyht + by.

(10)Score(hi, hj) = Softmax

(
(hi)

nhj√
dh

)

Fig. 3 The main network architecture of the proposed DRL agent
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for treatment of the imbalanced dataset problem. Sla samples the subsequent trace 
st+1 randomly from Dla to allow the equivalent opportunity for each labeled anoma-
lous trace to be exploited. Su samples st+1 from Du according to the Euclidean dis-
tances between the current trace st and the other Du traces in the latent space of the 
variational autoencoder to enable the agent to explore Du in an efficient and effective 
way. Su is defined as:

where, s∊S and S is a random subset of traces from Du , θ are the parameters of the 
encoder, and d returns the Euclidean distance between st and s in the latent space of the 
variational autoencoder.
Su returns the closest trace to the current trace when the agent selects the anomaly 

action a1 . This permits the agent to investigate traces that are comparable to the sus-
picious anomalous traces. It also returns the farthest trace to the current trace when 
the agent selects the normal action a0 . In so doing, the agent can explore more possible 
anomalous traces. The proximity is computed based on the Euclidean distances between 
the encoded traces in the latent space of the VAE as shown in Fig. 4.

The proximity computation is performed on a subset of Du for efficiency reasons. The 
used subset is 15% of Du . By this way, Su obtains anomaly samples more than normal 
samples without replacement so the proposed model overcome the problem of imbal-
anced data. Both of the sampling functions Sla and Su are used with the probability 0.5 
to make a balance between the exploration and the exploitation.

There are other sampling methods that have been developed to handle the imbalanced 
dataset problem, such as random over sampling (ROS), random under sampling (RUS), 
and synthetic minority over-sampling technique (SMOTE). The ROS method replicates 
a set of minority samples to obtain a balanced dataset [78]. The drawback of this tech-
nique is that it does not always improve minority class predictions because making exact 
copies of minority class samples may lead to the overfitting problem as the decision 
region becomes too specific.

(11)Su(st+1|st , at; θ) =






argmin d(st , s; θ) if at = a1

argmax d(st , s; θ) if at = a0

Fig. 4 The distance-based sampling function Su mechanism
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In contrast, the RUS method balances the dataset by randomly removing some sam-
ples from the majority class [78]. The shortcoming of this technique is that potentially 
useful majority samples are dropped out during the process. Instead of duplicating a 
set of samples from minority class as in the ROS method or, removing samples from 
the majority class as in the RUS method, the SMOTE method overcomes the imbalance 
property by generating synthetic minority samples. This technique arbitrarily interpo-
lates new minority samples in between several samples of a given minority group, which 
can be found through K-nearest neighbors (KNN) [79, 80].

In the SMOTE method, for each sample in the minority classxi , k nearest neigh-
bors (samples) are randomly selected, and a synthetic sample can be generated as fol-
lows,xnew = xi + rij ∗ δ = xi + (x̂ij − xi) ∗ δ , where xi is a minority class sample, x̂ij is 
one of the k-nearest neighbors forxi , j = 1, 2,..., k, k is the number of chosen neighbors, δ 
∈ [0, 1] is a random number, and xnew is a point (sample) along the line segment joining 
xi andx̂ij . In other words, a synthetic sample is created by randomly selecting one of the 
k nearest neighbors x̂ij , multiplying a random number δ by the corresponding feature 
vector difference rij and then adding this vector to xi [79].

An example of the SMOTE method is shown in Fig. 5 [79]. Here, assuming k = 4, the cir-
cles represent the majority class samples and the squares represent the minority class samples. 
The green squares represent the generated samples along the line between xi and x̂ij.

• Extrinsic reward function X

The reward function X gives an extrinsic reward re to the agent as follows:

(12)re = x(s, a) =






1 if a = a1, s ∈ Dla

0 if a = a0, s ∈ Du

−1 Otherwise

Fig. 5 An example of the SMOTE method
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This function gives the agent a positive reward only when the agent correctly labels the 
known anomalous trace as an anomaly and penalizes any misclassification of the labeled 
group with a value of − 1. Therefore, this function encourages the agent to fully exploit 
the labeled dataset Dla. In case ofDu , the agent is neutral. VAE will take over the task of 
encouraging the agent in the exploration of the unlabeled datasetDu.

C) Variational autoEncoder

In addition to the extrinsic reward re , the agent receives an intrinsic reward ri from the 
VAE to encourage the unsupervised exploration of the potential anomaly traces in the 
unlabeled datasetDu . The VAE used in the proposed framework is shown in Fig. 6.

The reconstruction error that the autoencoder provides for each trace is an indicator 
of the abnormality of that trace, and hence, in the proposed framework this error is used 
as the intrinsic reward.

The loss function of the VAE is computed from the reconstruction loss or expected 
negative log-likelihood of the ith datapoint in the first term of Eq. 10. The expectation 
is made with respect to the encoder’s distribution across the representations by taking a 
few samples. This term encourages the decoder to learn data reconstruction using sam-
ples from the latent distribution. A large reconstruction error indicates that the decoder 
achieved poor reconstruction of the data. The goal is to minimize this error such that 
x≈ x

′ . The second term represents the Kullback–Leibler divergence between the encod-
er’s distribution qθ(z|x) and p(z) . This divergence measures the amount of information 
lost when q is used to represent a prior over z and encourages its values to be Gaussian 
[81].

The difference between the original input x and the reconstructed input x′ is referred 
to as the reconstruction error, which is calculated as:

(13)Li(θ ,ϕ) = −Ez∼qθ (z|xi)

[
logpϕ(xi|z)

]
+ KL(qθ (z|xi)||p(z))

(14)||x−x
′

||
2

Fig. 6 The Variational AutoEncoder framework
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The reconstruction error is rescaled into the range [0, 1] by applying the Min–Max 
normalization method; therefore, the probability of an abnormality occurring for the 
trace increases with increasing value of ri . To account for both the exploitation of Dla 
and the exploration of Du , the total reward the agent receives for each trace is defined as 
follows:

Figure 7 illustrates the method of calculating the total reward from the extrinsic and 
the intrinsic rewards in different cases.

After the training phase, the optimal Q-value function Q(s, a, θ∗) is obtained. Subse-
quently, in the inference stage where a given a test trace s′ is considered, the proposed 
model outputs two Q-values associated with taking actions a0 and a1 , respectively, for 
this trace. The model selects the action ai with the highest Q(ai) . See Appendix for algo-
rithmic description of the proposed approach.

Experimental evaluation
Dataset preparation

We split the synthetic and real-life datasets into training and test sets, with 80% in the 
training set and the other 20% in the test set. Then, we split the training dataset into 
a small dataset D1 and large dataset D2 with M1 = 0.5% and M2 = 99.5%, respectively. 
We added artificial anomalies to all traces in D1 to be the labeled anomaly dataset Dla . 
The unlabeled dataset Du was produced by adding artificial anomalies (contamination 
rate C = 2%) to D2 because anomalous traces are rare traces in business processes and by 

(15)rt = re + ri

Fig. 7 Total reward calculation mechanism



Page 20 of 35Elaziz et al. Journal of Big Data           (2023) 10:33 

retaining the remaining normal traces. This means that the number of labeled anomalies 
in Dla (i.e., known anomalies) accounts for only U = 25% of the unlabeled anomalies in 
Du (i.e., unknown anomalies) and V = 20% of all anomalies in the training set to mimic 
the limited number of anomaly samples available in real life business process datasets. 
These ratios are clarified in Eq. 5. In addition, artificial anomalies were added to 2.5% 
only of the testing set.

where P is the fraction of the samples of the dataset comprising the training set in our 
case.

Experimental scenarios

For each training dataset D composed of Dla andDu , Dla is a small set of labeled anoma-
lous traces belonging to a subset of the following anomaly classes { C1,C2,C3 }, whereC1

,C2 , and C3 refer to the skip, rework, and switch anomaly classes, respectively, whereas 
Du is an unlabeled dataset composed of normal traces and some anomalous traces from 
the whole set of anomaly classes. The performance of the proposed model was assessed 
using four scenarios as follows:

• All scenario The artificial anomalies that we add to Dla are from all three known 
anomaly classes (skip, rework, and switch), and the artificial anomalies added to Du 
and the test set are from all three known anomaly classes as well.

• Rework scenario The artificial anomalies added to Dla are from only the known 
rework anomaly class; whereas the artificial anomalies added to Du and the test set 
belong to all three known classes of anomalies.

• Skip scenario The artificial anomalies added to Dla are from only the known skip 
anomaly class; whereas the artificial anomalies added to Du and the test set belong to 
all three known classes of anomalies.

• Switch scenario The artificial anomalies added to Dla are from only the known switch 
anomaly class; whereas the artificial anomalies added to Du and the test set belong to 
all three known classes of anomalies.

Competing methods

We evaluated the proposed model by comparing it to four ML models and one process 
mining model. Three of the ML models were unsupervised models: denoising autoen-
coder [21], BINET [5], and VAE [22], and the fourth model was semi-supervised: Bi-
LSTM VAE [23].

(16)V =
P ∗U ∈ C

P ∗U ∗ C + P ∈ M2 ∗ C

V =
U

U +M2
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The process mining model was built in this study using a process mining library called 
Process Mining for Python (PM4Py) [82]. The model performs a process discovery pro-
cess to generate the process model of a given dataset and then perform the conform-
ance checking process to measure the conformance between the process model and the 
contaminated dataset. In this study, the Heuristics Miner [83] was used to execute the 
process discovery process.

Implementation setup

All implementations were performed using Python, with a denoising autoencoder and 
BINET taken from the authors’ available implementation source codes [5, 21]. Regarding 
the VAE and Bi-LSTM VAE models, we preserved the original architecture and hyper-
parameters employed in [22, 23] to unify conditions, thereby ensuring fairness when 
conducting comparisons.

The main libraries used in this work are defined as follows [84]:

• PyTorch is an open source machine learning library used for developing and train-
ing neural network based deep learning models.

• Scikit-learn is an open-source Python library that implements a set of machine learn-
ing, preprocessing, cross-validation, and visualization algorithms through a unified 
interface.

• Imbalanced-learn is a python package that provides a set of re-sampling techniques 
commonly used on datasets showing strong between-class imbalance.

• Numpy is a python library for defining a multi-dimensional arrays and associated fast 
math functions that operate on it.

• Collections A Python built-in module that implements special container datatypes 
that provide alternatives to Python’s general purpose built-in containers such as dict, 
list, set, and tuple.

• Random A built-in Python module used for generating random numbers within a 
given range.

• Matplotlib is the most common data exploration and visualization library used for 
creating basic graphs like line plots, histograms, scatter plots, bar charts, and pie 
charts.

The VAE used in the proposed model was trained for a fixed number of 500 epochs 
using a mini batch size of 32. As an optimizer, Adam optimizer is used with a learning 
rate of 0.001. Both the encoder and the decoder consist of an input and an output layer 
with linear units, and two hidden layers with rectified linear units. The size of the input 
layer in the encoder is adapted based on the dataset. The number of neurons in this layer 
is set to the trace length multiplied by the number of unique activities in the dataset. For 
example, the synthetic dataset 1 contains 12 different activities and the maximum length 
of all traces in the event log is 14. After the padding, every trace will have a fixed size of 
14, and each activity is encoded by a 12-dimensional one-hot vector, yielding a size of 
168 for the one-hot vector of each trace.
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The number of neurons in the decoder input layer and the number of neurons in the 
hidden layers and the output layers are listed in Table 2. The activation functions used in 
the encoder and the decoder are also provided in the table.

The proposed DRL model is trained with 15 episodes, and each episode consists 
of 2,000 steps using a mini batch size of 32. The target network is updated every five 
episodes.

Gamma γ or the discount factor is a reflection of how we value our future reward. 
We utilized the most common gamma value, which is 0.99 because if we select 
gamma value = 0, this would indicate that we are going for a greedy policy in which 
the learning agent has no regard for the future. In contrast, selecting the gamma 
value of 1 would indicate that we have no preference regarding when we should 
receive the reward; that is, if we receive a reward in time step 4 or time step 8, for 
instance, it will be of equal value to our agent. We would prefer to have something in 
the middle to find the optimal policy.

The Epsilon ∈ used in training phase decreased from 1.0 to 0.1. Epsilon is the 
greedy exploration hyperparameter. We would want the agent to move randomly, 
since our initial Q values are random, thus we do not want the agent to strictly fol-
low it. Therefore, at first, we would want our agent to move randomly, and as our Q 
values actually become useful, in that we hopefully have some idea of where rewards 
are, then we want to search those paths more often, eventually to the point where 
the Q values converge. Thus, as we go through the episodes, we want to follow the Q 
values more and move randomly less. To implement this, we set epsilon = 1.0 at first 
to move randomly. To lower epsilon, we multiply it by the epsilon Decay = 0.99 until 
the epsilon reaches to 0.1.

The size of the experience replay memory is set to 100,000. The optimization algo-
rithm used for the DRL model is RMSprop (Root Mean Squared Propagation) opti-
mizer with a learning rate of 0.001. The Q-network hyperparameters used in our 
work are shown in Table 3. The size of the LSTM’s input layer is adapted according 

Table 2 VAE hyperparameter settings

Encoder Decoder

Input layer size Trace length * Number of activities 5

No. of hidden layers 2 2

1st hidden layer size Input layer size/2 Input layer size/4

2nd hidden layer size Input layer size/4 Input layer size/2

Output layer size 5 Encoder input layer size

Activation functions Relu Relu

Table 3 Q-network hyperparameter settings

LSTM Self‑attention FFNN

Input layer size Trace length * number of 
activities

Trace length * 512 Trace length * 512

No. of hidden layers 1 0 1

hidden layer size 512 – Trace length * 1024

Output layer size Trace length * 512 Trace length * 512 2

Activation functions Relu Softmax Relu
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Table 5 The balanced accuracy results (%) of the proposed model with our sampling method, 
against the SMOTE sampling method over all datasets using the first scenario

Datasets Our sampling method SMOTE

DS1 98.90 ± 0.07 93.06 ± 0.06

DS2 97.02 ± 0.05 90.48 ± 0.07

BPIC12 93.37 ± 0.06 84.53 ± 0.08

BPIC17 95.04 ± 0.04 88.91 ± 0.12

Table 4 F1-score and balanced accuracy results (%) of the proposed model with LSTM only, LSTM 
combined with self-attention, against the transformer over all datasets using the first scenario

Datasets Balanced accuracy F1‑score

LSTM LSTM w/Self Att Transformer LSTM LSTM w/Self Att Transformer

DS1 95.67 ± 0.02 98.90 ± 0.07 94.34 ± 0.02 92.64 ± 0.11 97.41 ± 0.05 92.54 ± 0.15

DS2 95.46 ± 0.01 97.02 ± 0.05 93.88 ± 0.05 91.90 ± 0.09 95.60 ± 0.07 91.10 ± 0.04

BPIC12 85.96 ± 0.01 93.37 ± 0.06 83.24 ± 0.03 82.32 ± 0.04 87.56 ± 0.01 79.96 ± 0.02

BPIC17 90.61 ± 0.15 95.04 ± 0.04 88.76 ± 0.04 87.43 ± 0.04 91.40 ± 0.05 84.23 ± 0.10

to the dataset like the encoder’s input layer size. We have found experimentally that 
embedding FFNN input into a higher space yielded better results. The choice of the 
VAE and the Q-network hyperparameters is made empirically after conducting pre-
liminary experiments with different hyperparameter values but we found that they 
work sufficiently well with these values.

Results and analysis

To evaluate our model and all the other competing models, we run each experiment in 
this study multiple times with 5 random initialization seeds and reported the average 
and the standard deviation in Tables 4, 5, 6 and 7.

To assess the performance of our model and the competing models, we used two 
performance measures, namely, balanced accuracy and F-measure (F1-score). The 
F1-score represents the mean of precision and recall [85]. It is the most commonly 
used metric in the anomaly detection literatures [5, 21, 23, 86, 87], whereas balanced 
accuracy is defined as the average of sensitivity and specificity [88]. We chose it as 
a performance measure because it has the ability to capture how well the examined 
model can deal with the imbalanced data classification problem. Balanced accuracy 
has been used in several imbalance learning articles [89–91].

We evaluated the proposed DRL model when the core of the main network is stand-
alone LSTM, LSTM combined with self-attention, against self-attention alone, i.e. the 
transformer to achieve the optimal modeling for the business process data.

The transformer used for comparison is directly built from the transformer 
described in [71]. However, transformers were designed to work for sequence to 
sequence (seq2seq) tasks such as automatic speech recognition or language transla-
tion. However, in this work there is no sequence to sequence task. Instead, we need 
to predict the Q values given the input trace. Therefore, we use only the transformer 
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encoder module to extract the features from input trace which are further used to 
predict the Q-values. As shown in Fig. 8, the encoder module consists of the multi-
head attention module, normalization and feed-forward components. The multi-head 
attention module refers to the self-attention layer. More details about the transformer 
architecture can be found in [71].

The balanced accuracy and F1-score results are presented in Table  4. The results 
show that the performance of the proposed DRL model with stand-alone LSTM 

Table 7 F1-score results (%) over all datasets using all the scenarios

Data Proposed 
model

Denoising 
Autoencoder 
[21]

Variational 
autoencoder 
[22]

BINET [5] Bi‑LSTM VAE 
[23]

Process 
mining model

Datasets Scenarios

DS1 All 97.41 ± 0.00 83.12 ± 0.18 85.09 ± 0.12 90.30 ± 0.08 91.22 ± 0.08 89.00

Rework 96.66 ± 0.07 81.58 ± 0.03 83.10 ± 0.18 88.50 ± 0.05 89.30 ± 0.02 86.85

Skip 95.47 ± 0.01 79.19 ± 0.06 81.34 ± 0.02 85.91 ± 0.01 86.84 ± 0.06 84.10

Switch 92.51 ± 0.12 68.84 ± 0.18 70.63 ± 0.02 76.74 ± 0.03 77.40 ± 0.01 75.68

DS2 All 95.60 ± 0.07 80.69 ± 0.08 83.15 ± 0.04 87.42 ± 0.17 90.46 ± 0.08 86.12

Rework 92.22 ± 0.05 79.71 ± 0.02 81.32 ± 0.03 86.64 ± 0.08 88.49 ± 0.12 84.91

Skip 91.67 ± 0.07 78.22 ± 0.04 79.47 ± 0.06 82.99 ± 0.07 86.98 ± 0.01 83.23

Switch 88.06 ± 0.05 54.93 ± 0.17 66.89 ± 0.12 74.86 ± 0.18 75.58 ± 0.15 72.70

BPIC12 All 87.56 ± 0.01 54.23 ± 0.12 55.97 ± 0.06 61.38 ± 0.05 72.11 ± 0.12 71.23

Rework 85.84 ± 0.14 52,00 ± 0.14 52.45 ± 0.01 59.30 ± 0.14 69.91 ± 0.18 68.89

Skip 83.12 ± 0.08 49.87 ± 0.18 50.66 ± 0.03 56.89 ± 0.05 67.44 ± 0.01 66.68

Switch 80.39 ± 0.02 40.20 ± 0.03 41.71 ± 0.18 45.43 ± 0.08 57.50 ± 0.02 56.74

BPIC17 All 91.40 ± 0.05 57.51 ± 0.15 58.54 ± 0.06 64.76 ± 0.12 75.63 ± 0.05 73.64

Rework 89.98 ± 0.07 55.14 ± 0.02 56.86 ± 0.07 63.94 ± 0.04 72.95 ± 0.08 70.87

Skip 89.03 ± 0.01 52.67 ± 0.05 54.43 ± 0.12 60.46 ± 0.02 69.75 ± 0.03 67.44

Switch 86.78 ± 0.12 42.29 ± 0.03 46.95 ± 0.01 50.21 ± 0.03 58.42 ± 0.01 49.26

Table 6 Balanced accuracy results (%) over all datasets using all the scenarios

Data Proposed 
model

Denoising 
Autoencoder 
[21]

Variational 
autoencoder 
[22]

BINET [5] Bi‑LSTM VAE 
[23]

Process 
mining model

Datasets Scenarios

DS1 All 98.90 ± 0.07 86.62 ± 0.12 89.38 ± 0.18 93.67 ± 0.15 94.95 ± 0.14 92.98

Rework 95.33 ± 0.07 82.89 ± 0.05 84.51 ± 0.12 90.02 ± 0.07 90.86 ± 0.05 88.23

Skip 94.41 ± 0.02 81.30 ± 0.01 83.44 ± 0.08 88.45 ± 0.14 89.73 ± 0.07 86.79

Switch 91.09 ± 0.08 71.47 ± 0.14 72.32 ± 0.06 79.63 ± 0.03 80.24 ± 0.09 78.65

DS2 All 97.02 ± 0.05 84.13 ± 0.15 87.27 ± 0.15 90.54 ± 0.08 93.71 ± 0.15 90.12

Rework 93.18 ± 0.02 81.67 ± 0.08 82.64 ± 0.09 88.33 ± 0.01 89.87 ± 0.05 86.49

Skip 92.72 ± 0.04 80.21 ± 0.01 82.04 ± 0.13 85.76 ± 0.00 89.04 ± 0.12 85.87

Switch 89.61 ± 0.02 57.86 ± 0.05 69.10 ± 0.02 77.15 ± 0.14 77.93 ± 0.09 74.52

BPIC12 All 93.37 ± 0.06 58.03 ± 0.01 60.22 ± 0.05 64.68 ± 0.01 76.00 ± 0.01 74.98

Rework 88.12 ± 0.08 53.42 ± 0.03 53.58 ± 0.14 61.32 ± 0.12 71.82 ± 0.03 70.63

Skip 86.98 ± 0.05 52.34 ± 0.09 52.13 ± 0.03 59.93 ± 0.08 69.67 ± 0.00 69.84

Switch 83.02 ± 0.03 42.97 ± 0.18 42.98 ± 0.17 48.75 ± 0.09 60.40 ± 0.14 58.60

BPIC17 All 95.04 ± 0.04 65.33 ± 0.02 63.46 ± 0.04 67.42 ± 0.19 78.64 ± 0.09 77.42

Rework 91.84 ± 0.00 61.29 ± 0.17 59.78 ± 0.09 63.33 ± 0.07 74.97 ± 0.14 73.39

Skip 90.69 ± 0.02 59.81 ± 0.03 57.91 ± 0.03 62.79 ± 0.01 72.91 ± 0.08 71.28

Switch 87.71 ± 0.12 51.34 ± 0.01 49.11 ± 0.09 52.51 ± 0.15 63.86 ± 0.03 60.74
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exceeds or matches its performance with the transformer. However, the performance 
of the DRL model with LSTM combined with self-attention is superior to the perfor-
mance with the transformer on all the datasets.

Furthermore, the results demonstrate that the Q networks made of LSTM com-
bined with self-attention has the capability to outperform the Q networks built using 
LSTM and transformer and generate better trained agents in our problem.

From this observation, we can conclude that neither self-attention nor recurrence is 
all we need, but rather it is recurrence combined with self-attention which provides 
the most robust modeling for the business process data.

To further validate the efficiency of the proposed sampling method to deal with the 
imbalance problem in the unlabeled set Du , we conducted more experiments on our DRL 
model with the SMOTE sampling method. We applied this sampling method to each 
unlabeled set using the imbalanced-learn python package [92] with default parameters.

We reported the balanced accuracy results in Table 5, since the balanced accuracy has 
the ability to capture how well the model can deal with the imbalanced data problem. 
It can be observed that the obtained performance with the proposed sampling method 
on the four datasets is higher than the performance obtained with the other sampling 
methods. This is because when we used the SMOTE method, the same number of syn-
thetic minority samples (anomaly traces) were generated for each original minority sam-
ple without taking into consideration neighboring samples, increasing the likelihood of 
overlapping classes. Moreover, the process of generating synthetic anomaly traces is a 
major source of overgeneralization problems.

Fig. 8 Transformer encoder architecture
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The good performance obtained with the proposed sampling method can be explained 
by its simplicity. This is because we have improved the anomaly class detection without 
adding new anomaly traces and complexity to the problem itself. Additionally, because 
it preserved all traces, so no important information is lost, making the decision region 
broader.

The balanced accuracy and the F1-score results of the comparison between the pro-
posed model and competing methods on the four datasets using the scenarios clarified 
in section Experimental scenarios are depicted in Tables 6 and 7, respectively. On the 
basis of the results, the proposed model achieved the best performance in all scenarios. 
The results also revealed that all of the models performed better in the first scenario, 
where anomalies from all of the known anomaly classes appeared in the labeled part 
of the training data. It is reasonable because this scenario gives additional supervision 
information compared to the other scenarios, allowing the models to anticipate the dif-
ferent types of anomalies seen in the test set.

Figure  9 shows the reconstruction error distributions of the normal, rework, skip, 
and switch anomalous traces produced by the VAE. It can be observed that the rework 
anomalies yielded the highest reconstruction errors, followed by the skip anomalies, 
with the switch anomalies having the lowest reconstruction errors. Furthermore, the 
reconstruction errors of the normal and switch anomalies were highly comparable and 
distinct from the reconstruction errors of the rework and skip anomalies, indicating that 
the normal and switch anomalous traces originated from similar distributions.

These reconstruction errors explained the balanced accuracy and the F1-score results 
shown in Tables  4 and 5, respectively. The relatively high reconstruction errors of the 
rework anomalies showed their highly anomalous behavior, and thus, they can provide 
stronger supervision information to the DRL model than the other anomalies that will 

Fig. 9 The reconstruction errors of normal traces, rework, skip, and switch anomalous traces
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result in better normality/abnormality learning and will yield good results after the 
All scenario results. The reconstruction errors of the skip anomalies were less than 
the reconstruction errors of the rework anomalies, so they provided less supervision. 
Thus, learning may be less effective than the learning in the rework scenario. The switch 
anomalies’ reconstruction errors then explained why they provided the worse outcomes. 
They were close to the normal traces in the distribution and had tiny behavior devia-
tions. Therefore, they sent a poor supervisory signal to the DRL model, and the model 
will not learn effectively from these anomalies.

Figure 9 also demonstrates that few normal traces assigned relatively high reconstruc-
tion errors, which is a problem that the state-of-the-art methods cannot handle. Our 
approach was built to tackle this problem and detect normal traces even when they have 
behavior deviations. It may do so using the combined supervisory signals provided by 
the ensemble of machine learning techniques: LSTM, FFNN and the VAE, integrated in 
the RL framework. The techniques rely on the labeled anomalous data Dla and the unla-
beled data Du . Hence, the model is more capable of separating the normal class from the 
anomaly classes, as the techniques with various data sources are capable of compensat-
ing for the shortcomings of one another. This is further proven by the scatterplots in 
Fig. 10 and Tables 7 and 8.

The Q-value scatter plots for normal traces; rework, skip, and switch anomalous traces 
are shown in Fig. 10. The highest anomaly Q-values are obtained for the rework anoma-
lous traces confirming that these traces exhibit the greatest behavior deviation from the 
normal traces; the second-highest and lowest Q-values are obtained for the skip anoma-
lous traces and the switch anomalous traces.

Fig. 10 Q-values scatter plot for normal traces, rework, skip, and switch anomalous traces
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In addition, the scatter plots of normal traces are quite distinct from the switch anom-
alous traces in the feature space of our DRL model despite the similarity between the 
reconstruction errors of the traces. This confirms that, compared with VAE alone, the 
proposed model is able to learn better separation between normal and switch anoma-
lous traces and is able to predict anomalies even in the case of small behavior deviations. 
Moreover, the normal traces yield high normal Q-value and low anomaly Q-value, con-
firming that our model can predict the normal traces, even with behavior deviations.

To verify these observations, we compute the inter-class and the intra-class dis-
tances. The inter-class distance is the distance between the classes and the intra-class 
distance is the distance between the data points in a given class. These distances may 
be determined through different approaches such as the single-, complete-, aver-
age-, and centroid-linkage approaches [93]. We determine the proximity between the 
classes by using the average-linkage approach to measure the inter-class distances 
based on Euclidian distances. The inter-class distances between the normal class and 
the anomaly classes in the DRL model feature space and the VAE feature space are 
shown in Tables 8 and 9, respectively.

The cells in the above matrices contain the Euclidean distances between the classes. 
Each class’s distance from itself is set to 0 as shown in the main diagonal of the matri-
ces. The inter-class distances between the classes verify that our DRL model achieves 
a high inter-class separability between the normal class and the other anomaly classes 
compared to the VAE as the distances between the normal class and the anomaly 
classes is large compared to these distances in the VAE feature space. In addition, the 
distances between the anomaly classes in the DRL feature space is small compared 
to the distances between them in the VAE feature space, which show that our DRL 
model achieves a high compactness between the anomalies.

Table 9 Inter-class distance matrix of the four classes in the VAE feature space using the average-
linkage approach

Classes Normal Rework Skip Switch

Normal 0.0 3.3478773 2.941043 1.8407798

Rework 3.3478773 0.0 2.4579616 3.2041183

Skip 2.941043 2.4579616 0.0 3.4259584

Switch 1.8407798 3.2041183 3.4259584 0.0

Table 8 Inter-class distance matrix of the four classes in the DRL feature space using the average-
linkage approach

Classes Normal Rework Skip Switch

Normal 0.0 8.592794 9.1943846 7.9583769

Rework 8.592794 0.0 0.3946912 0.44282836

Skip 9.1943846 0.3946912 0.0 0.5227502

Switch 7.9583769 0.44282836 0.5227502 0.0



Page 29 of 35Elaziz et al. Journal of Big Data           (2023) 10:33  

We computed the intra-class distances using the average- and centroid-linkage 
approaches. The results shown in Tables 10 and 11 represent the distances in the DRL 
model feature space and the VAE feature space, respectively. These results indicate 
that the distances within each class in the DRL feature space are significantly smaller 
than those in the VAE feature space. This shows that the compactness of the classes in 
the DRL model feature space is better than that of the classes in the VAE space.

Figure 11 shows the scatter point representations of some normal and rework, skip, 
and switch anomalous traces in the latent space of the VAE. The results shown in this 
figure suggest that the sampling strategy employed in our work (which is based on the 
proximity between traces in the latent space of the VAE) is a good choice. That is the 
rework, skip, and switch anomalous traces are very close in the latent space and are 
distinct from the normal traces.

Conclusion
This paper presented a DRL model to address the problem of anomaly detection in 
business processes with a limited number of labeled anomalies available. The special-
ized DRL framework for business processes weakly supervised anomaly detection is 
what distinguishes the proposed approach. The proposed model differs from the previ-
ous models offered for anomaly detection. Our model can exploit the labeled anomaly 
data to enhance detection accuracy without limiting the set of anomalies sought to those 
given anomaly examples and can investigate rare and novel anomalies in the unlabeled 
data effectively as the VAE used in our model provides a complementary supervisory 
signal to the improvement learning model. Furthermore, in the core of the DRL model, 
an LSTM recurrent neural network combined with a self-attention mechanism was 
employed to handle the problem of long-term dependencies between business process 

Table 11 Intra-class distances of the four classes in the VAE feature space using the average- and 
centroid-linkage approaches

Class Average‑linkage Centroid‑linkage

Normal 5.2491493 4.6055837

Rework 2.543555 1.8195286

Skip 1.9299569 1.3724583

Switch 3.3270447 2.450689

Table 10 Intra-class distances of the four classes in the DRL model feature space using the average- 
and centroid-linkage approaches

Class Average‑linkage Centroid‑linkage

Normal 0.15280631 0.15280631

Rework 0.43417037 0.29623094

Skip 0.4467089 0.33093923

Switch 0.31904405 0.22662014
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events. Furthermore, we suggested an effective sampling strategy for overcoming the 
significant dataset imbalance difficulty that is frequently faced in the field of anomaly 
detection. The performance of the proposed model was assessed using different scenar-
ios on both real-life dataset and synthetic ones. The experimental results showed the 
superiority of the proposed model over the state-of-the-art methods. We are interested 
in expanding the proposed model to characterize the deviation that has occurred in the 
anomalous business process execution, rather than only detect it, as future work.

Fig. 11 Scatter plots of normal traces, rework, skip, and switch anomalous traces in the latent space

Appendix
Algorithm 1 (Training)
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Algorithm 2 (Anomaly detection)
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