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Abstract

Context: Collecting and analyzing data has become crucial for many sectors, includ-
ing the health care sector, where a hefty amount of data is generated daily. Over time,
the amount and complexity of this data increase substantially. Consequently, it is
considered big data that cannot be stored or analyzed conveniently unless advanced
technologies are incorporated. Latest advances in technology have divulged new
opportunities to use big data analysis to track a patient’s record and health. Still, it has
also posed new challenges in maintaining data privacy and security in the healthcare
sector.

updates

Purpose: This systematic review aims to give new researchers insights into big data
use in health care systems and its issues or to advise academics interested in investi-
gating the prospects and tackling the challenges of big data implementation in rising
nations like the UAE. This study uses a systematic methodology to examine big data’s
role and efficacy in UAE health care.

Methods: The research follows the methodology of PRISMA (Preferred Reporting
[tems for Systematic Reviews and Meta-Analyses) for reporting the reviews and evalu-
ating the randomized trials. Furthermore, the Critical Appraisal Checklist for PRISMA
2009 was applied for the research.

Findings: The study concludes that the healthcare systems in the United Arab
Emirates can be improved through big data; however, the country authorities must
acknowledge the development of efficient frameworks for performance, and quality
assessment of the new health care system is significant. The said goal can be achieved
via integrating big data and health informatics with the help of IT specialists, health
care managers, and stakeholders. Data privacy, data storage, data structure, data own-
ership, and governance were the most often expressed concerns.

Contribution to knowledge: By discussing numerous issues and presenting solu-
tions linked with big data, the current study contributes substantially to the knowledge
of big data and its integration into health care systems in the UAE.

Keywords: Big data, Health care system, United Arab Emirates, PRISMA systematic
reviews, Big data opportunities, Big data challenges
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Introduction

Technology has become a vital part of our daily lives, and adopting new technologies has
drastically altered our daily lives. Technology has made our lives more comfortable and
efficient, regardless of age, level of knowledge, or even the reason for utilizing it. We are
experiencing technological wonders in the shape of smartphones, the Internet of Things
(IoT), robotic surgery, and applications that use Artificial Intelligence (AI). IoT trans-
forms healthcare by improving patient care, treatment results, costs, provider work-
flows, performance, and patient experience. Healthcare IoT has problems. IoT-enabled
devices gather a lot of data, including sensitive information, raising security issues [41].
Rich healthcare data frequently includes survival information. Healthcare data analysis
is crucial since it can save lives and improve the quality of life [41]. IoT revolutionized
health care systems and administration. IoT promises to revolutionize healthcare.

We are shifting from regular technology use to more complicated technologies con-
nected via a robust internet and frequently generate vast amounts of data. With the
growth of data from numerous mobile networks, cloud computing systems, health appli-
cations, and electronic medical records, there is an increased need for a comprehensive
approach to maintaining and updating information. The expanding data and knowledge
of the patients and the relevant health care activities are getting more challenging due
to the data’s speed, amount, and complexity. Kumar and Manjula reported that health
care facilities generate an abundant amount of data each day that is centered around
the patients, medicines, treatments, diseases, research, and other similar factors [29]. To
manage this data more efficiently, modern health care units choose to digitize the data
related to patients. Worldwide, medical institutes shifted from the traditional paper-
based medical file to the electronic medical record, providing help in managing patient
information, lab tests, medications, and medical imaging.

Electronic medical records (EMR) are considered to be an essential, rich platform
containing patient information. EMR captures all demographic data, lab results, radiol-
ogy images, and free-text notations. That collective information is beneficial as a data-
base for many longitudinal studies. Mining data from EMR can help understand disease
signs and symptoms and the progression of a particular disease. It also improves clinical
knowledge and understanding of a specific phenomenon and assists in clinical trials, dis-
ease management, and therapeutic trials [15, 19].

Further, it assists in predicting disease progression, comorbidities, and mortalities [32].
Data comes from various sources, including electronic medical files, home sensors, and
wearable devices. As such, it will generate a massive amount of data known as big data.
Big data refers to massive data, although the term has no universally accepted definition.
The oldest definition is provided by Laney, who observed that (big) data was growing in
three different dimensions, namely: volume, velocity, and variety (known as the three
V’s) [24]. This definition has been expanded by Demchenko et al., who define big data by
five V’s: volume, velocity, variety, veracity, and value [18]. Volume refers to the amount of
massively generated data that requires a unique storage format. Data velocity means the
high speed of data generated from different resources. Variety of data implies the com-
plexity of data that varies from numerical data to text notation or from numerical data to
text notation or a (radiological) image. Finally, veracity refers to the accuracy of the data,
and value evaluates the quality of data [35].
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Wang expands on big data and defines it as a data set that cannot be analyzed by a
standard computerized method [44]. Big data is segregated into structured, unstruc-
tured, and semi-structured forms of the data. The structured data can be stored,
accessed, and processed in a specific format. It is an already-segregated and dedicated
form of easily retrievable and readable data. The unstructured data is not explicit in
its structure, as it was discussed for the structured layout of the data. As stated by Wu
and Lin, this type of data possesses multiple challenges in terms of processing as well
as retrieving valuable information from it [45]. The processing resources’ limitations
include data-related, language, relationship identification, and technical issues [2, 3].
The durability and efficiency of data variety and data skew were evaluated using a broad
range of simulated and real-world healthcare datasets [3-5, 22]. A typical example of
this data is the data that comes from heterogeneous sources, meaning a combination of
text files, images, and videos. Data heterogeneity is due to the mixing of structured and
unstructured data, having its roots in various quantitative or qualitative platforms. The
quantitative data sources include laboratory tests, images, sensor data, and gene arrays.
The qualitative data sources include demographics and textual information [34]. One of
the critical challenges in this regard is related to the accuracy and trustworthiness of the
data since the credibility of the data may be challenged as it is from unmanaged sources.
First, to preprocess multi-database medical record linkage, employ approximation query
processing. Second, aggregate queries may get approximations.

Preprocessing may be used in multi-database systems to locate patient records. This
is the initial stage in connecting. If gathering aggregate data, imprecise replies may be
adequate. At least they may spark additional inquiry. This estimate is critical for multi-
database query design and optimization [3, 4, 48]. Health care systems need to analyze
the unstructured and semi-structured data to get the ultimate benefits of big data tech-
nology. The extraction and retrieval of big data may be subject to challenges related to
social and legal technicalities. These social and legal issues might be generated due to
problems associated with data ownership, privacy, identification, and governance [27].

Big data and health care system within the United Arab Emirates

The United Arab Emirates (UAE) health care system is operated by government-funded
health services and the rapidly growing private health sector. The standards of the health
services provided by both sectors are acceptable. The healthcare industry of the UAE is
realizing the potential of big data analysis which can transform the health care system
(refer to Fig. 1). According to Bani-issa et al., such developments are the inactive lifestyle
among the residents, leading to an increase in chronic diseases such as diabetes [11].
Several regions in the Middle East, including the UAE, have undergone or are consider-
ing implementing health care insurance, which then needs to analyze the large volume
of health data generated from claims. The UAE introduced a standardized insurance
coding system to deal with the situation and improve process efficiency. The insurers in
the UAE are pricing premiums based on little historical data due to the lack of big data
analysis tools and the sophisticated nature of the big data. The availability of big data will
enable insurers to paint a clear picture of health care in the region. It will allow them to
accurately predict the validity of the claims [8, 33].
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Big Data Sources in Health Care
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Fig. 1 Big data sources in health care (Source: Authors)

The UAE’s vision is to provide world-class healthcare by 2021, and the government’s
direction is to foster innovation in the healthcare system to achieve its vision. Many
strategies have been explored to ensure that people are provided with a high-quality care
system and to implement SDGs, particularly Goal 3 (ensuring healthy lives and promot-
ing well-being for all ages) [39].

With advanced technology in the UAE, smart government, and public service, big
data helps provide a big database within the country, especially in the healthcare sector,
which can assist in a better understanding of the population’s health and provide the
necessary service. To meet the government’s objective of providing world-class health-
care and ensuring sustainability in delivering health and well-being to everyone in the
UAE, big data mining and data analysis may help improve services and health programs
to create a healthier, happier population. However, despite the availability of big data
in the UAE and the potential to use big data as a government seeking innovation and
exploiting big data, there are constraints and a shortage of published research on big
data mining in the UAE, particularly in the health care system. Although, there is no
standardized government approach and policy regarding big data mining or storing.
However, a large amount of data is generated daily among different entities within the
UAE. Regarding consensus, the UAE open data policy was launched in 2018 as per the
UN eGovernment Survey to help access data without restriction [43]. However, by 2020,
not all data was accessible, and there remain restrictions on available data from the enti-
ties [38, 40].

Much research in the literature review provides agreement about big data mining and
its beneficial role in enhancing the health care system. Yet, there is still no unified pro-
cess or solutions for big data mining and how to make it possible. This research will help
understand the importance of harnessing big data and utilizing it to enhance the health
care system and identify its challenges and limitations.

Big data and sustainable development goals
The UN developed a 2030 strategy to fight poverty, ensure equity among people
and address global challenges through 17 sustainable goals [42]. According to Wu,
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policymakers, decision-makers, and investors need factual, accurate, and real-time data
to adopt the appropriate policy decisions to accomplish the Sustainable Development
Goals (SDGs). They then need to be able to check the impact of the policy, which can
be achieved through the analysis of big data from different sources. Similarly, a report
released by United Nations states that the big data revolution can contribute to Sustaina-
ble Development Goals (SDG) by providing accurate and reliable data and analyzing the
data to develop policy and plans to achieve SDG 2030 [43]. However, the main concerns
were the inadequacy in technology adoption among all countries and data privacy and
transparency regardless of the industry [8, 10]. For instance, medical records are vital to
medical care and include sensitive personal data; therefore, keeping electronic medical
records private is a crucial difficulty [8, 33].

Furthermore, blockchain can hold accessible, immutable, tamper-proof medical data
[16]. Therefore, doctors and nurses would use a Big data analysis can provide the abil-
ity to monitor the progress toward achieving SDGs by 2030. Big data analysis can be
more cost-effective and faster in tracking SDGs than, for example, monitoring poverty
by traditional methods such as questionnaires or interviews, which can be ineffective
and time-consuming and require significant effort [13, 36].

The focus on SDGs Is stated in Goal 3, to “ensure healthy lives and promote well-
being for all at all ages” [42]. Big data can help in providing precise and clear information
about health. Barrett et al. makes this point by adopting big data analysis to understand-
ing population behavior, social and environmental factors (2013) by adopting big data
analysis [12]. This will help in population health management, prevent the disease, and
target subpopulations by having accurate and real-time data. Accurate or approximate
processing in health care systems has been associated with hospital statistics deemed
critical for assessing performance and ensuring safe and dependable healthcare delivery
[6-8]. Data quality is described by correctness, validity, reliability, completeness, legibil-
ity, timeliness, accessibility, usefulness, and secrecy [5, 20]. All data are susceptible to
missing values, bias, measurement inaccuracy, and human input and processing errors.
These difficulties include technical, behavioral, and organizational [20]. Therefore, big
data analysis can help achieve SDGs by promoting well-being and chronic disease pre-
vention through big data analysis.

Research gap

As discussed in the literature, big data is emerging as a great source of improvement
in different sectors of the world, especially for countries adopting advanced health care
systems. Most developed countries have recognized the importance of big data and have
shown interest in improving the health care system through the collection and analysis
of big data [14, 32]. The UAE is an example of a nation whose healthcare systems are up
to date and equipped with modern health facilities. However, there is limited research
in this context that has considered that despite existing challenges of data security, data
classification, data modeling, data storage, data accommodation, and technology incor-
poration, whether the integration of big data and health care can emerge as a sustainable
system. Implementing big data analysis will be difficult in countries similar to the UAE,
with a high population and complex health care systems. The motivation for this system-
atic review is to provide new researchers insights into the field of big data usage in health
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care systems, together with its associated challenges, or as a guide for researchers inter-
ested in exploring the opportunities and solving the challenges of big data implementa-
tion in emerging countries such as the UAE.

This research study aims to gain further insight using a systematic approach to review
the role, effectiveness, and evaluation of big data in the area of health care within the
UAE. The research questions of the study using the systematic review of the methodol-
ogy of the article are:

+ RQ1I1: What is the role of big data in the health care system?

+ RQ2: What are the potential opportunities to enhance quality-of-care services
through integrating big data in the health care system?

+ RQ3: How to best understand the challenges of implementing and using big data
technologies?

With RQ1, we can investigate the role of big data usage in improving health care
systems and their industry. Moreover, RQ2 allows us to find the existing solutions to
enhance the quality of care services in health care systems using big data. RQ3, on the
other hand, gives an insight into how various challenges can be mitigated to enhance the
implementation of big data technologies in health care systems.

Methodology

The current research follows the methodology of PRISMA (Preferred Reporting Items
for Systematic Reviews and Meta-Analyses) for reporting the reviews and evaluating the
role and usefulness of big data in health care systems for emerging countries such as the
UAE. According to Tricco et al. [32], to assess the quality of the selected research arti-
cles for current research, the critical appraisal PRISMA checklist 2009 was used [26, 28,
30]. Figure 2 shows the flow of information through the different phases of a systematic
review for this study. However, due to limitations in publication or access control, access
to a wide range of journals will limit the overview of available literature during the study
time. Furthermore, restrictions on published papers in English will restrict the informa-
tion to publish valuable articles in other languages.

Inclusion criteria

The article searching methodology discussed above resulted in thousands of research
articles. Instead of considering all of them, the most relevant research articles were seg-
regated from those less relevant. The titles, abstracts, and keywords of the research arti-
cles were screened, and those articles which discussed the relation of big data to health
care systems were separated for full-text review. The screening process was made more
efficient by removing duplicate research articles at the eligibility phase of PRISMA.

A systematic review of the studies was conducted, and the articles were judged
according to their objectives, methodology and study design, use of authentic data
sources, validity and reliability of the study method, analysis, and consideration of ethi-
cal issues. Further, comprehensiveness of the description of the findings and outcomes,
the appropriateness of the tools used for data mining, the suitability of the qualitative
methodology, the use of valid research designs, and clearly stated research findings were
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Fig. 2 Flow of information through the different phases of a systematic review [26]

considered in the review. Linkage to the current study questions and objective was taken
into consideration. Only one study was conducted on big data within the context of the
UAE. The study used quantitative data to better understand the topic, with the same
context of the UAE as the current study.

Exclusion criteria

The different research articles were excluded from consideration in the research based
on the criteria of quantitative studies, surveys, focus groups from the research other
than health care, feasibility studies, work environments other than health care, data col-
lection techniques adopted, editorials, and short reports, and articles which were not
reputably published, such as in international journals. The assessment of the research
articles based on the criteria mentioned above further narrowed the number of articles
to be included in the current research, and it was ensured that the remaining articles are
the most relevant and high-quality manuscripts, which make the findings and outcomes
of the study authentic and most reliable. The research that made mention of computer-
ized or digital tools to analyze big data and technical details about the transfer of big
data, processing of big data, storing the data, cleaning the data, and analyzing the data
were excluded as well as these are not one included in the research objectives and tech-
nical details will not add value to the current study. Artificial Intelligence (AI) algorithms
and the role of big data in Al studies were further excluded.

Quality assessment and processing steps

To evaluate each article in terms of quality, the Critical Appraisal PRISMA Check-
list 2009 (refer to Table 1) was applied in the current research for qualitative studies.
In addition, the quality of papers was judged according to their objectives, as was the
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Table 1 PRISMA 2009 Checklist

(2023) 10:12

Section/topic #

Checklist item

Reported on page #

TITLE
Title 1

ABSTRACT
Structured summary 2

INTRODUCTION
Rationale 3

Objectives 4

METHODS
Protocol and registration 5

Eligibility criteria 6

Information sources 7

Search 8

Study selection 9

Data collection process 10

Data items 11

Identify the report as a systematic
review, meta-analysis, or both

Provide a structured summary
including, as applicable: back-
ground; objectives; data sources;

study eligibility criteria, participants,

and interventions; study appraisal
and synthesis methods; results;
limitations; conclusions and impli-
cations of key findings; systematic
review registration number

Describe the rationale for the
review in the context of what is
already known

Provide an explicit statement of
questions being addressed with
reference to participants, interven-
tions, comparisons, outcomes, and
study design (PICOS)

Indicate if a review protocol exists,
if and where it can be accessed
(e.g., Web address), and, if available,
provide registration information
including registration number

Specify study characteristics (e.g.,
PICOS, length of follow-up) and
report characteristics (e.g., years
considered, language, publication
status) used as criteria for eligibility,
giving rationale

Describe all information sources
(e.g., databases with dates of cover-
age, contact with study authors to
identify additional studies) in the
search and date last searched

Present full electronic search
strategy for at least one database,
including any limits used, such that
it could be repeated

State the process for selecting
studies (i.e, screening, eligibility,
included in systematic review, and,
if applicable, included in the meta-
analysis)

Describe method of data extraction
from reports (e.g., piloted forms,
independently, in duplicate) and
any processes for obtaining and
confirming data from investigators

List and define all variables for
which data were sought (e.g,,
PICOS, funding sources) and any
assumptions and simplifications
made

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file - Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file - Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Page 8 of 33
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Table 1 (continued)

Section/topic #  Checklistitem Reported on page #

Risk of bias in individual studies 12 Describe methods used for Supplementary file — Microsoft Excel
assessing risk of bias of individual
studies (including specification of
whether this was done at the study
or outcome level), and how this
information is to be used in any
data synthesis

Summary measures 13 State the principal summary Supplementary file — Microsoft Excel
measures (e.g,, risk ratio, difference
in means)

Synthesis of results 14 Describe the methods of handling ~ Supplementary file — Microsoft Excel

data and combining results of
studies, if done, including measures
of consistency (e.g., 1) for each
meta-analysis

approach of the research methods, objectives, and abstract use of authentic data sources.
The validity and reliability of the research design approaches adopted were evaluated.
There was also a consideration of ethical issues. A thorough evaluation was done of the
comprehensive description of findings and outcomes, and of the appropriateness of the
qualitative methodology, use of valid research designs, and clearly stated results of the
research., The use of valid research designs and clearly stated research findings were
analyzed. The flow diagram of the PRISMA methodology adopted for the research is
illustrated in Fig. 3, where the parameter ‘n’ represents the number of articles identified
and the PRISMA checklist in Table 2. Extended results are attached in Table 3.

Results and discussion

Big data in health care

The findings flow diagram of the PRISMA methodology adopted for the research is
illustrated in Fig. 3, where the parameter ‘n’ represents the number of articles identified,
and the PRISMA checklist write-up is in Table 2. The extended results of the articles are
attached in Table 3. The selection process is visualized in Fig. 3 as a PRISMA flow dia-
gram, showing the number of papers (n) obtained from each stage of the review process,
i.e., search results, duplicate removal, title and abstract screening, full-text screening,
and final selected papers.

RQ1: What is big data’s role in the health care system?

Big data is now considered the gold standard of the new technological era, especially
for an institute that encounters great quantities of data daily, such as in the health care
sector. Considering the importance of big data in healthcare, the content is analyzed to
showcase how data is utilized in the healthcare sectors of the UAE and the certain chal-
lenges faced by the healthcare industry in this regard.

Big data can improve the efficiency and effectiveness of health strategy and policy.
They can shift the policymaking from the patient visit to more advanced (value-based)
policies with big data analysis, which can accurately reflect the population, as Gamache
mentioned [21]. It was also noted by Auffray et al. and Balsam et al. that big data could
help formulate a prevention and prediction strategy, in addition to improvement in the



Alhajaj and Moonesar Journal of Big Data (2023) 10:12 Page 10 of 33

PRISMA Flowchart
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Fig. 3 PRISMA Results of Flow of information through the different phases of a systematic review

health of the population [9, 58]. Big data can help improve individual health progress
and shift toward personalized medicine. It can predict personal health and improve cli-
nician decisions [25]. In addition, big data can assist in a clinical trial in choosing suita-
ble participants and make the process less expensive. Big data can also give more insight
into drug safety, early detection, and trace adverse drug side effects. Big data can also
help monitor infectious disease trends and track the cases among the population, which
can assist in making the right decision and act immediately to limit the spread of conta-
gious diseases.

It is mentioned by Zeng that big data integration with different behavioral and social
factors can help in better understanding of health care and health disparities, to enhance
the population health and reduce such disparities [47]. Zeng discusses two vital areas
where big data can play an essential role in the health care system: it can help integrate
and understand social factors impacting population health to improve the population’s
quality of care [47].

The USA HITECH Act helps adopt the EMR, contributing to data generation and
reducing health disparities. The same applies to the context of the UAE, where an
EMR is adopted among various public and private sector authorities. The EMR is
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(2023) 10:12

Table 2 PRISMA 2009 Checklist- Big Data Write-up

Section/topic

#  Checklist item

Reported on page #

TITLE
Title

ABSTRACT
Structured summary

INTRODUCTION
Rationale

1 Systematic review for “Big data &
health care system”

2 Research method limited to sec-
ondary data through a published
journal on “PubMed” website was
done, and limitation of the studies
to the keyword “Big data mining
and Healthcare”was done. The
period was selected between
January 2016 and September 2020,
limited to English language and
free full text

3 Many studies describe the impor-
tance of harvesting big data in
different sectors, including health
care; however, the authors did not
locate a single research within the
context of the United Arab Emirates
(UAE). Therefore, the authors are
verifying the applicabilities of vari-
ous studies finding within the UAE
health sector. The motivation for
this systematic review is to provide
new researchers insights into the
field of big data usage in health
care systems, together with its asso-
ciated challenges, or as a guide for
researchers interested in exploring
the opportunities and solving the
challenges of big data implementa-
tion in emerging countries such
as the UAE. Thus the following
research questions are designed,
which this paper aims to answer:
With RQ1, we can investigate the
role of big data usage in improving
health care systems and its'industry.
Moreover, RQ2 allows us to find the
existing solutions to enhance the
quality of care services in health
care systems using big data. RQ3,
on the other hand, gives an insight
into how various challenges can be
mitigated to enhance the imple-
mentation of big data technologies
in health care systems

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Page 11 of 33
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Table 2 (continued)

(2023) 10:12

Section/topic

Checklist item

Reported on page #

Objectives

METHODS
Protocol and registration

Eligibility criteria

Information sources

Search

Study selection

This research study aims to gain
further insight using a systematic
approach to review the role and
effectiveness of big data in the
area of health care within the UAE.
The objectives of the study using
PRISMA are:

‘RQ1: What is big data’s role in the
health care system?

-RQ2: What are the potential oppor-
tunities to enhance quality-of-care
services through integrating big
data in the health care system?
*RQ3: How to best understand the
challenges of implementing and
using big data technologies?

The research was done through

a single web engine, “PubMed”
and all the collection criteria like
language, full free text, and period
were entered through the website
and the keywords

Studies were included in qualita-
tive studies, published journal from
January 2016 to September 2020,
limited to English language, full
free text

The database was “PubMed” no
authored as contacted as the study
limited to full free text only

The search was done through

the website” PubMed" through
keywords (Big data and Healthcare),
which resulted in thousands of
studies that were irrelevant to the
research aim and objective. Then
the keywords were more specified
to (Mining bigdata and Healthcare),
restricted to the English language
and time (2016-2020) resulted in
685 reviews

A systematic review of the studies
was conducted, and the articles
were judged according to their
objectives, the approach of the
description methodology and
study design, use of authentic data
sources, validity and reliability of
the study method, analysis, consid-
eration of the ethical issues, com-
prehensive description of finding
and outcomes, the appropriateness
of the tools used for data mining,
the suitability of the qualitative
methodology, use of valid research
designs, and clearly stated findings
of the research

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file - Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Page 12 of 33
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Table 2 (continued)

(2023) 10:12

Section/topic #

Checklist item

Reported on page #

Data collection process 10

Data items 11

Risk of bias in individual studies 12

Summary measures 13

Synthesis of results 14

The search was done through

the website” PubMed" through
keywords (Big data and Healthcare),
which resulted in thousands of
studies that were irrelevant to the
research aim and objective. Then
the keywords were more specified
to (Mining bigdata and Healthcare),
restricted to the English language
and time (2016-2020) resulting in
685 reviews

Then scanning of the abstract was
done to check the relevant stud-
ies relevant to the objective was
highlighted for further screening.
Sixty-seven studies at the first stage
were included, and the rest were
excluded. Then a quick review of
the studies was done and checked
if it was relevant to the study aim
and objective. Quantitative stud-
ies, and interview were excluded

as well. Studies that highlight a
different tool for data mining are
excluded as well. This resulted in
exhaustive studies, which included
22 reviews

List and define all variables for
which data were sought (e.g,,
PICOS, funding sources) and any
assumptions and simplifications
made

Describe methods used for assess-
ing the risk of bias of individual
studies (including specification of
whether this was done at the study
or outcome level), and how this
information is to be used in any
data synthesis

State the principal summary meas-
ures (e.g,, risk ratio, the difference
in means)

Describe the methods of handling
data and combining results of
studies, if done, including measures
of consistency (e.g, 1) for each
meta-analysis

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

Supplementary file — Microsoft Excel

considered a new opportunity to create a vast amount of data to understand better

other demographic factors and their effects on a large population. Still, there is an

issue related to the standardization of medical notes worldwide, which play an essen-

tial role in a better understanding and data analysis. Big data analysis can improve

health care delivery and reduce unnecessary costs. Big data can help better under-

stand disease progression and the side effect of medications and ensure that health

care delivers equally among the population. In addition to EMR data, integration with

other devices such as home monitoring devices and smartphone applications may

provide better insight into the population data.

Page 13 of 33



Page 14 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

sanIANe sONAjeue pue abueydxa
uonewIoUI DLIUID-Yijeay uoneindod

Jo abues e Ul yimoib Juedyiubis e moys
SHOY3 353y "SSNIUNWILIOD JO Y1jeay ay1 01
1UBAS|3] 51018} [21D0S PUE ‘|PUSWIUOIIAUS
‘|leo1paw Jo abuel e aroidwil pue ojuow
‘Ajanieoud Ajnuapi o1 st buibpua, siyy jo
1US1UI 3y “UonewLIoul [eUBIP S1eYS pue
91ea1d 01 5001 IRp DI PUE SDNRWIOUI
Buisn Aibuiseaou aie sapuabe yieay
21ignd pue sispiroid sied [esipsw yiog

supIpawolq [euoleindwod

puE $211eWIOJUI Y1[BaY 'SDI1BULIOJUI [BDIPSUI
‘SONBWLIOJUI JOSUS ‘Bulbewl [edipaw
‘SD1PULIOJUIOIG SB UINS ‘SP[3Y [BISASS
SUIM1Ia1UI SDN1A[eUe elep DIg soyew elep
35I9AIP Yons buneibajul ‘louaying
‘elep eIPaW [BID0S pUE eIep SPI0dAI

41[eay D1U01D3|3 ‘Blep [IuaWILIRdXS ‘e1ep
[e2IpaWOIq k1ep Snosusboisiay xa|dwod
Jo ssunowde abie| BuisAjeue pue ‘Bupiojdxa
‘Bunesbaiul Jo ssadoid snoididsne ue si aied
-U1jeay pue aupipauw ul sonAfeue eep big

yyjeay uonejndod pue

211gnd 96piig 01 e1ep pue $32IN0Sal [e21Ul|D
Buisn :Aujigeurelsns pue ‘edueuianob 9210}
-}10M JO S31I0B31eD 9531 PI1DSUUOD PeaiL)
UOWWOD VY 'sanbiuyda) uonezijensia mau
PUE ‘S92IN0S B1RP [SA0U ‘SWR)SAS UOIBWIOJUI
|eo1ydesboab ‘Lyijesy JO SIUPUILLISISP [BID0S
‘swioje|d elep Biq pspn|pul ainonAselul
[B21UY23)-01205 BUISSNOSIP SPUSA) UOWIWOD)
"yijeay uonendod pue ‘elpaw e120s ‘Yijeay
3[IQOW ‘4N1dNJISRIJUl UONRWIOJUI Yl[eay 3|ge
-1adoJa1ul 'spoLIaW adue||IsAINS ‘sadndeld
9DUBJ|IDAINS JO UOIEN|EAS :DIN1DNIISELUI [d1U
-4221-01205 sy1[eay d1ignd uo Huisnd0) MalAa)
941 Ul PIAISSCO S1oM S3L0B31eD [RISAS

Andas pue Adeaud
eiep big pue sonkjeue elep biq ui sabuejjueyd
‘so1kyjeue eep 6iq ‘sonsiaideseyd elep big

e1ep HQS Jo sjeuoissajoid

soneusiojul yieay uonejndod pue dygnd
Y10g Aq uoneiodiodul paseaidul ay] «
yijeay uonendod

pue yijeay o1gnd Jo spjay s1eledss sswin
U140 Y] SS0IDB SAUO2INO pue ‘s|eob
‘swle sd1ewoyul Jo Juswubije ay -
2IMDNISRIUL PUB UOISIA $D11RULIOJUI
yijeay dijgnd buibiawa Aimau ay]

Bumas

pa1nquisip e ulJossadoid ay) 01 abeiols
woyj eIep 31 bulrow ul Juads swin

QY1 SZIWIUIW [[IM 3IN1D3)IYDIe }JOMISU
/591I0WRW JO SpUBy Jamau ‘Abojouydal
10559201d Ul SUOIRAOUUI SIBMPIRY VY

suone|ndod

19410 puUe saniunw
-Wod JYauaq 0}
e1ep dIU0ID3I3 JO
buibpug, onsibis

[1Z] sanunwwod
1yauag 01 e1eq big Jo
Buibpug sy :sonew
-Joju| Y3eaH uone|ndoy
pue DI|gNd d JaUISA

'H 1ZeAIeYY Y ydeweD

[6v] 2182

-Ui|eaH pue audIpaly
ul sonkjeuy ereq big
W USYD ‘g BISARISTY

suoisnpPuo)

sBuipuy

(S) 3|qRlIRA/(S)24NSEI 3WOdINO

/102 '0€ -UAS 31 Uo SN0y

Jaquia1das © YIM 2n3esall|

019107l SONeLIOMUI L3[Ry

AInf wouy uone|ndod pue

2injesall| ay) 2lgnd 1ua231 ay1

€ Elile) M3IASI DNRUISAS Jo y2ueas SZIIeWWNS o]

Aunoas

pue Aoeaud elep

pueISIZpUN O] «

Buuiw sabus|

-leyd ayi puy of -

elep big

eulyd ‘L ElVle) SARUEND  SANRIEND  3Y) PUBISISPUN O] »
spoyIsn yoeosddy

S9LIUNOD JO#  SADI|Od JO # pue ubisag Apms ydieasay (s) aAndafqo

(3115 19AN0OURA)
3111 pue soyiny

SHNS9Y — ISIPP/YD 610¢ YINSIYG € ®lqel



Page 15 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

SWI1SAS 1edY)[RAY

9|qissad2e AjjnJ INoyuMm ‘suolieu padojansp
SS9| Ul SpUBWISP 21DY1|e3Y [eUOlieU
1oddns Apuaidyje pue AlpAndaye 01 abpa
~[MOUY M3U [BDARI UED SIDIAIP I[eaHW
wiol e1ep JO SIsAjeue 3y "palaAllap aq

01 53DIAIBS 31edY1 |3y panoidull pue
PasILOISND d|qeua AW S|ENPIAIPUI WO
e1ep 9|A153)1| pue [eInolAeyaq ‘[edIpauolg

wayy buy

-USPIM JayLIny sysii 3} 1uswiabebus aande
INOYIM INg sanedsip yijeay bupnpal
10} Alunyioddo dnewelp e sussaid ereq
B1g ‘s110a 3113qIISP YUAN 'SIaY2Ieasal
Ailoulw pue suonnsul buialas-Aiiouiu
pa2Inosal-1Iapun 1yausq o1 bupeys eep
peaidsapim Bunowoid pue ‘suonejndod
|lews 1oy AdeAud eyep [ebIp ainsse o} skem
[9Arou Buidojaaap ‘sepialp [e)bip 3onpal 0}
Bupiaas Al '93ua1ds elep 1oy aulpdid
adJopiom 3siaAIp e bulpjing ‘suonendod
3|dwes |[ews uo uo113|0 e1ep Ul bul
-1S9AUI 9PN|OUI SUONBPUSWWIOD3I dYiads

9beISA0D) Y1[eSH [BSISAIUN Y3 Bul

-yoeas spremo) Juawiuianob ayy Aq buiuueld
yeay o1gnd Joj ueriodwi aq pinod siybisul
3y smess yijeay uonendod eipuj ayy ol
sybisur buipiroid up1jnsas pinod 1ey siskjeue
e1ep-61q 10} S9DIASP YeaHW WOy erep
pa1elauab sasinn ey pasodoud si [9poul v
's3Nss| A9y Ajnuspl pue s123dse [esausab siow
21e.1SN||1 O] BIPU| Ul S311IUNWIWOD SWOdU!
-MO| pue [eini Aq padej swiajqoid A1aAllep
aIedy3|eay 3y uo sa1enuaduod Jaded ay|
"3WODIIA0 3B SIUIRIISUOD PUE SI3LIEC
Jypads usym saniunlioddo jeuoneu Jo Aljiq
-1S59208 31 5B [|aM se e1ep-61q Yim yijesHuw
ul sdiysuoneas buipuai saquasap Jaded siy |

Juawdojensp

UOIIUSAISIUI PING 03 J3PIO Ul Y3eay Aliouiw
Jo buipuesiapun pue sanuedsip yijeay Jo
ABojona auy Jo buipuelsiapun Ja11aq e 01
pea| Aew 20ua1ds e1eQ big ‘Apuerioduwr 1sow
pue piiy] 'SSW02IN0 Yi[eay pue eiep [ediuld
01 suone|ndod pauyap Ajjes1ydeiboab 1oy
1[e3y JO SIUBUIULIDISP [IDOS PUR S3|GRIBA
[e21ydesboab bupjul| Ag due(I2AINS Yijeay
olignd adueyua o1 sl Aunuoddo puodas
/2w JaAo suonejndod pabeiueapesip
150W 31 10y a1ed Jo Alljenb anoidwi 01 sAem
1961€1 03 JaPIO Ul SPIOI3I Y33y DIU0NID
U] S)UBUIWLIRISP [0S pue diydeibowsp

U0 UONRWLIOJUI PaZIpIEpUE]S d1elodiodul

01 51 Ayunyioddo auQ ‘sanuedsip aied

YB3y pue yijeay Jo uononpal sy 03 Jayo
Aew 2sus1ds eleq big 1eyr ssiunyioddo
Aylond 32143 Uo $35N20) PIIE SIY L

abeIano) YijeaH

[BSI2AIUN DU BUIYDRSI SPIBMO] JUSW
-ulanob ay1 Aq buiuueid yijeay dgnd Joy
1uenodwi ag pjnod siybisul ay | ‘snieis
yijeay uonejndod ejpuj ayy oaul saybisul
Buipiroid Ul nsal pjnod 1eyy siskjeue
e1ep-61q J0j $91ASP Yi[esHW Woly e1ep
paiesauab sasijnn 1eyy pasodoid s|
|apow v ‘sansst A3 Ajnuapl pue syoadse
|e12uab 210w 31eIsN||l 03 eIPU| Ul SN
-JUNWIWOD SWODUI-MO| pue [eini Aq
pade} swiajqoid Aiani|ap a1edyijeay aul
U0 $31e11u9dU0D Jaded 3y | "BW0dIaA0
3l SIUIRASUOD PUE SI3LLIEeQ DYIDadS Uaym
saniunuoddo [euoiieu Jo AujigIssadde syl
Se [|om se e1ep-6ig yum yijeaHw ui sdiys
-uoneai buipual saqudsap Jaded siy |

JSISENg]

QDI040 PUR Bululel] 92USIDS e1eQ
Bulleys pue ssaody eleq

Auienaoun [eansnels pue eieq buissiy
1SNJ| pue AoeAld ‘S21y13

elpu| ‘auo

aup

SPIBMUO (107 WO
paysiignd suodai pue

sa[2111e abenbue| ysi|bu3

01 paww| ‘610 Aseniga

pue 810z Jaquad3Q

U93M13q| $324N0S DIUOJY

-39 Buisn pardnpuod

Eltle) SeM MBIARI [PINLID Y

M3IADI
JNeWISAS

aAlRIIUEND

sanuoyine

Aq sanijod uonoe
pue aledyjeay
anoidwi 03 asn
1U3IDYYR S1I 10§
SUONBPUSWIWIODI
apinoid pue [spow
YijeaHw e asodoud «
e1ep-biq pue
yijeaHw buifojdsp
10} Wia1sAs a1ed
-Uajeay uelpuj u san
-lunyoddo Ajnuap «
YieaHw

U0 sndoj dydads e
YUM—SN1els 1UaJ
-Ind s11 31ebNSaAul
pUE 1X31U0D JI3Y1
‘elpuj ul sabus|jeyd
91e21[23Y MIINSY *

yoleasay

sanuedsiq yesH
pue yjeaH Aourpy
Joj ereq big buisn jo
sabuajjeyd [enua10d
pueIsIapUN O] «
sanuedsig

Y3[eaH 2dnpay pue
yijeaH Awloulpy
2DUBAPY 01 92UDS
eleq big asn 01 sain
-lunyoddo puy of -

[15] wioyu

218D Y[eaH (g "eIpu|
Ul Wa1sAs a1edy|eay oy
sasjwold :uonelbaiul
e1ep-big

pue yijesHuw Wy uoibuu
-13YD ‘g Inoayany

‘1 Auied 'S uejuepey

[0s] AiIMuad sz

9y1 Ul saniedsiq yiesH
pue yijeaH ALouly
SsaIppy 01 sabua|jeyd
pue sanunuoddo
:90U3Ids eled big 1
Auuaq ‘spg buop
'Sr UOSYIef ' POOM

‘q uebliag

‘N U319 %O nIing
yeidad ‘34 suinog 13
9|qes-zaipd ‘X bueyz

suoisnpuo)

sbuipuly

(s) 3|qeLIRA/(S)24NSBI SWOdINO

S3LI3UNOD JO #

spoylan
pue ubisag Apms

yoeosddy

Yoseasay

(s) aA23(q0

(31f3s 42An0dUEA)
3311 pue toyiny

(penunuod) € ajqeL



Page 16 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

S[9POW SS3UISNG M3U JO UOIIBPUNO) 3Y)
pue Indul DILIOU0I3 [e)IA B 13558 21e10dI0d
uedYUbIS B HUILOD3( S1e BIBp dIdYM
Bulag-|jom pue yijeay uewny Jo Jaluoly
M3U SIY3 01Ul SUSZIIID pInb 01 J3pIo Ul
‘lended uewiny ay ul pue A6ojouydal mau
Ul Y10Q SIUSWISAU] 31e1[IDB) O} PaPa3U S|
[9A9] N3 8Y1 18 UoNeIado0) \/ "WY1 JIAIIRP
015|001 M3U 3|gen|eAul Ajlennusalod Jo 1soy
e Bulayo aie ABojouydal pue 2duaIds
'S9DIAISS U1[e3Y 3|RUIRISNS PUR PAZI[RUOS
-1ad ajow 10 spasu buissaid ale asay)

SS0108 S[eUOIssajoid aledLeay JO uonessusb
Mmau e buulen Ag swiaisAs yieay uesdoing ul
yeay uoispaid a1eibaiul 03 sudte 1eyy 109foid

02(1DVX3) WNJOSUOD SWd] AS 218D Ljeay auy
ul yyjeay uoisidaid Bunyibaiur o) sbueydxs
JJe1s 3iomiau ueadoing, sy JO s9ANDSI0o SY Jo
BUO S S1Y | "Sa1PU12dWOD pue §||1%s A1essadau
341 JO JUBWIAO[RASP 31 2UNSUS 01 B[NDLIND

aU) ul Buipuey e1ep Jo sanss| au a1ei63ul
p|noys sjeuoissajoid asedujeay Joj sswuieiboid
uonesnpa pue Buiuen Bunsixe 'siyy aAsiye o
9|gepURISISPUN PUR 3|qISSDR IO
sjeuoissajoid Li[eay pue sI0120p J0j UOHeULIOJUI
o)l 01 spewl 8¢ 1SN SHIOYS Jaylun{ =9sn ued
sleuoissajoid a1edypfeay 1euy uopewojul [nybul
-UeaW 01Ul BIep JO JUNOWe 15eA 3y Bunejsuen
10} punoj aq 1snwi sayeoidde mau ‘Ajjeuonippy
“uoneuiojsues [eybIp 1oy wibipeled diseq ayy

Se PaJ9PISUOD S| 18y} ssaUURO JUNOIJE OlU}

0s|e Buel ‘Spiepue)s [e21uyda] [eUoHeUIRIUl U0
92168 PNOUS $91R1S JSGUISIA N3 1XSIUOD SIUL U]
N3 a4 ulyesy

uo ABojouLDa) UoReAOUUI PUR UORRWIO)U! JO
[enu10d 9ANRAOUUL LUNWIXeLU 3U) D83) 01 SUIS)
-sAs 119U Jo duruLIopad pue ubisap ay) 1depe
pUE 31LIOCE||0 SISP|OYSXRIS 1eU saunbai 1l pue
‘SWIS1SAS B1EDY)[e3Y 2ININ Y1 IO} [PUSSD 3G [[IM
e1ep paiejai-L|eay Jo dueusA0b aleuoniodoid
pue aAdaYe BuASILPY USRIl 35835 pUe
sisoubelp ‘uonuaaid [enpIApUI Joj uoneziwindo
Ya[eay Jojiel 01 YdIym uo siseq 1elidoidde

150U D)) 3UIWLIR1SP 01 SISA|eue Ajauun pue uoin

a1edyyjeay ul ered big Jo asn
9AID3YD DU IO Sanss| [eba| pue [edIyi3
yijeay ognd ui exeq big

8107 017107

woly adoing ur yyesy
oignd ui eleq big Jo asn
3Y3 2A|OAU 1Y) SBINIAINDR

uolun
ueadoingayrur  [|€] seAnenul uesdoing
aledy[eay Joj ereq 31 JO M3IAIINO
B1g Jo s1yauaq en Ue :aiedy3jeay ul exeq
-uarod sy Apnis o B1g Jo sabusjjeyd pue
S911UN0d s1yauag 'S eddog
N3 Ul W1sAs a1ed ‘M Ipsep
ey ui elep bigq 1Y ‘| wnequauig ‘Y

15/IYM “UOIIRAOUUI 3JBDY)[BRY JO SWID) Ul -Isinbe e1ep Juesyiubis uo USHUNUOD Sulew) uolun ueadoing ayj ul aJedyiesy S9LIUNOD) BuIUISOUOD SaARIIUY MBIASI 971|11N SaAenIul 1920|9 ‘D eselbiy D
1583] 10U ‘saW1} BulAow-1se) Ul BulAl| a1e am aUPIPaW UoIisdaId Jo uoneuswR|dwI 3y | 1oy ereq Big Jo s1ysuaq [enusiod ay | ueadoiny ‘7| panioddns N3 syl malnay JIRWISAS 3yl puy of O}A 9 'y 0ULI0ISed
spoyIsN yoeouddy (31£1s 19AN0DURA)

suoisn|puo) sbuipuiy (S) 9]qeleA/(S)2INSEAN SWIOINQ  SBMIUNOD JO #  SAI|Od JO # pue ubisag Apms Yoieasay (s) @aAndalqo 3111 pue soyiny

(PanunUOd) € 3jqey



Page 17 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

SIPIA U 01 9AY

1XaU 31 4210 1IN0 Aejd 01 pa1dadxa s YaIym
‘SYNT Jo 2dA1 mau e uoj u e sapinoid
SIYL "HIH4 Se YoNs SpIepUPIS SDIAISS Gom
Buisn suoiININSUI 3JeDL)[P3Y SSOIDE Paleys
2q 03 sdde Jo Wa15£5023 Ue MOJ[e [[IM

|dV 1HYINIS 3Y) U0 paseq ain1oniiseljul

uy ‘=1ed [ed1uld Jo th 2UlIN0I B aW0daq
ued buidAiousyd s1e1nddY "saLiolIsodal
Yieay [euosiad pue ‘Buibew ‘soiwousb
SA|OAUL 1BU1 SMO[JYIOM PUE SUOISIDP
x3|dwod Joj oddns spiroid ued SYW3

e1eq big ay1 ‘woly 3|qe|iene Ajipeal bulaq
Uey Jayes ‘woij paanduwiod ag 01 pasu U)o
24edy3[eay 01 Jueodwl aie 1ey) sainlea «
1oddns uoisidap [ed1uld pue

uonedipald ‘uonessusab sisayiodAy ‘buidfiou
-ayd ul pasn aq ued elep biq Jo buisselet -
S2IN1DNIISELUI SAIBU-PNOP Ul 1SIXD

A3y se sanonsoday ereq big 2y 01 1n0 yoeal
01 [9POW UONPULIOJUI UOWWOD B pUNOJe paz!
-ueblo SIJIAIDS GaM SaINbas SWRISAS [ed1UID
olul elep Hiq buneibalu 's31N1dNIS [e21UYd3)
PUB DIURWISS 1DUNISIP UMO 11341 UM SHINT

aJed [eIuld
ol uoneibaiul elep
B1g ayy Bunoenxa
Joeale sy Anusp)
WI215AS piodal [ed
-IpaW 21U01ID33 YL

[gs] a1ed ey pue
QUIDIPaJ [RUORE|SUR]
150w Aq erep b Joj ereq
a1 Jo uoneibaul Jo Big Jo a5 a1nng o)
Yoe| ay3 Joj suoseal  yum bBujddeis -y puepy

9L 9PISINO pue dpIsUl UNJ [jim ey sddy - 3L 9pIsINO pauonisod UsYo ale eleq - VSN U0 ay Anuapy - ‘Aonsed ‘s Aydinpy
Anunod
31 ssode 21ed Jo Alfenb ay ur Auedsip
SPIM B S| 31941 SE ‘SSW02IN0 pue 2211oeid
[e21UID U2IMIBQ diysuoiie|al 3yl Ajauspl
SE [|9M SB S| DY S UDNS SPOL1aWl piepuels
P06 1ua.Nd JUBWS|dWOD pinom Jeyl
‘31ed yijeay sunnos buunp painided elep
woy diysuonejal [esned buipuelsiapun Jo
sAem Mau 1IN0 aINHBY 01 PasU SANIUNWLIOD
Aioie|nbas pue oynuaids ay) ‘padojensp
aue swa1sAs e1ep Biq, 310w pue aiow se
\wEC QUWIES 3Y3 1Y "YdIessal dYljusios 10}
Alpeoiq paieys ag 01 11 Joj e1ep Jusied
a1eAud bulAjnuapl-ap 1oy saibojouydal ul
159U 01 SS3UDUI|[IM 418316 LIM SE ||9M Se [1] eseqeiep
e1ep paduweis-awi pue ‘asidaid ‘a1ajdwod uone|sues pue uonejsues pue |9pous e yum Apnis
2Jeyjs 0] SUONNISU JO 1IOYod Jablej e paau  ‘Aljigissadde ‘elep :sa1i0b1ed peolq a2y Ul ‘Aujigissadde ‘erep ased y :aAndadsiad
9/\\ "9|geN[eA pue 3jgepuelsIapUN ajow  uoheziin elep big Jo sabuajieyd ay1 Ajnuap) - :s3110621eD peOIq  YDIRasal B WO S3NIUN]
e1ep 3yeW O] "Uole|suRL) pUR All[IqIssadde 2183531 [eD1UI[D 12NPUOD JO 3WODINO Sa1yiul‘ased [eojulp  -joddo pue sabuajieyd
‘e1EP UO Pasnd0j Apnis atj| "seale asau ul [E2IUID B PUY 01 PAsN P10 [EDIPS DIUOA ‘sasiwoid ay) -
WsWwanoidwl Yy oddns Jusaop sadljod  -d3]9 ay3 pue elep Big a1aym,,(zqz!) apispag aledyieay ul erep
‘W3SAS 21BMIJOS 3|gB[IPAR 3Y1 ||11S INQ ay) pue Abojolg buneibaiu| oy saneusiojul, -|21 3y1 buissaippe 61g ‘g yromAauuag
Wi1sAs 218D Y[y ay1 edueyua 01 asjwold PUE (]Il DIWIW) 248D 2AISUSIU| JOJ LB\ UOI aseqelep SIOM [BI1IUI 3Y1 JUSS ‘[ |IH d shuainejag
24NNy AU Se pPalapIsuod S| eep biq auj| -eULIOJU] [EDIP3IA JO SDAIBIIUI MO AJuap) « 4 |9poW B LM ApNIS ased . dARRLEND -a1d pue Ajuap| « |\ Uewezzngipy
spoyIsN yoeouddy (31435 19AN0OURA)
suolsn|puo) sbuipuiy (S) @|qeleA/(S)2INSE\ SWOdINQ  SDLIUNO) JO # pue ubisag Apms yoieasay (s) aAnda3fqo 331L pue Joyiny

(penunuod) € ajqeL



Page 18 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

sisouboid [enpIAIpUl JO Sa1RWINSS

puNos uo paseq

Buiyew-uoIspap [ed1uld a1ell|idey pue
Aoeindde aAn

-2Ipaid 8y asealdul pjnom ‘yijeay uaied
BudUSN|UI S31BLIAOD [9AS|NINWI

J9pISUOD 1y ‘uoedylies pue uonoipaid
Js1 dyads-123[gns Joj saibarens

onsijoy buikiddy

‘suonejndod Jo yajeay ay buinoidwi

pue 1500 bupnpal

3|Iym a1ed Jo duaLadxa uaned pue
S3WO02IN0 38D

-Yi[eay adueyua 01 bunnguiuod ‘€ '/ 1]
sjuaned ojuoiyd

Jo 21D pareiba1ul Jo uondope sjeds-abie|
211|108 01 pUR

UONEeDYIIRAS PUB JUSSSISSE S Y1[eay
JO sjenualod paiedydwi syl

ssalppe A]|njssa0ons o1 pasodoid usaq sey

(55Q) Wia3sAs 1oddns uoisap Jo uon

-dope pue uonenjeas jo uonedijdde pue anss|
Buliols e1ep pue A1undas pue palejal Abojou
U3 ‘Bulj|apow aAdIpaid [ed1ul)d pasueyus
:s96U3|[eY JNoy palensn|j Apnis sy «
3UI0DINO 3Y) Ul

potpaw buljapow buisn paydipaid pue suon.
-Ipuo> uonejndod asAjeue o1 wiojeld pnojd
Ul PaJ03s eIep JO 3DIN0S JUIayIp e buizijnn
,24ed pajeibaiul, Jo 1daduod ayy uay -ad
-wexa Ue se paglasaid 95easip aANdNNSGo
Aseuow|nd d1UOIYD, JO 35ED B '35R3SIP DIU0IYD
Buibeuew ui sisAjeue erep big pue uoneaouu;

sooua1adwod
|eLasnpul uejeed
uayibuans o3 buy
-INQUIUOD ‘SWSAS
a1edY)|eay Jaylo

01 Aljiqesajsuely

40 19A3] oIy e

YlIM SIDIAISS pue
spNnpoid [arou Jo
uolleziIuowW pue
Juswdolana (I
‘pue ‘eluolele) Jo
wasAs a1edyyeay
3Y1 Ul anfeA a1e
-12uab 1Y) SIDIAIBS
[9A0U UL | D] JO 3sn
ay3 Joj ‘diysiapes|
|eUOnRUISIUI JO)
buljim ‘pag-1sal e
Jowawdoanaq (1)
‘yoeosdde supipsw
pazijeuosiad e yum
sjuaned ojuoiyd
10§ SDIAIDS 21D
pa1eibaul Jo usw

[€5] uonoipaid

10§ erep

61g Buisn sisouberp
10 sabueyd wbipeied

wiojield sonAjeue elep paseq-pnop ay | Juswa|dwi 01 Moy saqLdssp Apnis ay] « ASDY uleds 'suQ Apnis ased) -Aojdap |euoibay (1) ‘|oue) 'y IAU3] 'r ed0y
spoyIsN yoeosddy (31415 19AN0dURA)
suolsnpuo) sbuipuiy (S) 9|qelBA/(S)2INSE\ SWOdINQ  SSMIUNOD JO#  SADI|Od JO # pue ubisag Apms ydieasay (s) aAndafqo 3311 pue Joyiny

(penunuod) € ajqeL



Page 19 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

suoneziuebio Bujules|

USALIP-BIEP JO 2IN1|ND B 1USWOJ JayLny
M PUE [9POU USALIP-BUUILI-SW1SAS ©
01 1depe 01 saISNpuUl a4ed Y1[eay Joj pasu
343 2210JUIB] ||IM SIUSWARd paseq-pan|ea
pJeMO) SAOW 3y | "3|q1ssod 1l saxeu 1eyl
ABojouyaa1 ayi Jo 2dods a1 SpISINO 10D
pue W 3%e] ||IM SIaPjoyxels Auew
52182 [eay Huowe Adussedsuen pue
15nJ) uodn paseq SYI0M1aU pue SUI1SAS
Buip|ing pjiom pa1eibarul Ajjesiuoidale
M3U 3ABIQ 3Y) 03Ul peaye buibleyd a10jaq
sapijod uno ubije pue A1undas pue Aljenb
elep ainsus 'S2IN1DNIIS 2dueUIRA06 1IN0
dojanap A|jny aiow 01 adeds buiyieaiq
Pappe 241 9ARY 01 31eUN1IOJ DIE IM
sdeysad ‘wa1sAs jood ysu a|buis/abe1an0d
[BSISAIUN € JO ¥2B| INO AQ palapuabus sysu
pue ‘su1adu0d ANdas ‘s|jeaid Auew syl
UDAID) '$101235 JaY10 0} paseduiod uaym
218D yi|eay ul padojanap-1apun aie Ing

asnge pue yoeaiq Jo (sanljige|

PUE) SYSLI 31 313D OS|e ‘SI9U2IP3Sl pue
‘s1aked ‘sispinoid ‘syusined o1 a|qissedde
way3 ew pue ‘ejep ajesedsip asayy

9zAJeue pue yul| 01 papaau sass930id 3y »
saijod pue sme| BundIyuod Jo A1auea

e Aq pauqiyoid pue paiinbai Ajsnosueynwis
ale '9|qIseay A][e21uyd9) MOU 3|IyMm ‘e1ep
Aunwiwod pue ‘wa1sAs quaned jo bunebalb
-besip pue ‘Bunebaibbe ‘Bupiull ‘Buiieys sy -
padojaaspun ase (3|H) abueyox3 uon
-eWIOJU| L1[eaH [esapa) au1 Aq pasiwold elep
JnAjeue jo buljood pue uonebaibbe Ases pue
Aujigeiadoiziul sy ‘suswa)e e1ep [9As-ybiy
M3J B WOJJ SPISY JUISCE 31 SPIOd3] [edIpaw
Ul punoy eep painidnisun ARbie| ayy buy
-1jodas pue Bunnided 10§ spiepuels WojIun «
1584 1€ 122dsns

31 s35A[eUR WIOLJ UMBIP SUOISNDUOD AUe ‘A1l
-n2as pue ‘Aubaiul ‘Aijenb elep jo sadueinsse
INOLIM ‘3]D11JE SIY U] S310U J3|[N4 UOUURYS
SV 'SUOIIeZIUBDIO SSOIDR PUB UILYIIM J0BL pue
ASUa1sI5UOD Ul Bulyde| SI 9dURUISA0D Ble( *
18P Y| 921N 01 JUBWISBAUI W
'9z|e1d1eW 0} 194 sey syuawAed paseq-anjea
01 JIyS 3| ‘[PUONDUNY pUE PadO[aAIP [|9M

S 559201d 31 JO 3pIS SIDINISS-10j-JuSWAed
3y '(VDV) 12V 218D 3|qepIOgy L1 pue

10y ABOjOUYD3| UONRULIOJU| Y1[eaH du «
:sjujod G 01Ul pazioba1ed euljoled) YLON

(Ao110d bueydxe
uonewlojul Yijeay
paziuIapow Mau
SeUI0IED) YLION

) £2110d mau ayy
Hupnponul jo
Ayunuoddo pue
3j01 a1 Anuspy
2JeD Y1[eay Ul e1ep

b1g Buizinnispun jo
sasned ay) alojdx3
sonAjeue

pue soiewlojul
U1[eay Jo sauodalen
pue ‘spuai ‘sjuad
‘asiwoid sy Jo

[7S] Papirold sadiA

-135 bunnded Ajaiapy
puoAag Buino :yieaH
WR1sAS pue ‘uone|ndod
‘|leUOSIad

9DUBAPY 01 S2NAjeuy
e1e buibeisnsT 4w

‘asiwoid yonw pjoy sonAjeue pue eiep big ul ezep Biq Jo uonezijniapun Jo sasned ay | ElVe) auQ Apnis aateniiend 51908 91 2J0|dx3 uling ‘aw uosduioy
spoyIsN yoeouddy (31£1s 19AN0DURA)
suoisn|puo) sbuipuiy (S) 9]qeLeA/(S)2INSEA\ BWIOXINQ  SIMIUNO)) JO # pue ubisag Apms Yoieasay (s) @aAndalqo 3111 pue soyiny

(PanunUOd) € 3jqey



Page 20 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

uonowoid yijeay

pue yieay uonejndod Jo ssauAINIRYD JO
‘ouaidys A1ajes 150 ‘Aifenb ayy aduanpul
Al2Anebau Aew 1ey a1ed Jo wnnupuod
AU Ul S103)9p Jo saydealq Aq paiabbii Jo
pa1e1auab aie 1eY1 9SOY) SE S|2POW N0
ul auyap Ajjeuonesado am 1ey sanuedsip
yijeay paseg-aouewiopad jo 1daduod

e PadNpo.IUl OS[e APNIS “SONeULIojUl JO
SUIRWIOP 12UNSIP JN0J SS0IDE Sabu|eyd
sanuedsip yijeay uonejndod pue dignd
pauljino Apnis ‘sanLedsip Yieay o1
asuodsal [2A8]-SWaIsAS Liews pue 1uabi|
-[91Ul Ue 9bRURW PUE '2INSEaW ‘[9POUI

03 Buln u 9dey [euoissajoid sdnewoul
sabuajleyd xa|dwod ay1 bunensuowsp
JO SUBSWI B 3B SS3UIJRME [RUONENIIS

pue ‘e1ep-Hiq ‘abueydxe abpajmouy
‘sanoeded sonewlojul sanedsip yieay
pasueyua ‘Wa1sAs039 abpajmouy ‘Yijeay
1IeWs Jo swi) buipuodsaliod ayy pue
90UabI|[21Ul 9A1NDI][0D JO UoneIuasald sy «

SUIPWOP Uoed
Ul Siewoul Yjeay aaoidull 01 palinbai
1eYM pUB SUIRWOP YDea IO} S82IN0sal
9|qejieAR pue sabuaieyd sy Ajnuap) «
SD1BULIOJUI U3[eaY] JOWNSUOD
pue y1jeay A1unwuiod ‘yijeay uonendod
‘y1eay 21|gnd :3Je ydiym exep biq pue
Yijeay uews Adde o1 sdnoib noy Ajnuap|
S9NSS| palefal Yljeay puelsiapun 01 Al
-unod ui siyy Aidde 01 anjea ay) pue Alijenba
yijeay pue sanuedsip yijeay ayy auysq

VSn'auo

sulewop yoes
ulyaIm sisAjeue eyep
1ews Ajdde o1 moy
pue soiewojul
yijeay Jo surewop
ay1 Aynuap) «
Aunba yijeay

pue sanpedsip
Yijeay ul sabuajieyd
eyep Big Ajuap -
Aunba yijeay

pue sanpedsip

Apnis aalenien) Yyjeay payiuap| «

[55] sabuajjeyd Anba
yyeay pue sapuedsip
yijeay o3 asuodsal
SWISAS 1ews

© 19150} 01 SD1eWIOjul
Yijeay buibessna

‘A Buoy| ‘11 Asuied

suoisnpuo)

sbuipuly

(s) 3|qeLIRA/(S)24NSBI SWOdINO

S3LI3UNOD JO #

yoeosddy
Yoieasay

spoyIs N

pue ubisag Apnis (s) aA23(q0

(31f1s 42ANn0dUEA)
3311 pue toyiny

(penunuod) € ajqeL



Page 21 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

pa320Ns 01
2DUBLP 1530 31 9AeY JaUpab0) yiom 01 ssau
-Bulfim pue Ayjice Ue pue saduIaIp [einynd Jo
BuipueisispuN Ue 9Aey pue 9duR1dWod | D) Ul
peaUe 31e 1Y) S3LIUNOD) ‘SDI0PIOM U SI J01D8)
JuepodWwI 150w 3]BUIS 3 | “UON|OASI [ELASNPUI
pue ‘[ea1BojouyRR) SYRUSPS SiL JO sabus|leyd
31 J21seW 0) Aem AJuo B S| sI9pIog Ssoide
Buppom ‘edoin3 uj 'saLasnpUl 1SOW Ul ueyy
3[013uBLOdWI 310U UsAS Ue Aed [im 8010}
Buinup e se eyep 6iq 108} uj ‘s)uswdoEASP
959U)1 9dLIS3 10U [[IM 2IDY)|ESH *SINOCOI

pue ‘Buuses| dssp ‘sdusbisiul [epyue

Jo aduabizAUOD a1 AlBuiseanul mou pue
‘UoeWIoINe ‘UoIeZUNIRIUIL BJe $3210§ BUIAUP
3| "9AnRIdOU] SUODIG MOU DARY IO SNANDR
19U paULIOjsURI) ADESJ[e 9ARY S3LISNPUI JO
JaqUInU yy Aemiapun sl uonnjoaal [eUBIp |

s199(04d Ul s1apjoyayels

1UBAS| |[B JO JUSUWISAOAUI 3Y) 3ZA[e1e)
Yiesy

ur exep Biq Jo uoneo|dxa sy 10} 3UIDS
uazi11d pue uado Jo [enualod ay) abeiana]
yajeay wiojul o1 exep biq

Jo uonedyjdde ay1 uo s1afoid 101d youne
:ue|d UONDE N3 UE JOJ SUONBPUSWILIODDY

s10adse Aio1e|nbal pue [eba
uonezi[ensin

pue ‘uolieind ‘uonisinboe ‘Aujenb ereq
a1edyjeay ui eep 61 Jo asn

SAI123443 Y1 Joj peaye sabuajieyd ay |
aiedyesy

Joj e1ep biq Jo s1yauaq [enusiod sy

ueld uonde N3

ue :ydJeasal Yijeay uj elep
619, pajyus

doysyiom e Binoquiaxn
u| paziuebio ‘N3

ay Jjo

Apog aAIN9xa ay1 ‘(D3)
uolIssIWwo) ueadoing
ayy e

UOIIRAOUU| PUP DIeasaYy
10} [RJSURD-3)RI01D3UI]
31 JO 21eI0DAUI] Y[eaH

sa1l3unod uead
-0in3 ‘adniniy 9

[6] ueid uonoe N3

Ue SpIemo|.

UDIRSS3I LIP3y Ul e1ep

61q Jo asuas Bupfel

119UBZ df 999NM V1

oujedzZIp

d BPEISO|IIAd lBUIBA '

Jae[apuBA ‘O Binqualeg

UeA v/ seBA M 1S

X [ewedld

-elas ' bersbuss 'y

JopIRUYS df SeIN |

Keaiey Y soxeld ‘W

JINOY13d

‘g ussiapad d P10 ‘d

[SXDIN MBI LU

‘5B ‘| Janebua

' leajue

7 JWaIY ‘W J3|Yo L

SUASIY 'H Sexfiueiey 'HS

eDeue( ‘| pleqgnH

‘r 1eeusINg

-BuimnoH ‘yg ssoH

'y OpeIUOH 0y S1eB|IH

‘SJluey 'y Ainquey

sueadoiny OIS

||e 10} 21EDY3[RRY “SIAOND ‘TH Jee[ayong ‘A
pue y3[eay aroidwi WIS ‘N JeID) g o
[IIM Y214Mm ‘Yajeay W suewy(I3 'y ol6a
JITRENEIVETISIVEIS [eFEEE.]
ueadoing ayy D aubojsq 'S 210ubis
Huneasd 01 sanuny [2@ 'y esauo) D 3pog
-joddo ay1 puy of ‘N Biaquiolg ‘3 opeblag
S3LIUN0D -leusag ' uosabiag ‘W
ueadoin3 ul sialueq uosusg 1 9zousg ‘| 050l
aAneleueny  eiep big buissaippy -leg 'y Buljleg D Aeyny

suoisnpuo)

sbuipuly

(s) 3|qeLIRA/(S)24NSBI SWOdINO

spoyIs N

S913UNO) JO # pue ubisag Apms

yoeosddy
Yoieasay

(31f3s 42An0dUEA)
(s) aAd3(q0 3311 pue toyiny

(penunuod) € ajqeL



Page 22 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

SS9U|[9M 0}
95351p WoJy pue ‘uonuaaid o1 Adesayy
wioyj 10w pue aiow siseydwa ay1 bunjiys
pue ‘uonerasald Yijeay paroidwi pue
suoneAouul A1aAlap aied 01 bunnguiuod
A 110443 d1LIUSd-UosIad A1euonn|onai siyl
Ul Aejd 01 3|01 [R1IUSD B SBY SIIRWIOJUIOI]
[e21UID “UonUDABId UIAS IO AB[ap 3SBASIP
01 21NgLAUOD P|NOD ‘Apueriodul 150w pue
JUaW1eaI] JO 21ed [edlpaul anroidw ‘Bul
-{BWI-UOISIDIP [EDIUI]D 1R1[1DB) PINOD SIUL
‘uonednsouboid Jo sisoubelp [ea1ul]d Janaq
3Q P|NOD 3WODINO 18U 3y "PauIadu0d
S[eNpIAIpUI U1 01 sJauonndeid [edIpaw
31 Ag pauinial aq [|Im yd1ym ‘abpajmou
|NJasN AJ[e21Ul|D 01Ul UONRULIOJUI X3|dW0d
SIL2 142AUOD 01 paJinbal SONeWIoUIoIq
[B21UID (111) pUe !sUSZNID pasamodwia

Aq p2123]|02 J0IABYSq puE SUbIS [elIA

UO E1ep (1) ‘5195 B1RP PazIUOULIRY ‘B|qe
-1adosaiul Kiojeioge| pue [ediuld abiej

o BulieysS [BUOINIISUI-IRIUI 3|qIsUOdsal

(1) :s4ejj1d 934U UO $1S34 BUIDIPAW UOIS

15129.1d paseq-aouapIAd Jo sabuajjeyd
aUPIPaW UoIsaId JO $IILOU0 Y|
SUIDIPAW PRISIUSI-USZIID

sudIpsuwl EOE.GEQ

pue SUIPaW Paseg-aduapiAs buljiduoday
SPI0Ddal Y1jeay d1uond9e

01Ul 5135 B1EP SNO3URDH0IIBY JO uonebaIbby
sudIpaw

101035 a1edy)eay

91 Ul ‘e1ep JO SIUNOWIE SAISSEW 9531
Buipuey Joy padojonap usag aney
sanbiuyda) pue sj001 sonAjeue erep-big
SNOLIB/ "B1BP SN03USD0I13Y JO SIWN|OA
yb1y BudNpoid J0j UMOUY [[oM 3. YDIYM
‘s921n0s snolieA Aq pasnpoud buiag elep
619 ay1 abeuew 01 pasu syl Ag paruoly
-U0D U834 Sy J012a5 ANsnpul yijeay ay |

aUIIPaW JO uonezuagn-
S3NSS| JUISUOD pue '[edos ‘|eba) ‘[eaiyi3e
(sJa¥ew-uoIsDap

pue ‘syusiied ‘yeis [edIpaw) SISp|oyaxeIs
1URI3IP Y1 JO UONEINPS pue Bululel |-
Buibiawa A|3urISUOD S|00) MU LIM 'PI3Y.
Buibueyd-1se) pue diweuAp Ajpwaixges
SWIR1SAS pIodal Ljeay

21uon23|3 Jo Aljjiqeladolaiul [ea1uyda)
pue dUBWSS JO 32€| pue Addnnye-
swyiobe

pue $|00) J1A[eue MaU 10} AISSaIIN-
bunieys pue abelois

B1EP SAND3YD PUP ‘3|RUIRISNS ‘DINDS.
(|PIUSWIUOIIAUD

‘31A159)1] ‘[eJ0InRYDq ‘[BDIUID ‘AI01RIOqE] SB
4ons) sadAy erep ajdnnwi jo uoneibalul-
abeiors

pue A11U3 e1ep Jo UolezIpiepuels.
59160]0IUO ‘SWIANSAS

BuIpod pue uonesyisse|d ‘saibojoulu
'S911eNQRI0A :(SI9U10 pUB 'A101RI0CE] ‘|2
~1UI[D) SDIUBLISS B1BP JO UOIBZIUOWLIRH:
S1euLIO) pue ‘sadA e1ep

nw ‘xa|dwod jo Alsuaboialay-
elep biq Jo sashjeuy-
sauldpsip

paiak

[£8)°£6-8¥(1)T'S L 120

810¢ 'sonAjeuy pue bul

s|oo1 pue  -uly eleq Big 'sjoo1 pue
‘suonedydde 1oedwiy ‘suonedydde ‘yoedull
:Ansnpul a1esyyjeay :Aisnpul a1eoyyjeay
1oy sonfjeue exep 10 sonhjeue erep big

Apnis paseq UONBAISSGO  SAIREND B1g asAjeue o W YBUIS ‘S Jewny

supIpaw asaud
paseq-aduapInS
Jo Ayunuoddo

3y puy ol [95] ‘samunioddo
supipaw  pue sabusjieyd erep big
uoispaid ur Ayn JO BI3 Y} Ul BUDIpaW
|ea1ul buinaiyoe uojspald
Joy sanjunuoddo pue auPIpaW paseq
pue sabusjieyd -30UapIAS BuljpUOdaY

-1291d Paseq-32UaPIAD 1BUY1 J9PISUOD 9\ UOISDaId Ul SDBWIOJUIOI] [eD1UID JO 9]0) dY | pue s1apjoyaxels Jo A1 annelenDd 3yl auyap o] a Ma7'Sr uueWDag
spoyIsN yoeouddy (31435 19AN0OURA)
suoisn|puo) sbuipuiy (S) 9]qeLeA/(S)2INSEI\ BWIOXINQ  SIMIUNO)) JO # pue ubisag Apms Yoieasay (s) aandalqo 3111 pue toyiny

(penunuod) € ajqeL



Page 23 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

eIpaW (1205 91 ULIOJ UOIIBUIOLUI BIRp
big sy BuizIpn wWa1sAs a1ed yijeay 10ipaid
01Ul BIP3W [BID0S JO UOREZIIN 33 3jduiexd
MOUS SIY| D3[elp-55010 pue [enbul|-ss01D

e Ul Bunse310) pue JUE||ISAINS BZUSN|U|

10} sulealls JIs}IM] sasn 1eyl VIENYSS ezusn|
-199m| pasodoid Joyine Yaded siya uj

JO1Jnsal ay3 01 pasedwod Se pauIquIod
way) buisn uey Jous 3SAY Jaybiy sadonpoid
AJuo s3unod susiA [eadsoy ay3 Jo Ajuo s1unod

199m1 Jayus buisn Aq uondipaid syl 1eyy
910U 9M ‘07 3|qeL WOl S)sIA [eudsoy Jo
S1UN0D 31 Ajuo Buisn 92UO pue $19aM] JO
S1UNOD 3y Ajuo Buisn 25U0 :SYISIA [eIASOY JO
Jaquinu ay1 101paid 01 32IM1 JusWRdXe puo
295 9y) pajeadal am ‘sysiA [eudsoy a1nny jo
uonaipaid ay sarcidudl SIUNOI SKsIA [endsoy
pUE S1UNOD 193M] JO UONRUIGUIOD 3Y) 1ey)
MOYS O] "UONDIpaezuUaN|u| Jo uondipaid ayy
Uo e1ep JaNIM| JO 1oedWl U1 a1eBnsanul o

S)|NsaJ UONe[a1i0D
3y senoidwl s12emi digely pue ys|bu
BuiuIguIod 1ey1 smoys ezuanjuj Jo uon

-dIpaid pue sisA[eue a1 JO UoleN[eAs 3y}
‘2I0WIBYLINS 'BZUSN|JU| 01 NP SAISIA [E)
-1dsOy pue eiep JaNIM| pate|al-ezusnjjul
9L UaMISQ UoNR[R1I0d YbIy 3yl Ag
P3YLISA SEM UDIYM ‘BZUSN[193M | JO Alijed
-oeid ay) S1eSUOWSP SlUsWILAXS By |

YeaH Jo Ansiuin

1dsoy [en1oe auy yum
S)Nsal Yy paseduiod

pue Ajiqiseay s) Apnis 01

Ajleouidws ezusnjieam|

pa1en|eAd ap “2inng AUl

Ul susIA [eudsoy parejal

-ezuanyu| ay1 1jpaid oy

s19am1 bupuodal ayy sabe

-19A3] [9pOW UoIssaibal

Jeaul| e ‘aJowliayny

‘pafo|duwia a19m s19am)

Buniodai syy ‘ezusnyuy

vn 40 yimolb sy Jouow of

unodoe

eIpaW [B1D0S WO
Buiuiw exep big
1IN ‘s19am1
ezuan|u| ay sia1jy

BZUBN[199M | ‘S19aM]

4O sainjea) ay)

uo paseg - 3vn)

Ssaleliwy qely

pauun ay1 uo

saseydwa yum

SWIeaIIs e1ep JaNim|

wiol) paisanley

e1ep [enbulf-sson

Buisn awn eas uy

ezUSNYU| Y1 JO

peaids a1 11paid

0} ‘eZUaN[19am|

paj|ed ‘|lspow uon

-dlpaid 2duajeraud

ezusn|ju| mau e

aAneIueND  dojaAsp sioyine ay |

[85]/82-€£T (¥)T '610C
so1AjeAuy pue bululy
e1eq big ‘e1e@ senim|

woy

spuai| nj4 bundipald
ezuanpaam| ‘Alemeqy
uaIssNH [ewaf ‘Luequby
|V Jayez ‘znoy|y wes|eg

suoisnpuo)

sbuipuly

(s) 3|qeLIRA/(S)24NSBI SWOdINO

spoyIs N

S913UNO) JO # pue ubisag Apms

yoeosddy

yoieasay (s) aAnda3fqo

(31f3s 42An0dUEA)
3311 pue toyiny

(penunuod) € ajqeL



Page 24 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

a1edy3eay ay1 buipiebal A1jaAou e 1inb
SIUDIYM ‘[2A3] [eUOIRURINW B 18 SIsAjeue
|oued [eouidwa ue pue yoeoidde mainai
J1ewalsAs e ybnoiyy suoneziuebio ased
-yjeay ul duewiopad [euoneziuebio pue
vag ‘Dl usamiaq diysuoneas sy uo YIom

101035 a1edy[eay au Ul
DI 4o 3jo4 eI 3y 1ybiybiy 01 Ayunioddo
a1 bupueyus ‘suonedijdwi jepsbeuew jo
SWLID) Ul JUBAS|RI S1 NSl aUf| "9dueuliopad
a1edy[eay uo sindul pareal J-uou Jo
1oedwi aAnebau e ojul buiwiny ‘diysuonejai
ay3 saleipawl AAnisod (uoniejndod [e101

uo sjeudsoy Ul spaq a|qe|ieAR UL ‘') S19SSe
[e215Ayd 2L 9)Iym Joredipul acuewiopad auyy
UO [e)ded [eINIdNIIS PUB [BUONE[RI ‘UBWINY
341 Jo (diysuoniejal 3SI9AUI [EDNRWISYIeW B
o1ul Butuiny) 10edwi 9ARISOd B JO 92UBISIXS
31 SMOYS 1] "21e2Y1[eay PUOAR( 510195
JILIOU0I3 J3U10 03 3|qepuRIXe 1uaW

-ssasse D 01 yoeoidde mau syussaid 1eyy

uolleaud aNn|eA [eI>0s pue dIlouoda
J19Y) Ul syuedidiued aAnde ale suonez
-uebo a1edy)[eay YpIyMm Ul yoeosdde ue
pauswa|dwi sioyine ay) ‘@duewopiad
pue si012e) | usamiaq diysuoneai

e JO JuUaWys!|qelsa ay1 ybnoiy |
“y2Ieasal dlwapede ul saydeoidde

M3U BUeUIWSSSIP ‘5101235 J3Y10 Ul
pakojdwa aq pjnod duewiopad pue

910z pue L10¢

U9aM13(q ‘S31POg [eUOIL
-eueldns Jo [euoleuIIUl
oyidads 01 buibuojeq sy
Buipueisyumiou ‘saLUN0d
ueadoing gz Jo ajdwies e
U0 P312NPUO U3( Sey
Apms ay] "edupwioyad Jo
SULIA) Ul WSAS 21edyjeay
4o dduewLopad Yy

pue ‘sio1edipu [exded
[PANIDNIIS PUB [EUONE[RI
‘uewny Ajweu |
udami1aq diysuonefas ayy
BuiApnis ‘siskjeue eyep
[sued ybnoiy) pazAjeue
|9POW DLIBWOU0ID Ue
1|Ing sioyine ay) ‘Led
Pu023s 3y u| ‘pakojdwia
5101d1I2$9P DU OS|e aUam
YDIUM ‘WalsAs a1edyfeat
pue (yag) sonAeue erep
61q ‘D usamiaq diys
-uoniejal ay1 alinbus oy
Buiwie ainjesay| dlwspede
31 JO M3IASI D1NPWIRISAS

e pajesado sioyine ayy
“ued 151y ay Ut :ydeoidde

uonean

anjeA asedyjeay ul
(@) evep 61q pue
SJnAjeue e1ep Jo 3|0l
sy buipuelsispun
pue sduewlopad
|euoneziuebio
Ansnpul asedyyjeay
uo ‘(5 [ended
[eIN12NIIS pUe (DY)
|ended [euonejas
‘(DH) |eudes uewny
911 [ended jeny
-9|[31Ul JO S129Y9
3Y) aInseaw pue
ozAJeue 03 51 Jaded

[651°0€ Inf 020 "|ended
[eN1D3)|[31U] JO [PUINO[
‘1X21u02 ueadoing ayy
uo sisAjeue espidwsa uy
'21DY1[E3Y Ul 3DURWIO)
-1ad ssasse 03 e1ep big
pue [eyded [en1da|ja1ul
:$1911eW 1BY1 9NjeA d
BUWIO] 'Y BUIRY D OJejO)

-aUiel) DNSI|0Y Mau e apiaoid siouyine ay | |[9pow uanlp-e1ep e sasodoid saded ay | si01e1pUl D] Usamiaq diysuonefal ay | adninpy p|ojom e sey Apnis ay | aAneNeND Slyrjowieayl  -suD 'y eIuep 'O IjIARID
spoyIsN yoeouddy (31435 19AN0OURA)
suoisn|puo) sbuipuiy (S) 9]qeLeA/(S)2INSEI\ BWIOXINQ  SIMIUNO)) JO # pue ubisag Apms Yoieasay (s) aandalqo 3111 pue toyiny

(penunuod) € ajqeL



Page 25 of 33

12

(2023) 10

Alhajaj and Moonesar Journal of Big Data

SUONDLIIP Ydlessal aininy pue

510dS10Y| UD1ea53) SE [[9M SE ‘LD1easal elep
biq 21e5y3E3Y JO 2BP3|MOUS| dlweloued
Yam AJUNWIWO) S11BULIOJUL 31eDL1 |3y

(Buisinu Apsppe

pue 32IAISS PaZIWOISND “6°3) UoisusWIp
92IAI3S 1[eay ay) pue ‘(Bujules) aulydew
pue Buluiw elep “63) uoisuswip [ed
-luyd31 3y} ‘(s312qeIp pue A11S8go ‘1sdued
15ea1q ‘Abojolwspids “6°3) uoisuswip
95235IP 31 'SUOISUSWIP 931y} Ul pales)
-U22U0d Ajutew aie syodsioy Y2ieasay ()
"aseyd buisinu ay1 pue ‘sseyd uonowoid
yijeay pue ay1| sy ‘aseyd sisouboid pue
‘quawieal) ‘sisoubelp ‘uo1d2IAP Aiea
958351 3Y) :s3bRIS 331Y1 JO $ISISUOD

elep 61q asedy1jeay Ul yied uonesouul
BUL (a) ‘PIeY siy1 Ul yred uoneaouur oy
pue youeasal erep 6ig a1edyijeay yim
pa1e|D0SSe 2IN1eI3l|| 8Y) 03 SUOANGLIUOD
150W 3y Spew AurWIID pue ‘wopbury
pa1un aya ‘eulyd Jo dijgnday sajdoad
3Y) 's2181S PAIIUN Y3 WO SIBYDIeasal
‘9be1s Aj1ea ay uj (e) :buimojjof ayx
punoj am ‘sisAjeue aIn1onIIs pue siskjeue

sisAjeue

95U31IN220-0D pIoMAY e
‘play a2 Ui syaed uonea
-ouul pue sioyine dyjjoid
JO uonewloUI pale|a)
3U1'UoANQLASIP ain1es|
2102 31 ‘S9LIUNOD pue
SUO[INISUL 210D JO
uonngLIsip 8y Jaquinu
J1oyane-od saded yoes Jo
pua.1 9y} pue pjay L Ul
spuaJy uononpold siaded
Buipnppul ‘ainjesay|
pa1e[aJ U1 UO sasAjeur

S211eULIojUl
34edY1jeRYy JO pl3y
31 Ul yIeasal erep
610 Jo s1odsioy
yoleasal pue abpa
-|MOUW| [euoiiepunoy

[09] ‘ze-TT86'L

g4 £10¢ 'sonewojul
[e2IPaW JO [eulnol [euon
-euJa1u| 'sollewiojul
a1edY1jeaY Ul YdIeasal
elep 6iq Jo uonnjors
pue ainanas 96pa
-|mouy 3y buiziensin

ay1 ul siejoyds apiaoid [jIm Apnis siy | 1U31U0D 2In3ed| e BudNpuod Ag € SANRYeND ay) as0|dxa 0] D buer’x 1’ rn'ano
spoyIsN yoeouddy (31435 19AN0dUERA)
suoisn|puo) sbuipuiy (S) 9]qeLeA/(S)2INSEI\ BWIOXINQ  SIMIUNO)) JO # pue ubisag Apms Yoieasay (s) aandalqo 3111 pue toyiny

(penunuod) € ajqeL



Page 26 of 33

wa1sAs a1edyyeay ayy ul eyep biq jo Jamod ay |

12

(2023) 10

sispinoid

91eD1[B3Y 01 SPIODAI JISU JO SS9 JO)
sjuaied a1 Ag uonesnuUsYINe JlBWoIg

Jo uoneiodiodul ayy uodn paseq spiodal
[e2IPaW 31 Jo AdeAud pue A11indas saInsua
OS|e [9pOW BUj| "AUNOD 3Y UILLIM SIIUSD
JusWIeal |8 ssoide sjuafed JO spiodal ed
-IPaW 2AISURY2IdWOD pUE S|geINWIWI ‘2INd3s
01 559008 Ases sapinoid 11 1.yl S| yIoMawel)
pasodoid no Jo dnsua1oeIeYd A3y By |

siapiroid a1AIeS

asedy1jeay 01 susned wouy bunues sis
-ploy=xe1s usuiad |je sjielus [2pow
SU|[ "SODIAIDS IEDU1[RIY Ul SISP|OYEIS
PaUIadUO 0} BIRP Y3[eay painidniis
3pir0id 01 4935 1ey3 SIOMaWeI) Paseq
-sonAjeue e1eq big syl i iomawel)
PAAJOAS INO JO JUSUOdWIOD A3Y Y

U1J0J OS pUE S3LI0ISIY 35eD
oypads syl ‘siuaned
94 JO uonedYNUIP! JO)
eIpu| JO JUSWUISA0D) 31
Aq paausws|dwi pue
PazI|ewiio) se walsAs
(@In) Jaqwinu uon
-edylIuap! anbiun sasn
SIomawely ay | A1unod
3} JO UaZID AI9AS 0}
S9DIAISS DJedY)[R3Y D18
-udoidde pue Aswin
buipinoid uodn Buisnoy
pasodoud si yiomaulel
21edY3|eay aAneIBaUl
paJoypue uleydydo|q pue
e1eq big e yoieasal siyi U

S3aNSS| a1

SSNDSIP 03 swie
saded ay] ‘sabus|
-[eyd asauy ssaippe
0) papua1ul si
SIOMBWIRI) PISIASP
ENIRSEIECERIYEN
aIpdY3[eay UaAauN
01 bulpes| sasned
Aiewud ay1 Jo swos
aue uoneibaiul jo
32| pue spiodal
yjeay paseneds pue
pajuswbely sisied
01 9NUNUOD SNIels
JIWOU0301205 pue
Aydeiboab Japuab
ssoloe saniedsip

'0s 10 apedap Ised
| 218D Yyeay oy
ss920e panosduwl
Bunnsus ui ssaiboid
1uadal audsag

[L9] ¥l

190 6102 ‘feuinor
JuaWabeue| S532014
ssauisng "9beIanod
3/edy3jeay psduryuUs
1oy |opow [enydaduod
pavioddns uteyaydolq
pue eleq big v Ainy
-pnouyd ‘Yd euLeS ‘W
1wemson ‘g euebeyg

sbuipuiy

(s) 3|qelI_A/(S)24NSBI 3WOdINO

spoyIs I
pue ubisaq Apnis

(s) aA23(q0

(31415 49AN0dURA)
SjILL pue Joyny

Alhajaj and Moonesar Journal of Big Data

(penunuod) € ajqeL



Alhajaj and Moonesar Journal of Big Data (2023) 10:12 Page 27 of 33

Big data can improve public health surveillance and address disparities in the health
care system. In the USA, the implementation of the Affordable Care Act and general
insurance play an essential role in expanding the health care system and enhancing the
accessibility of health care. The factors as mentioned above, help acquire extensive data
from the population across different socioeconomic backgrounds to better understand
additional population requirements and health status and formulate policy and strat-
egy based on population requirements. This approach will help allocate resources and
enhance the health care system by utilizing big data analysis.

Big data opportunities in health care

RQ2: What are the potential opportunities to enhance quality-of-care services

through integrating big data in the health care system?

Geographic information systems (GISs) can help better understand the population
at risk and health requirements and make the proper intervention based on real-time
data through big data analysis. Another example Gamache provides the GIS to allocate
vaccines targeting a particular population in response to an outbreak in a specific geo-
graphic area [21].

Social media data can be essential in understanding and monitoring population behav-
ior and spreading infectious diseases. For example, Young et al. analyzed 553,186,061
tweets and found a correlation between the prevalence of HIV and the geographic loca-
tion of HIV-related tweets [46]. This can be expanded by knowing and analyzing the cur-
rent status and utilizing the data for future prediction of cases using big data modeling,
analysis of population behavior, and linkage to social media data. Future projections can
help make the proper intervention to reduce the spread of infections [47, 56, 58], reduc-
ing the cost of the disease burden on the community and health care system.

Zeng mentioned that big data modeling could be more accurate than traditional meth-
ods. In addition, big data modeling can include predictive modeling to forecast a disease
occurrence and complications related to the particular disease [47], which can help in
a better intervention, enhance the health outcome, and reduce the disease progression.

Challenges related to big data

RQ3: How to best understand the challenges of implementing and using big data
technologies?

Many challenges are identified in the literature concerning the application of big data in
the health care system. For example, the study performed by Auffray et al. [9] and Zeng
[47] highlighted some of the key challenges concerning the development of utilizing big
data. The most common areas of concern were data privacy [50], data storage [49, 56],
data structure [57], data ownership, and governance [21].

Data security

Health care data are considered sensitive, and most literature agrees that big data raises
a security issue. As several USA researchers mentioned, it is regarded as a challenge
to process big data. The Health Insurance Portability and Accountability Act of 1996
(HIPAA) prevents client data handling without prior consent. The same applies to UAE
Article 379 of the UAE Penal Code, which requires prior permission to manage client’s



Alhajaj and Moonesar Journal of Big Data (2023) 10:12 Page 28 of 33

data. A simple de-identification process was not the final solution, as Adibuzzaman et al.
[1]. The De-identification still cannot protect client data within the ID process.

Further, it is easy to re-identify the person by other location or demographic infor-
mation. Data related to health issues are considered highly sensitive and private [55].
This is why specific regulation regarding accessibility and the availability of the data with
consideration to the customer is required and prior consent mandatory, even if the data
were to be coded and de-identified.

Data storage

Data storage has been a concern in many studies due to data security. The legal issue
within different countries and accessibility of data are limited to research and govern-
ments and is without a clear data storage and accessibility policy [51-54]. Big data can-
not be stored by ordinary means, especially from different sources, including electronic
medical records, monitoring devices, images, and lab tests.

Initiatives and solutions for data storage were discussed by Adibuzzaman et al. [1],
including the platform Informatics for Integrating Biology and the Bedside (i2b2). It
is a platform of more than 100 hospitals where patient data is de-identified and stored
for research purposes since the hospital should use another software to transfer data.
The author argues that this initiative does not permit patients to access their data [1].
Moreover, the hospital required much effort to de-identify the data and used a particu-
lar platform to transfer data. If the same system is to be applied, an additional budget is
required, and the system will be limited to structured data. It is also mentioned by Dash
et al. that data stored at the same time it is generated is less compared to if the data is
transferred using another system [17]. Most of the evaluated authors agreed that struc-
tured data storage and analysis is more manageable than transferal to another platform.
Cloud-based storage remains the ideal solution, yet the security issue remains a chal-

lenge to overcome.

Missing data and unstructured data

One of the common challenges in the literature review is missing data in the electronic
health record, unstructured data, and free-text data, which is very difficult to process
and analyze. For example, the study conducted by Zeng mentioned electronic health
records lack social or behavioral data and that there was no standardization of the data
format, leading to disparities in health information [47]. This can prevent or make big
data analysis impossible. In addition, the lack of data standardization makes data trans-
fer and acquisition impossible [23, 33, 50].

Most electronic health records are designed to make the diagnosis coding and bill-
ing more manageable and the information more explicit. Still, these are not yet advanced
enough to make the analysis and data helpful linkage, as mentioned by Gamache [21]. One
of the examples of the failure of EMR for data analysis is Medical Information Mart for
Intensive Care (MIMIC III) which has collected data for more than 50,000 patients from
Beth Israel Deaconess Hospital dating back to 2001. The researcher aimed to conduct stud-
ies to answer different questions, such as the drug—drug interaction between antihistamine
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and antidepression. When they applied the selection criteria and checked the files, they had
a minimal sample size, which is not representative. This issue can also apply to EMRs in
the UAE. There are multiple EMR systems in the UAE with different software, and there
is no standardization of medical record notes and fragmented systems between local and
federal authorities [33]. This will make data transfer and analysis complicated, which should
be considered.

Data ownership and governance

Health care information is considered sensitive data. Data ownership and sharing is an
unclear and negotiable challenge among countries and has been mentioned by many stud-
ies [8, 9, 33]. The privacy policy across Europe varies, and there is no approach to big data
sharing that can fit the existing policies in other countries. The EC for general data protec-
tion regulation (2012/0011COD) tried to synchronize the fragmented health care system to
make the data available and useable among different European countries. One suggestion
was to share data across a blockchain where all the transactions would be recorded and the
data accessibility would be monitored; however, this is not yet adopted as security was a
concern. This would not be the case in the UAE as the policy, and federal law is unified, and
data control and accessibility could be maintained at the federal level.

Auffray et al. [9] mentioned that the USA is a “patient-driven economy” where patients
own their data. This is a step forward and a promising approach for a fragmented health
care system where different healthcare systems are present, as in the case of Europe and
even the UAE. This would help the patient own their digital data, but it requires a digi-
tal infrastructure and storage system to ensure the data is transferred into a cloud. It also
requires that it is in a structured format to access, understand, and easily analyze the data
[59-61]. Nevertheless, this approach can help enhance health tourism and a health-driven
economy.

Adibuzzaman et al. [1] mentioned data should be Findable, Accessible, Interoperable, and
Reproducible (FAIR). In addition, the data would need to be stored as open source, where
researchers, stakeholders, and even patients have access to those data while ensuring data
protection and privacy. For example, data storage in a protected environment after properly
de-identifying client’s ID to maintain a privacy law.

Conclusion and future recommendations

The UAE government remains aware of the power of big data, as shown by the establish-
ment of the UAE Strategy for Artificial Intelligence. The Dubai government policy frame-
work is intended to develop and implement a culture of data sharing and evidence-based
decision-making in Dubai [38]. The study concludes that the healthcare systems in the
UAE can be enhanced through big data; however, the authorities within the UAE must
acknowledge that the development of efficient frameworks for the performance and quality
assessment of the new health care system is significant. The said goal can be achieved via
integrating big data and health informatics with the help of IT specialists, health care man-
agers, and stakeholders.
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Recommendations to use big data in the health sector in the UAE

Specific recommendations for big data handling in the health care sector

« Formulate a unified EMR standardization for the medical note to be able to pro-
cess medical note data and transfer it quickly.

« Incentivization of the health care provider to ensure they are following high stand-
ardization of EMR, as data entry is significant, and this was a significant challenge
in previous studies.

+ DPublic—private partnership is essential, and the private sector should incentivize
to share their data. The UAE has the big challenge of population diversity, and
most of the population is not seeking medical care in the government health care
sectors. To overcome population discrepancy and ensure the data represents the
whole population, data from the private sector should be accessible as well.

+ Agree on data needed for real-time monitoring, such as infectious diseases or sur-
veillance that requires intervention. The big data analysis will simplify and quicken
the intervention decision, consequently offering a better response from authori-
ties to an emergency.

« Utilize big data to take a proactive measurement and to ensure timely involve-
ment of stakeholders to prevent a disease occurring in the case of non-communi-
cable diseases. That will ultimately reduce the management cost and the burden of
chronic diseases.

Conclusion and future research

The digital revolution has arrived, and it is impacting everyday life. There is a dire
need to utilize existing health care system-related data, which is automatically gener-
ated daily. This big data can transform the healthcare system to improve patient care,
proactively envisaging disease origins and implementing timely solutions to bridge
the gaps in the existing healthcare system. It is time to think about innovative, tech-
nological solutions to link and analyze data faster, understand the disparities between
community health and public health alongside enhancing the overall health care sys-
tem, and implement United Nations SDG Goal 3, ensuring healthy lives and promot-
ing well-being for all ages.
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