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Abstract 

Context:  Collecting and analyzing data has become crucial for many sectors, includ-
ing the health care sector, where a hefty amount of data is generated daily. Over time, 
the amount and complexity of this data increase substantially. Consequently, it is 
considered big data that cannot be stored or analyzed conveniently unless advanced 
technologies are incorporated. Latest advances in technology have divulged new 
opportunities to use big data analysis to track a patient’s record and health. Still, it has 
also posed new challenges in maintaining data privacy and security in the healthcare 
sector.

Purpose:  This systematic review aims to give new researchers insights into big data 
use in health care systems and its issues or to advise academics interested in investi-
gating the prospects and tackling the challenges of big data implementation in rising 
nations like the UAE. This study uses a systematic methodology to examine big data’s 
role and efficacy in UAE health care.

Methods:  The research follows the methodology of PRISMA (Preferred Reporting 
Items for Systematic Reviews and Meta-Analyses) for reporting the reviews and evalu-
ating the randomized trials. Furthermore, the Critical Appraisal Checklist for PRISMA 
2009 was applied for the research.

Findings:  The study concludes that the healthcare systems in the United Arab 
Emirates can be improved through big data; however, the country authorities must 
acknowledge the development of efficient frameworks for performance, and quality 
assessment of the new health care system is significant. The said goal can be achieved 
via integrating big data and health informatics with the help of IT specialists, health 
care managers, and stakeholders. Data privacy, data storage, data structure, data own-
ership, and governance were the most often expressed concerns.

Contribution to knowledge:  By discussing numerous issues and presenting solu-
tions linked with big data, the current study contributes substantially to the knowledge 
of big data and its integration into health care systems in the UAE.
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Introduction
Technology has become a vital part of our daily lives, and adopting new technologies has 
drastically altered our daily lives. Technology has made our lives more comfortable and 
efficient, regardless of age, level of knowledge, or even the reason for utilizing it. We are 
experiencing technological wonders in the shape of smartphones, the Internet of Things 
(IoT), robotic surgery, and applications that use Artificial Intelligence (AI). IoT trans-
forms healthcare by improving patient care, treatment results, costs, provider work-
flows, performance, and patient experience. Healthcare IoT has problems. IoT-enabled 
devices gather a lot of data, including sensitive information, raising security issues [41]. 
Rich healthcare data frequently includes survival information. Healthcare data analysis 
is crucial since it can save lives and improve the quality of life [41]. IoT revolutionized 
health care systems and administration. IoT promises to revolutionize healthcare.

We are shifting from regular technology use to more complicated technologies con-
nected via a robust internet and frequently generate vast amounts of data. With the 
growth of data from numerous mobile networks, cloud computing systems, health appli-
cations, and electronic medical records, there is an increased need for a comprehensive 
approach to maintaining and updating information. The expanding data and knowledge 
of the patients and the relevant health care activities are getting more challenging due 
to the data’s speed, amount, and complexity. Kumar and Manjula reported that health 
care facilities generate an abundant amount of data each day that is centered around 
the patients, medicines, treatments, diseases, research, and other similar factors [29]. To 
manage this data more efficiently, modern health care units choose to digitize the data 
related to patients. Worldwide, medical institutes shifted from the traditional paper-
based medical file to the electronic medical record, providing help in managing patient 
information, lab tests, medications, and medical imaging.

Electronic medical records (EMR) are considered to be an essential, rich platform 
containing patient information. EMR captures all demographic data, lab results, radiol-
ogy images, and free-text notations. That collective information is beneficial as a data-
base for many longitudinal studies. Mining data from EMR can help understand disease 
signs and symptoms and the progression of a particular disease. It also improves clinical 
knowledge and understanding of a specific phenomenon and assists in clinical trials, dis-
ease management, and therapeutic trials [15, 19].

Further, it assists in predicting disease progression, comorbidities, and mortalities [32]. 
Data comes from various sources, including electronic medical files, home sensors, and 
wearable devices. As such, it will generate a massive amount of data known as big data. 
Big data refers to massive data, although the term has no universally accepted definition. 
The oldest definition is provided by Laney, who observed that (big) data was growing in 
three different dimensions, namely: volume, velocity, and variety (known as the three 
V’s) [24]. This definition has been expanded by Demchenko et al., who define big data by 
five V’s: volume, velocity, variety, veracity, and value [18]. Volume refers to the amount of 
massively generated data that requires a unique storage format. Data velocity means the 
high speed of data generated from different resources. Variety of data implies the com-
plexity of data that varies from numerical data to text notation or from numerical data to 
text notation or a (radiological) image. Finally, veracity refers to the accuracy of the data, 
and value evaluates the quality of data [35].
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Wang expands on big data and defines it as a data set that cannot be analyzed by a 
standard computerized method [44]. Big data is segregated into structured, unstruc-
tured, and semi-structured forms of the data. The structured data can be stored, 
accessed, and processed in a specific format. It is an already-segregated and dedicated 
form of easily retrievable and readable data. The unstructured data is not explicit in 
its structure, as it was discussed for the structured layout of the data. As stated by Wu 
and Lin, this type of data possesses multiple challenges in terms of processing as well 
as retrieving valuable information from it [45]. The processing resources’ limitations 
include data-related, language, relationship identification, and technical issues [2, 3]. 
The durability and efficiency of data variety and data skew were evaluated using a broad 
range of simulated and real-world healthcare datasets [3–5, 22]. A typical example of 
this data is the data that comes from heterogeneous sources, meaning a combination of 
text files, images, and videos. Data heterogeneity is due to the mixing of structured and 
unstructured data, having its roots in various quantitative or qualitative platforms. The 
quantitative data sources include laboratory tests, images, sensor data, and gene arrays. 
The qualitative data sources include demographics and textual information [34]. One of 
the critical challenges in this regard is related to the accuracy and trustworthiness of the 
data since the credibility of the data may be challenged as it is from unmanaged sources. 
First, to preprocess multi-database medical record linkage, employ approximation query 
processing. Second, aggregate queries may get approximations.

Preprocessing may be used in multi-database systems to locate patient records. This 
is the initial stage in connecting. If gathering aggregate data, imprecise replies may be 
adequate. At least they may spark additional inquiry. This estimate is critical for multi-
database query design and optimization [3, 4, 48]. Health care systems need to analyze 
the unstructured and semi-structured data to get the ultimate benefits of big data tech-
nology. The extraction and retrieval of big data may be subject to challenges related to 
social and legal technicalities. These social and legal issues might be generated due to 
problems associated with data ownership, privacy, identification, and governance [27].

Big data and health care system within the United Arab Emirates

The United Arab Emirates (UAE) health care system is operated by government-funded 
health services and the rapidly growing private health sector. The standards of the health 
services provided by both sectors are acceptable. The healthcare industry of the UAE is 
realizing the potential of big data analysis which can transform the health care system 
(refer to Fig. 1). According to Bani-issa et al., such developments are the inactive lifestyle 
among the residents, leading to an increase in chronic diseases such as diabetes [11]. 
Several regions in the Middle East, including the UAE, have undergone or are consider-
ing implementing health care insurance, which then needs to analyze the large volume 
of health data generated from claims. The UAE introduced a standardized insurance 
coding system to deal with the situation and improve process efficiency. The insurers in 
the UAE are pricing premiums based on little historical data due to the lack of big data 
analysis tools and the sophisticated nature of the big data. The availability of big data will 
enable insurers to paint a clear picture of health care in the region. It will allow them to 
accurately predict the validity of the claims [8, 33].
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The UAE’s vision is to provide world-class healthcare by 2021, and the government’s 
direction is to foster innovation in the healthcare system to achieve its vision. Many 
strategies have been explored to ensure that people are provided with a high-quality care 
system and to implement SDGs, particularly Goal 3 (ensuring healthy lives and promot-
ing well-being for all ages) [39].

With advanced technology in the UAE, smart government, and public service, big 
data helps provide a big database within the country, especially in the healthcare sector, 
which can assist in a better understanding of the population’s health and provide the 
necessary service. To meet the government’s objective of providing world-class health-
care and ensuring sustainability in delivering health and well-being to everyone in the 
UAE, big data mining and data analysis may help improve services and health programs 
to create a healthier, happier population. However, despite the availability of big data 
in the UAE and the potential to use big data as a government seeking innovation and 
exploiting big data, there are constraints and a shortage of published research on big 
data mining in the UAE, particularly in the health care system. Although, there is no 
standardized government approach and policy regarding big data mining or storing. 
However, a large amount of data is generated daily among different entities within the 
UAE. Regarding consensus, the UAE open data policy was launched in 2018 as per the 
UN eGovernment Survey to help access data without restriction [43]. However, by 2020, 
not all data was accessible, and there remain restrictions on available data from the enti-
ties [38, 40].

Much research in the literature review provides agreement about big data mining and 
its beneficial role in enhancing the health care system. Yet, there is still no unified pro-
cess or solutions for big data mining and how to make it possible. This research will help 
understand the importance of harnessing big data and utilizing it to enhance the health 
care system and identify its challenges and limitations.

Big data and sustainable development goals

The UN developed a 2030 strategy to fight poverty, ensure equity among people 
and address global challenges through 17 sustainable goals [42]. According to Wu, 

Fig. 1  Big data sources in health care (Source: Authors)
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policymakers, decision-makers, and investors need factual, accurate, and real-time data 
to adopt the appropriate policy decisions to accomplish the Sustainable Development 
Goals (SDGs). They then need to be able to check the impact of the policy, which can 
be achieved through the analysis of big data from different sources. Similarly, a report 
released by United Nations states that the big data revolution can contribute to Sustaina-
ble Development Goals (SDG) by providing accurate and reliable data and analyzing the 
data to develop policy and plans to achieve SDG 2030 [43]. However, the main concerns 
were the inadequacy in technology adoption among all countries and data privacy and 
transparency regardless of the industry [8, 10]. For instance, medical records are vital to 
medical care and include sensitive personal data; therefore, keeping electronic medical 
records private is a crucial difficulty [8, 33].

Furthermore, blockchain can hold accessible, immutable, tamper-proof medical data 
[16]. Therefore, doctors and nurses would use a Big data analysis can provide the abil-
ity to monitor the progress toward achieving SDGs by 2030. Big data analysis can be 
more cost-effective and faster in tracking SDGs than, for example, monitoring poverty 
by traditional methods such as questionnaires or interviews, which can be ineffective 
and time-consuming and require significant effort [13, 36].

The focus on SDGs Is stated in Goal 3, to “ensure healthy lives and promote well-
being for all at all ages” [42]. Big data can help in providing precise and clear information 
about health. Barrett et al. makes this point by adopting big data analysis to understand-
ing population behavior, social and environmental factors (2013) by adopting big data 
analysis [12]. This will help in population health management, prevent the disease, and 
target subpopulations by having accurate and real-time data. Accurate or approximate 
processing in health care systems has been associated with hospital statistics deemed 
critical for assessing performance and ensuring safe and dependable healthcare delivery 
[6–8]. Data quality is described by correctness, validity, reliability, completeness, legibil-
ity, timeliness, accessibility, usefulness, and secrecy [5, 20]. All data are susceptible to 
missing values, bias, measurement inaccuracy, and human input and processing errors. 
These difficulties include technical, behavioral, and organizational [20]. Therefore, big 
data analysis can help achieve SDGs by promoting well-being and chronic disease pre-
vention through big data analysis.

Research gap

As discussed in the literature, big data is emerging as a great source of improvement 
in different sectors of the world, especially for countries adopting advanced health care 
systems. Most developed countries have recognized the importance of big data and have 
shown interest in improving the health care system through the collection and analysis 
of big data [14, 32]. The UAE is an example of a nation whose healthcare systems are up 
to date and equipped with modern health facilities. However, there is limited research 
in this context that has considered that despite existing challenges of data security, data 
classification, data modeling, data storage, data accommodation, and technology incor-
poration, whether the integration of big data and health care can emerge as a sustainable 
system. Implementing big data analysis will be difficult in countries similar to the UAE, 
with a high population and complex health care systems. The motivation for this system-
atic review is to provide new researchers insights into the field of big data usage in health 
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care systems, together with its associated challenges, or as a guide for researchers inter-
ested in exploring the opportunities and solving the challenges of big data implementa-
tion in emerging countries such as the UAE.

This research study aims to gain further insight using a systematic approach to review 
the role, effectiveness, and evaluation of big data in the area of health care within the 
UAE. The research questions of the study using the systematic review of the methodol-
ogy of the article are:

•	 RQ1: What is the role of big data in the health care system?
•	 RQ2: What are the potential opportunities to enhance quality-of-care services 

through integrating big data in the health care system?
•	 RQ3: How to best understand the challenges of implementing and using big data 

technologies?

With RQ1, we can investigate the role of big data usage in improving health care 
systems and their industry. Moreover, RQ2 allows us to find the existing solutions to 
enhance the quality of care services in health care systems using big data. RQ3, on the 
other hand, gives an insight into how various challenges can be mitigated to enhance the 
implementation of big data technologies in health care systems.

Methodology
The current research follows the methodology of PRISMA (Preferred Reporting Items 
for Systematic Reviews and Meta-Analyses) for reporting the reviews and evaluating the 
role and usefulness of big data in health care systems for emerging countries such as the 
UAE. According to Tricco et al. [32], to assess the quality of the selected research arti-
cles for current research, the critical appraisal PRISMA checklist 2009 was used [26, 28, 
30]. Figure 2 shows the flow of information through the different phases of a systematic 
review for this study. However, due to limitations in publication or access control, access 
to a wide range of journals will limit the overview of available literature during the study 
time. Furthermore, restrictions on published papers in English will restrict the informa-
tion to publish valuable articles in other languages.

Inclusion criteria

The article searching methodology discussed above resulted in thousands of research 
articles. Instead of considering all of them, the most relevant research articles were seg-
regated from those less relevant. The titles, abstracts, and keywords of the research arti-
cles were screened, and those articles which discussed the relation of big data to health 
care systems were separated for full-text review. The screening process was made more 
efficient by removing duplicate research articles at the eligibility phase of PRISMA.

A systematic review of the studies was conducted, and the articles were judged 
according to their objectives, methodology and study design, use of authentic data 
sources, validity and reliability of the study method, analysis, and consideration of ethi-
cal issues. Further, comprehensiveness of the description of the findings and outcomes, 
the appropriateness of the tools used for data mining, the suitability of the qualitative 
methodology, the use of valid research designs, and clearly stated research findings were 
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considered in the review. Linkage to the current study questions and objective was taken 
into consideration. Only one study was conducted on big data within the context of the 
UAE. The study used quantitative data to better understand the topic, with the same 
context of the UAE as the current study.

Exclusion criteria

The different research articles were excluded from consideration in the research based 
on the criteria of quantitative studies, surveys, focus groups from the research other 
than health care, feasibility studies, work environments other than health care, data col-
lection techniques adopted, editorials, and short reports, and articles which were not 
reputably published, such as in international journals. The assessment of the research 
articles based on the criteria mentioned above further narrowed the number of articles 
to be included in the current research, and it was ensured that the remaining articles are 
the most relevant and high-quality manuscripts, which make the findings and outcomes 
of the study authentic and most reliable. The research that made mention of computer-
ized or digital tools to analyze big data and technical details about the transfer of big 
data, processing of big data, storing the data, cleaning the data, and analyzing the data 
were excluded as well as these are not one included in the research objectives and tech-
nical details will not add value to the current study. Artificial Intelligence (AI) algorithms 
and the role of big data in AI studies were further excluded.

Quality assessment and processing steps

To evaluate each article in terms of quality, the Critical Appraisal PRISMA Check-
list 2009 (refer to Table  1) was applied in the current research for qualitative studies. 
In addition, the quality of papers was judged according to their objectives, as was the 

Fig. 2  Flow of information through the different phases of a systematic review [26]
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Table 1  PRISMA 2009 Checklist

Section/topic # Checklist item Reported on page #

TITLE

Title 1 Identify the report as a systematic 
review, meta-analysis, or both

Supplementary file – Microsoft Excel

ABSTRACT​

Structured summary 2 Provide a structured summary 
including, as applicable: back-
ground; objectives; data sources; 
study eligibility criteria, participants, 
and interventions; study appraisal 
and synthesis methods; results; 
limitations; conclusions and impli-
cations of key findings; systematic 
review registration number

Supplementary file – Microsoft Excel

INTRODUCTION

Rationale 3 Describe the rationale for the 
review in the context of what is 
already known

Supplementary file – Microsoft Excel

Objectives 4 Provide an explicit statement of 
questions being addressed with 
reference to participants, interven-
tions, comparisons, outcomes, and 
study design (PICOS)

Supplementary file – Microsoft Excel

METHODS

Protocol and registration 5 Indicate if a review protocol exists, 
if and where it can be accessed 
(e.g., Web address), and, if available, 
provide registration information 
including registration number

Supplementary file – Microsoft Excel

Eligibility criteria 6 Specify study characteristics (e.g., 
PICOS, length of follow-up) and 
report characteristics (e.g., years 
considered, language, publication 
status) used as criteria for eligibility, 
giving rationale

Supplementary file – Microsoft Excel

Information sources 7 Describe all information sources 
(e.g., databases with dates of cover-
age, contact with study authors to 
identify additional studies) in the 
search and date last searched

Supplementary file – Microsoft Excel

Search 8 Present full electronic search 
strategy for at least one database, 
including any limits used, such that 
it could be repeated

Supplementary file – Microsoft Excel

Study selection 9 State the process for selecting 
studies (i.e., screening, eligibility, 
included in systematic review, and, 
if applicable, included in the meta-
analysis)

Supplementary file – Microsoft Excel

Data collection process 10 Describe method of data extraction 
from reports (e.g., piloted forms, 
independently, in duplicate) and 
any processes for obtaining and 
confirming data from investigators

Supplementary file – Microsoft Excel

Data items 11 List and define all variables for 
which data were sought (e.g., 
PICOS, funding sources) and any 
assumptions and simplifications 
made

Supplementary file – Microsoft Excel
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approach of the research methods, objectives, and abstract use of authentic data sources. 
The validity and reliability of the research design approaches adopted were evaluated. 
There was also a consideration of ethical issues. A thorough evaluation was done of the 
comprehensive description of findings and outcomes, and of the appropriateness of the 
qualitative methodology, use of valid research designs, and clearly stated results of the 
research., The use of valid research designs and clearly stated research findings were 
analyzed. The flow diagram of the PRISMA methodology adopted for the research is 
illustrated in Fig. 3, where the parameter ‘n’ represents the number of articles identified 
and the PRISMA checklist in Table 2. Extended results are attached in Table 3.

Results and discussion
Big data in health care

The findings flow diagram of the PRISMA methodology adopted for the research is 
illustrated in Fig. 3, where the parameter ‘n’ represents the number of articles identified, 
and the PRISMA checklist write-up is in Table 2. The extended results of the articles are 
attached in Table 3. The selection process is visualized in Fig. 3 as a PRISMA flow dia-
gram, showing the number of papers (n) obtained from each stage of the review process, 
i.e., search results, duplicate removal, title and abstract screening, full-text screening, 
and final selected papers.

RQ1: What is big data’s role in the health care system?

Big data is now considered the gold standard of the new technological era, especially 
for an institute that encounters great quantities of data daily, such as in the health care 
sector. Considering the importance of big data in healthcare, the content is analyzed to 
showcase how data is utilized in the healthcare sectors of the UAE and the certain chal-
lenges faced by the healthcare industry in this regard.

Big data can improve the efficiency and effectiveness of health strategy and policy. 
They can shift the policymaking from the patient visit to more advanced (value-based) 
policies with big data analysis, which can accurately reflect the population, as Gamache 
mentioned [21]. It was also noted by Auffray et al. and Balsam et al. that big data could 
help formulate a prevention and prediction strategy, in addition to improvement in the 

Table 1  (continued)

Section/topic # Checklist item Reported on page #

Risk of bias in individual studies 12 Describe methods used for 
assessing risk of bias of individual 
studies (including specification of 
whether this was done at the study 
or outcome level), and how this 
information is to be used in any 
data synthesis

Supplementary file – Microsoft Excel

Summary measures 13 State the principal summary 
measures (e.g., risk ratio, difference 
in means)

Supplementary file – Microsoft Excel

Synthesis of results 14 Describe the methods of handling 
data and combining results of 
studies, if done, including measures 
of consistency (e.g., I2) for each 
meta-analysis

Supplementary file – Microsoft Excel
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health of the population [9, 58]. Big data can help improve individual health progress 
and shift toward personalized medicine. It can predict personal health and improve cli-
nician decisions [25]. In addition, big data can assist in a clinical trial in choosing suita-
ble participants and make the process less expensive. Big data can also give more insight 
into drug safety, early detection, and trace adverse drug side effects. Big data can also 
help monitor infectious disease trends and track the cases among the population, which 
can assist in making the right decision and act immediately to limit the spread of conta-
gious diseases.

It is mentioned by Zeng that big data integration with different behavioral and social 
factors can help in better understanding of health care and health disparities, to enhance 
the population health and reduce such disparities [47]. Zeng discusses two vital areas 
where big data can play an essential role in the health care system: it can help integrate 
and understand social factors impacting population health to improve the population’s 
quality of care [47].

The USA HITECH Act helps adopt the EMR, contributing to data generation and 
reducing health disparities. The same applies to the context of the UAE, where an 
EMR is adopted among various public and private sector authorities. The EMR is 

Fig. 3  PRISMA Results of Flow of information through the different phases of a systematic review
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Table 2  PRISMA 2009 Checklist- Big Data Write-up

Section/topic # Checklist item Reported on page #

TITLE

Title 1 Systematic review for “Big data & 
health care system.”

ABSTRACT​

Structured summary 2 Research method limited to sec-
ondary data through a published 
journal on “PubMed” website was 
done, and limitation of the studies 
to the keyword “Big data mining 
and Healthcare” was done. The 
period was selected between 
January 2016 and September 2020, 
limited to English language and 
free full text

Supplementary file – Microsoft Excel

INTRODUCTION

Rationale 3 Many studies describe the impor-
tance of harvesting big data in 
different sectors, including health 
care; however, the authors did not 
locate a single research within the 
context of the United Arab Emirates 
(UAE). Therefore, the authors are 
verifying the applicabilities of vari-
ous studies finding within the UAE 
health sector. The motivation for 
this systematic review is to provide 
new researchers insights into the 
field of big data usage in health 
care systems, together with its asso-
ciated challenges, or as a guide for 
researchers interested in exploring 
the opportunities and solving the 
challenges of big data implementa-
tion in emerging countries such 
as the UAE. Thus the following 
research questions are designed, 
which this paper aims to answer:
With RQ1, we can investigate the 
role of big data usage in improving 
health care systems and its’ industry. 
Moreover, RQ2 allows us to find the 
existing solutions to enhance the 
quality of care services in health 
care systems using big data. RQ3, 
on the other hand, gives an insight 
into how various challenges can be 
mitigated to enhance the imple-
mentation of big data technologies 
in health care systems

Supplementary file – Microsoft Excel
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Table 2  (continued)

Section/topic # Checklist item Reported on page #

Objectives 4 This research study aims to gain 
further insight using a systematic 
approach to review the role and 
effectiveness of big data in the 
area of health care within the UAE. 
The objectives of the study using 
PRISMA are:
•RQ1: What is big data’s role in the 
health care system?
•RQ2: What are the potential oppor-
tunities to enhance quality-of-care 
services through integrating big 
data in the health care system?
•RQ3: How to best understand the 
challenges of implementing and 
using big data technologies?

Supplementary file – Microsoft Excel

METHODS

Protocol and registration 5 The research was done through 
a single web engine, “PubMed” 
and all the collection criteria like 
language, full free text, and period 
were entered through the website 
and the keywords

Supplementary file – Microsoft Excel

Eligibility criteria 6 Studies were included in qualita-
tive studies, published journal from 
January 2016 to September 2020, 
limited to English language, full 
free text

Supplementary file – Microsoft Excel

Information sources 7 The database was “PubMed”, no 
authored as contacted as the study 
limited to full free text only

Supplementary file – Microsoft Excel

Search 8 The search was done through 
the website” PubMed” through 
keywords (Big data and Healthcare), 
which resulted in thousands of 
studies that were irrelevant to the 
research aim and objective. Then 
the keywords were more specified 
to (Mining bigdata and Healthcare), 
restricted to the English language 
and time (2016–2020) resulted in 
685 reviews

Supplementary file – Microsoft Excel

Study selection 9 A systematic review of the studies 
was conducted, and the articles 
were judged according to their 
objectives, the approach of the 
description methodology and 
study design, use of authentic data 
sources, validity and reliability of 
the study method, analysis, consid-
eration of the ethical issues, com-
prehensive description of finding 
and outcomes, the appropriateness 
of the tools used for data mining, 
the suitability of the qualitative 
methodology, use of valid research 
designs, and clearly stated findings 
of the research

Supplementary file – Microsoft Excel
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considered a new opportunity to create a vast amount of data to understand better 
other demographic factors and their effects on a large population. Still, there is an 
issue related to the standardization of medical notes worldwide, which play an essen-
tial role in a better understanding and data analysis. Big data analysis can improve 
health care delivery and reduce unnecessary costs. Big data can help better under-
stand disease progression and the side effect of medications and ensure that health 
care delivers equally among the population. In addition to EMR data, integration with 
other devices such as home monitoring devices and smartphone applications may 
provide better insight into the population data.

Table 2  (continued)

Section/topic # Checklist item Reported on page #

Data collection process 10 The search was done through 
the website” PubMed” through 
keywords (Big data and Healthcare), 
which resulted in thousands of 
studies that were irrelevant to the 
research aim and objective. Then 
the keywords were more specified 
to (Mining bigdata and Healthcare), 
restricted to the English language 
and time (2016–2020) resulting in 
685 reviews
Then scanning of the abstract was 
done to check the relevant stud-
ies relevant to the objective was 
highlighted for further screening. 
Sixty-seven studies at the first stage 
were included, and the rest were 
excluded. Then a quick review of 
the studies was done and checked 
if it was relevant to the study aim 
and objective. Quantitative stud-
ies, and interview were excluded 
as well. Studies that highlight a 
different tool for data mining are 
excluded as well. This resulted in 
exhaustive studies, which included 
22 reviews

Supplementary file – Microsoft Excel

Data items 11 List and define all variables for 
which data were sought (e.g., 
PICOS, funding sources) and any 
assumptions and simplifications 
made

Supplementary file – Microsoft Excel

Risk of bias in individual studies 12 Describe methods used for assess-
ing the risk of bias of individual 
studies (including specification of 
whether this was done at the study 
or outcome level), and how this 
information is to be used in any 
data synthesis

Supplementary file – Microsoft Excel

Summary measures 13 State the principal summary meas-
ures (e.g., risk ratio, the difference 
in means)

Supplementary file – Microsoft Excel

Synthesis of results 14 Describe the methods of handling 
data and combining results of 
studies, if done, including measures 
of consistency (e.g., I2) for each 
meta-analysis

Supplementary file – Microsoft Excel
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Big data can improve public health surveillance and address disparities in the health 
care system. In the USA, the implementation of the Affordable Care Act and general 
insurance play an essential role in expanding the health care system and enhancing the 
accessibility of health care. The factors as mentioned above, help acquire extensive data 
from the population across different socioeconomic backgrounds to better understand 
additional population requirements and health status and formulate policy and strat-
egy based on population requirements. This approach will help allocate resources and 
enhance the health care system by utilizing big data analysis.

Big data opportunities in health care

RQ2: What are the potential opportunities to enhance quality‑of‑care services 

through integrating big data in the health care system?

Geographic information systems (GISs) can help better understand the population 
at risk and health requirements and make the proper intervention based on real-time 
data through big data analysis. Another example Gamache provides the GIS to allocate 
vaccines targeting a particular population in response to an outbreak in a specific geo-
graphic area [21].

Social media data can be essential in understanding and monitoring population behav-
ior and spreading infectious diseases. For example, Young et  al. analyzed 553,186,061 
tweets and found a correlation between the prevalence of HIV and the geographic loca-
tion of HIV-related tweets [46]. This can be expanded by knowing and analyzing the cur-
rent status and utilizing the data for future prediction of cases using big data modeling, 
analysis of population behavior, and linkage to social media data. Future projections can 
help make the proper intervention to reduce the spread of infections [47, 56, 58], reduc-
ing the cost of the disease burden on the community and health care system.

Zeng mentioned that big data modeling could be more accurate than traditional meth-
ods. In addition, big data modeling can include predictive modeling to forecast a disease 
occurrence and complications related to the particular disease [47], which can help in 
a better intervention, enhance the health outcome, and reduce the disease progression.

Challenges related to big data

RQ3: How to best understand the challenges of implementing and using big data 

technologies?

Many challenges are identified in the literature concerning the application of big data in 
the health care system. For example, the study performed by Auffray et al. [9] and Zeng 
[47] highlighted some of the key challenges concerning the development of utilizing big 
data. The most common areas of concern were data privacy [50], data storage [49, 56], 
data structure [57], data ownership, and governance [21].

Data security

Health care data are considered sensitive, and most literature agrees that big data raises 
a security issue. As several USA researchers mentioned, it is regarded as a challenge 
to process big data. The Health Insurance Portability and Accountability Act of 1996 
(HIPAA) prevents client data handling without prior consent. The same applies to UAE 
Article 379 of the UAE Penal Code, which requires prior permission to manage client’s 
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data. A simple de-identification process was not the final solution, as Adibuzzaman et al. 
[1]. The De-identification still cannot protect client data within the ID process.

Further, it is easy to re-identify the person by other location or demographic infor-
mation. Data related to health issues are considered highly sensitive and private [55]. 
This is why specific regulation regarding accessibility and the availability of the data with 
consideration to the customer is required and prior consent mandatory, even if the data 
were to be coded and de-identified.

Data storage

Data storage has been a concern in many studies due to data security. The legal issue 
within different countries and accessibility of data are limited to research and govern-
ments and is without a clear data storage and accessibility policy [51–54]. Big data can-
not be stored by ordinary means, especially from different sources, including electronic 
medical records, monitoring devices, images, and lab tests.

Initiatives and solutions for data storage were discussed by Adibuzzaman et  al. [1], 
including the platform Informatics for Integrating Biology and the Bedside (i2b2). It 
is a platform of more than 100 hospitals where patient data is de-identified and stored 
for research purposes since the hospital should use another software to transfer data. 
The author argues that this initiative does not permit patients to access their data [1]. 
Moreover, the hospital required much effort to de-identify the data and used a particu-
lar platform to transfer data. If the same system is to be applied, an additional budget is 
required, and the system will be limited to structured data. It is also mentioned by Dash 
et al. that data stored at the same time it is generated is less compared to if the data is 
transferred using another system [17]. Most of the evaluated authors agreed that struc-
tured data storage and analysis is more manageable than transferal to another platform. 
Cloud-based storage remains the ideal solution, yet the security issue remains a chal-
lenge to overcome.

Missing data and unstructured data

One of the common challenges in the literature review is missing data in the electronic 
health record, unstructured data, and free-text data, which is very difficult to process 
and analyze. For example, the study conducted by Zeng mentioned electronic health 
records lack social or behavioral data and that there was no standardization of the data 
format, leading to disparities in health information [47]. This can prevent or make big 
data analysis impossible. In addition, the lack of data standardization makes data trans-
fer and acquisition impossible [23, 33, 50].

Most electronic health records are designed to make the diagnosis coding and bill-
ing more manageable and the information more explicit. Still, these are not yet advanced 
enough to make the analysis and data helpful linkage, as mentioned by Gamache [21]. One 
of the examples of the failure of EMR for data analysis is Medical Information Mart for 
Intensive Care (MIMIC III) which has collected data for more than 50,000 patients from 
Beth Israel Deaconess Hospital dating back to 2001. The researcher aimed to conduct stud-
ies to answer different questions, such as the drug–drug interaction between antihistamine 
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and antidepression. When they applied the selection criteria and checked the files, they had 
a minimal sample size, which is not representative. This issue can also apply to EMRs in 
the UAE. There are multiple EMR systems in the UAE with different software, and there 
is no standardization of medical record notes and fragmented systems between local and 
federal authorities [33]. This will make data transfer and analysis complicated, which should 
be considered.

Data ownership and governance

Health care information is considered sensitive data. Data ownership and sharing is an 
unclear and negotiable challenge among countries and has been mentioned by many stud-
ies [8, 9, 33]. The privacy policy across Europe varies, and there is no approach to big data 
sharing that can fit the existing policies in other countries. The EC for general data protec-
tion regulation (2012/0011COD) tried to synchronize the fragmented health care system to 
make the data available and useable among different European countries. One suggestion 
was to share data across a blockchain where all the transactions would be recorded and the 
data accessibility would be monitored; however, this is not yet adopted as security was a 
concern. This would not be the case in the UAE as the policy, and federal law is unified, and 
data control and accessibility could be maintained at the federal level.

Auffray et al. [9] mentioned that the USA is a “patient-driven economy” where patients 
own their data. This is a step forward and a promising approach for a fragmented health 
care system where different healthcare systems are present, as in the case of Europe and 
even the UAE. This would help the patient own their digital data, but it requires a digi-
tal infrastructure and storage system to ensure the data is transferred into a cloud. It also 
requires that it is in a structured format to access, understand, and easily analyze the data 
[59–61]. Nevertheless, this approach can help enhance health tourism and a health-driven 
economy.

Adibuzzaman et al. [1] mentioned data should be Findable, Accessible, Interoperable, and 
Reproducible (FAIR). In addition, the data would need to be stored as open source, where 
researchers, stakeholders, and even patients have access to those data while ensuring data 
protection and privacy. For example, data storage in a protected environment after properly 
de-identifying client’s ID to maintain a privacy law.

Conclusion and future recommendations
The UAE government remains aware of the power of big data, as shown by the establish-
ment of the UAE Strategy for Artificial Intelligence. The Dubai government policy frame-
work is intended to develop and implement a culture of data sharing and evidence-based 
decision-making in Dubai [38]. The study concludes that the healthcare systems in the 
UAE can be enhanced through big data; however, the authorities within the UAE must 
acknowledge that the development of efficient frameworks for the performance and quality 
assessment of the new health care system is significant. The said goal can be achieved via 
integrating big data and health informatics with the help of IT specialists, health care man-
agers, and stakeholders.
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Recommendations to use big data in the health sector in the UAE

Specific recommendations for big data handling in the health care sector

•	 Formulate a unified EMR standardization for the medical note to be able to pro-
cess medical note data and transfer it quickly.

•	 Incentivization of the health care provider to ensure they are following high stand-
ardization of EMR, as data entry is significant, and this was a significant challenge 
in previous studies.

•	 Public–private partnership is essential, and the private sector should incentivize 
to share their data. The UAE has the big challenge of population diversity, and 
most of the population is not seeking medical care in the government health care 
sectors. To overcome population discrepancy and ensure the data represents the 
whole population, data from the private sector should be accessible as well.

•	 Agree on data needed for real-time monitoring, such as infectious diseases or sur-
veillance that requires intervention. The big data analysis will simplify and quicken 
the intervention decision, consequently offering a better response from authori-
ties to an emergency.

•	 Utilize big data to take a proactive measurement and to ensure timely involve-
ment of stakeholders to prevent a disease occurring in the case of non-communi-
cable diseases. That will ultimately reduce the management cost and the burden of 
chronic diseases.

Conclusion and future research

The digital revolution has arrived, and it is impacting everyday life. There is a dire 
need to utilize existing health care system-related data, which is automatically gener-
ated daily. This big data can transform the healthcare system to improve patient care, 
proactively envisaging disease origins and implementing timely solutions to bridge 
the gaps in the existing healthcare system. It is time to think about innovative, tech-
nological solutions to link and analyze data faster, understand the disparities between 
community health and public health alongside enhancing the overall health care sys-
tem, and implement United Nations SDG Goal 3, ensuring healthy lives and promot-
ing well-being for all ages.
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