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and Information, Mansoura has attracted significant attention in a wide range of research areas and application

University, Mansoura, Egypt . . N . . K R . .
y P domains, including video surveillance, network intrusion detection, disease outbreak

detection, and others. Deep learning-based techniques for outlier detection have
currently outperformed machine learning and shallow approaches on streaming

data, which are big and complicated datasets. Despite the fact that deep learning has
been successfully applied in a variety of application domains, developing an effective
and appropriate model is a difficult task due to the dynamic nature and variations of
real-world applications and data. Hence, this research proposes a novel deep learning
model based on a deep neural network (DNN) to handle the outlier detection problem
in the context of streaming data. The proposed DNN model is developed with multiple
hidden layers to improve feature abstraction and capabilities. Extensive experiments
performed on four real-world outlier benchmark datasets, available at the UCI reposi-
tory, and comparisons to state-of-the-art approaches are used to evaluate the pro-
posed model’s performance. Experiment results demonstrate that it outperforms both
machine learning algorithms and deep learning competitors, resulting in significant
performance gains. Particularly, when compared to other algorithms, the evaluation
results clearly demonstrated the efficacy of the proposed approach, with much higher
accuracy, recall and f1-score rates of 99.63%, 99.014% and 99.437%, respectively.

Keywords: Outlier detection, Data streams, Deep learning, Anomaly detection, Deep
neural networks

Introduction

The growth of connectivity and increased internet usage in recent years, especially over
the past decade, have produced massive amounts of data. This type of big data is known
as streaming data, which is a potentially infinite collection of data points arranged in
ascending temporal order [1]. Thus, a data point in a data stream is not stationary;
rather, it evolves over time. Hence, data streams are often processed using time window
models because their size is potentially infinite and can’t be totally stored in memory.
Windows can be data-driven, i.e., every 100 instances, or time-based, every 20 s, for
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example, where they estimate the change incrementally throughout a data window or
over time. The most common timing window types include sliding window, landmark
window, and damped window models [2]. In the sliding window model, every window
has a fixed size w of the time ¢. Thus, each window includes just current data points
while discarding older ones, and all these points within the active window have the
same priority. In contrast, the landmark window model processes a data stream from
a time-stamp called landmark to now, keeping one of its bounds fixed at a given time
instant and allowing the other to follow the time evolution. A damped window model,
on the other hand, assigns weights to the data in the stream, with each item assigned a
weight based on its arrival time, and assigns larger weights to current data than to previ-
ous data, and this weight then declines exponentially over time in accordance with some
ageing function. Streaming data is vulnerable to anomalous data points, which are called
outliers as a result of the large amount of data involved. Hawkins [3] defined an outlier as
“an observation that deviates so significantly from other observations as to arouse suspi-
cion that it was generated by a different mechanism”. In addition, outliers are also known
as anomalies, abnormalities, or deviants in the statistics and data mining literature [4].
Outlier data is commonly detected in order to provide early warning of danger or to
uncover novel possibilities. Outlier detection is the process of finding data items that do
not follow predicted or normal behavior. Detection of outliers over data streams is gain-
ing popularity because it has a wide range of applications, including, but not limited to,
fraud detection in the banking and finance sector, fault detection in the industry sector,
and abnormal vitals and early disease detection in the healthcare and medical sector. On
the other hand, outlier detection in data streams is a significant difficulty to overcome
since the underlying distribution of this data may not be known in advance. Hence, this
process over streaming data may be done in an offline or online mode. Outliers in histor-
ical data are detected offline using batch processing, which is the simultaneous process-
ing of a huge volume of data. In online mode, instead, fresh data points come in while
outliers are detected and this is called real-time processing. Real-time mode ensures that
data is executed within a short time after it is received. In this study, the sliding window
setting is adopted through the real-time streaming processing mode.

Deep neural networks (DNNs) have lately emerged as the go-to solution for tackling
a wide range of problems in many domains, such as computer vision, natural language
processing (NLP), and network security, etc. They dominate in these areas due to
their deep design, which enables them to provide numerous representations for learn-
ing complicated features for effective prediction. In addition, the deep architecture
of DNN addresses the constraints of classic ML techniques in terms of the manual
feature engineering that is required, generalization to new changes in data, and scal-
ability. Therefore, these characteristics of DNN have made it a suitable approach for
outlier detection [5, 6]. A deep neural network is a supervised learning approach that
trains the model over multiple layers. The term “deep” denotes the number of layers
used to extract the data features. Figure 1 depicts the overall structure of a DNN,
which comprises an input layer, a number of hidden layers, and an output layer. A
layer is a group of neurons that are layered in various ways, such as convolutional
and pooling, fully connected, and recurrent layers, where these layers may be used
to construct a variety of popular neural networks, such as Convolutional neural
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networks (CNN), multilayer perceptron networks (MLP), and Recurrent Neural Net-
works (RNN). DNNs develop expressive representations by using complicated combi-
nations of linear or nonlinear functions that may be represented by a computational
graph. Such functions are known as “activation functions” because they determine
the output of computational graph nodes, or neurons in neural networks, given spe-
cific inputs. Common activation functions include sigmoid, ReLU (Rectified Linear
Unit), linear, and tanh.

In this paper, a novel deep learning-based model based on the deep neural network
(DNN) is presented for detecting outliers in the context of streaming data. The pro-
posed model uses the slide window approach in order to process streaming data to
provide an online DNN-based framework for detecting outlier instances in real-time.
In the proposed model, a DNN is developed with an input layer, three hidden layers,
and an output layer with two neurons for recording an instance as an outlier or inlier.
The ReLU function serves as an activation function for the three hidden layers, while
the sigmoid function serves as an activation function for the output layer. The study’s
most notable contributions are as follows:

1. A novel online outlier detection approach based on the DNN technique is proposed
in the context of streaming data.

2. The proposed model applies the sliding window time-based concept and real-time
processing mode to process the flow of streaming data.

3. A review of the literature on outlier detection in data stream settings using both
machine learning and deep learning approaches is conducted.

4. On four outlier detection benchmark datasets, an extensive experimental study of
various machine-learning-based methods and state-of-the-art deep-learning-based
outlier detection approaches was conducted.

5. The proposed model outperforms the state-of-the-art approaches, and it achieves
the best tradeoft by achieving a high detection rate while having a low miss rate.
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Fig. 2 Artificial Intelligence vs. Machine Learning vs. Deep Learning

The rest of this paper is structured as follows: “Related work” section provides an
overview of the literature. “The proposed DNN model” section describes the pro-
posed model adopted in this work. Experimental results and analysis Section includes
a detailed explanation of the used datasets, experimental setup, and a discussion of the
results. Finally, Conclusions and Future Work Section wraps up the proposed work by
outlining future directions.

Related work

Outlier detection approaches in the setting of data streams have been divided into three
categories: machine learning (ML), deep learning (DL), and hybrid techniques that com-
bine ML and DL approaches [7]. As shown in Fig. 2, machine learning is a method that
enables computers to learn without even being explicitly taught, in which the system
may learn from the past or present and make a prediction or decision in the future [8].
Deep learning (DL), on the other hand, is a subtype of ML in the artificial intelligence
(Al field, where Al is the field that enables computers to act like humans and that devel-
ops neural networks to learn supervised, semi-supervised, or unsupervised from struc-
tured or unstructured data [9, 10]. In comparison to traditional ML approaches, recent
advances in deep learning techniques have made it feasible to vastly increase outlier
detection performance [11]. Deep learning for outlier detection entails using neural net-
works to develop feature representations or outlier scores for detecting outlier data [12].
It recently demonstrated exceptional abilities in learning expressive models of complex
big data such as graph data, trajectories data, high-dimensional streaming data and tem-
poral-spatial data.

Machine learning techniques are at the heart of a significant variety of existing outlier
detection approaches. In the literature, several research methods on outlier detection for
streaming data have been proposed, which were density-based [13—18], cluster-based
[19-24], distance-based [25-28], classification-based [29-31], kernel-based [32-34] or
ensemble-based techniques [35-40].

On the other hand, some recent deep learning-based outlier detection tech-
niques have been presented. For instance, Chambers et al. [41] presented a unique
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DNN-based technique called DeepStreamCE to identify concept evolution that used
deep neural network activations in a streaming context. Another notable study is
proposed in [42], where a framework for DNN-based anomaly detection is proposed,
including explanations for any anomalies discovered. DeepAnT is a deep learning-
based unsupervised anomaly detection approach proposed by the authors of [43]. It
had two modules: the time-series predictor module, which was responsible for fore-
casting the next timestamp, and the anomaly detecting module, which was respon-
sible for determining if a data point was normal or an outlier. DeepAnT trains CNN
on raw data without eliminating abnormalities. They utilized two convolutional
layers, which were followed by a max-pooling layer. A recent paper [44] proposes
exploiting disturbances in the frequency domain’s amplitude and phase spectrums
for data augmentation in time series anomaly detection using a convolutional neural
network (CNN).

In order to create effective models, researchers, in certain circumstances, turn to
hybrid techniques that combine ML and DL methodologies. All of these techniques,
in particular, inspect DL methods for complexity and feature reduction, followed by
an ML predictor. Shone et al. [45], for example, used a hybrid technique of inte-
grating autoencoder (AE) with the random forest technique by simply employing the
encoder component of AE. Marir et al. created another hybrid technique by com-
bining the deep belief network (DBN) with SVM using the ensemble approach and
voting [46]. Furthermore, Yan et al. proposed another hybrid concept by combining
sparse autoencoder and support vector machine (SVM), but this method had dif-
ficulty detecting minority outlier labels [47]. Munir et al. [48] proposed FuseAD, a
hybrid unsupervised anomaly detection framework that combines statistical and
deep-learning-based approaches. In particular, the Auto-regressive Moving Aver-
age (ARIMA) method and convolutional neural network (CNN) were used in the
framework to address the anomaly detection problem over streaming sensors data.
Federated Learning (FL) is an emerging branch of Al and machine learning in which
a recent study [49] proposes bridging the gap between anomaly detection, feder-
ated learning, and data streams. None of the previous studies detected outliers using
deep neural networks with high accuracy, precision, recall, and other metrics while
minimizing false alarm and miss rates, as we did in this study. Although machine
learning techniques have been at the heart of the outlier detection problem for many
years, they have many limitations, such as the fact that they perform efficiently only
on a predetermined set of features and become unreliable when new features are
introduced into the system, whereas deep learning is efficient and works best in
this situation. Deep learning-based outlier detection for streaming data is, however,
still under-researched. Currently, Deep Neural Networks (DNN), Recurrent Neural
Networks (RNN), Convolutional Neural Networks (CNN), Deep Belief Networks
(DBN), Autoencoders (AE), Generative Adversarial Networks (GAN), and other
DL approaches have been used by researchers to construct effective outlier detec-
tion models [50]. This is due to its superior learning capability from data, as well as
its robustness and performance in solving difficult outlier detection problems for a
wide range of real-world applications.
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The proposed DNN model

The proposed DNN-based model for detecting outliers over stream is a combination
of three sequential phases, which are data preprocessing, DNN training, and detection
phases. The workflow of the proposed DNN-based model is presented in Fig. 3. The
approach applied to developing the DNN-based outlier detection model is thoroughly
discussed in the next subsections.

Data preprocessing phase

Data preprocessing is a necessary stage that promotes the extraction of relevant insights
from data by improving the quality of the data. Therefore, the data preprocessing phase
is the first stage of the outlier detection model for processing and cleanup of the raw data
to create and train the DNN-based model. This phase consists of five consecutive steps:

Importing the dataset
The dataset is imported that is collected from the stream systems.

Handling missing values of data

IT is critical to identify and handle missing values effectively, as missing data can signifi-
cantly influence the conclusions that can be formed from the data. Hence, for variables
with missing values, we will replace the missing values based on the data type of the var-
iable: numerical or categorical. Specifically, if the missing data is numerical, the variable
mean is used to fill in the blanks. If it is categorical, the variable mode is used instead.
This neutrally removes the erroneous bias that might be produced by missing values.
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Fig. 3 The proposed DNN-based Outlier Detection Model
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Encoding categorical data

DNN s basically work only with numerical data. Hence, these categorical variables are
converted to numerical representations. The One-Hot Encoding technique is used for
that conversion.

Splitting the dataset

The step of splitting the dataset, which divides the dataset into two subsets: training
and testing sets, marks the completion of the data preparation phase. The training set
is the dataset subset that is utilized to train the deep neural network. In contrast, the
test set is the dataset subset that is used to test the model and evaluate it against an
unknown test set. The data in this study is randomly divided so that the training set
comprises 70% of the data and the testing set has 30% of the data.

Feature scaling for the training set

Feature scaling is a method for standardizing a dataset’s independent variables within
a certain range. In other words, feature scaling reduces the number of variables to a
manageable number that can be compared on an equitable basis. Thus, each feature is
standardized except for the target label in the training data based on Eq. (1).

/X — mean(x)

X = (1)
o
where x is the data point’s new value, x is the original data point value, and o is the
standard deviation.

Scaling of features for the test set
For the testing data, subtract the mean of the training data from the values of each
feature and divide the resulting values by the training data’s standard deviation.

DNN training phase
During the DNN training phase, a deep neural network comprising an input layer,
three hidden layers, and an output layer is built to increase the abstraction features
for more capability. The DNN used in this study is based on the feed-forward artificial
neural network concept. The input layer nodes, in particular, accept the input training
data and have the same number of neurons as the training data’s number of features.
The input layer (1) is linked to the hidden layer nodes through weights (w), and the
resulting link weights are generated using an activation function before being linked
to the output layer nodes. As indicated in Fig. 4, the output layer nodes are two neu-
rons for identifying instances as outliers or normal.

In this study, the activation function used for all three hidden layers is the ReLU
function, which computes bias (b) from weighted inputs for the next layer of the net-

work based on the result of each preceding layer, as given in Eq. (2).

Relu(x) = max(0, x) (2)
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More formally, Eq. (3) and Eq. (4) are used for determining the output of each hid-
den layer of the network:

= fh (3)

Zl — Wlxl—l + bl (4)
where the output activation function f(z')is calculated by the Relu function as in Eq. (2),
lis the current layer, and w and b denote the hidden layer’s weight and bias.

The final output decision layer is a fully-connected layer, which is fitted with a sig-
moid activation function computed by Eq. (5). It is a sigmoid classification layer that

considers two neurons to reflect the normal and outlier classification.
sigmoid(z) = 1/1+e™* (5)

This sigmoid activation function is used for mapping the data instances x = (x;, %, ,...,
%) to an outlier score which represents the probability of being an outlier.

From the statistical perspective, normal instances have higher probabilities as they
are frequent measurements, but outlier instances are prone to have lower probabil-
ities as they are rare events. Therefore, this fact enables us to distinguish between
outlierness and normality where the values of probability are in the range of [0, 1]
to classify data instances to outliers or normal. Specifically, the higher probability
denotes a greater degree of being an outlier.

The outlierness score is calculated by ¢(x|0) function in Eq. (6)

k
exl0) = Y wyziz (6)

ij=1

where z; is a low-dimensional embedding of x’s i" feature value in the representation
space Z, w;; is a trainable parameter that represents the interaction’s weight. The DNN
training phase outcomes in a trained DNN model that can distinguish between outlier
and normal training data instances.
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Detection phase

The detection phase is the final stage of the proposed framework. The trained deep neu-
ral network model is used to categorize the unseen data as outliers or normal instances.
Subsequently, the test data is tested on the trained DNN model, and then it assigns an
outlierness score to a given unseen instance. The cumulative probability of the sigmoid
response vectors is used to get the final outlierness score.

Experimental results and analysis

This section describes both the experimental setting and the results of experiments. The
dataset that was used in the study and its description are presented first. Then, the eval-
uation metrics and experimental setup are elaborated. Finally, the results are presented
and discussed.

Dataset description

Four benchmark datasets are utilized to assess the performance of the proposed frame-
work: Breast-Cancer, Thyroid Disease, Musk, and Cardiotocography. All of these data-
sets are accessible in comma-separated values (CSV) format from the UCI machine
learning repository [51]. Table 1 summarizes the number of instances of outliers and
inliers in the benchmark datasets.

Breast Cancer

The Breast-Cancer dataset contains 9 attributes and a total of 683 instances, with 239
outlier instances, which are the cancer cases; these cases represent about 35% of the
total dataset. All attributes are numerical data, so there is no need for the encoding pro-
cess. Because of its low dimensionality, there is no need to apply feature selection or
feature reduction. To handle missing values in this dataset, they are replaced with their

mean values.

Annthyroid

This dataset is for thyroid disease cases, and it has 6 numerical attributes and 15 cat-
egorical attributes. There are three classes: hyperfunction, subnormal functioning, and
not hypothyroid. The hyperfunction and subnormal functioning classes are considered
outlier classes, but the not hypothyroid class is treated as an inlier class. Because this
dataset has missing values, numerical attributes are replaced with the attribute mean
while categorical attributes with the attribute mode. The technique of one-hot encoding
is used to encode categorical data and convert it to numerical data.

Table 1 Description of datasets

Dataset # of attributes # of instances # of outliers Percentage of  # of inliers
outlier (%)

Breast-cancer 30 683 239 34.99 444
Annthyroid 21 7200 534 742 6666
Musk 168 6598 211 32 6387

Cardiotocography 23 2126 204 96 1922
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Musk

The musk dataset included information about whether a molecule was musk or non-
musk. Its attributes are all numerical values, and there are approximately 211 outlier
instances. There are several classes, but we combined non-musk classes (j146, j147,
and 252) to form inliers, and musk classes (213 and 211) were added as outliers. Other

courses were dropped.

Cardiotocography

The cardiotocography dataset has measurements of fetal heart rate and uterine contrac-
tion features. It contains 23 numerical attributes and 2126 instances. There are three
classes in this dataset; the normal class (inlier), the pathologic class (outlier), and the
suspect class that was discarded. Like the breast-cancer dataset, there is no need for the

encoding process.

Evaluation metrics

The proposed deep learning-based model’s performance and effectiveness are evaluated
using accuracy, specificity or true negative rate, false alarm rate, false negative rate or
miss rate, precision, recall or sensitivity, and F1-Score metrics, which are considered the
standard metrics for evaluating any outlier detection method. These evaluation metrics
are based on the four parts of the confusion matrix shown in Table 2, which are true
positive (TP), false negative (FN), false positive (FP), and true negative (TN). In more
detail, the true positive (TP) means that the model predicted the data point as an outlier
and it was actually outlier data, the false negative (FN) means that the model predicted
the data point as inlier data but it was actually an outlier instance, the false positive (FP)
means that the model predicted the data point as an outlier data but it was actually an
inlier instance, and finally, the true negative (TN) means that the model predicted the
data point as an inlier data and it was actually inlier or normal. Therefore, the accurate
detections of outlier and inlier occurrences are represented by TP and TN, respectively,
which are shaded green in Table 2. Whereas, FP and FN are erroneous detections of the
model, so they are represented in red shading. Table 3 defines in detail the standard met-
rics used to evaluate the proposed model.

Experimental setup

The proposed model is developed by the open source Python programming language
using the Keras API, which is an open source library for neural networks that operates
on top of the TensorFlow framework and supports various DL techniques such as DNN,

Table 2 The confusion matrix

Predicted Instances

Outlier (1) Normal (0)
Actual Instances Outlier (1) TP FN
Normal (0) FP TN
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Table 3 The evaluation metrics

Evaluation metric Definition Equation
i TP+IN
Accuracy The percentage of accurately predicted data to the total PPN
amount of data
True Negative Rate (Specificity) The proportion of correctly predicted inlier data to total HLiNTN
normal data
False alarm rate The proportion of outliers that were incorrectly predicted Fri%

in comparison to all inlier instances
False negative rate (Miss rate) ~ The proportion of incorrectly predicted inlier data to total TPiiNFN

outliers

It indicates the probability that the model will miss the

outlier cases

Precision The proportion of correctly predicted outliers to all pre- %
dicted outlier instances
Recall (Sensitivity or hit rate) The proportion of correctly predicted outliers to all actual TP%FN
outliers
F1-score The harmonic mean of precision and recall values F — o PrecisionxRecall
- recision-+Recall

CNN, and RNN [5]. In addition, the implementation and performance evaluation of the
proposed model are done in a Google Colab environment [52].

For the hyper-parameter settings, the optimizer was set to Adam with a learning rate
of 0.001, the loss function was binary cross-entropy, and the batch size was selected to
be 28. The activation functions utilized in this work are ReLU for the hidden layers and
sigmoid for the output layer, as mentioned above. On the other hand, all datasets are
divided into two groups: 70% training data and 30% test data. We specifically trained
and tested the proposed model independently using fivefold cross-validation to reduce
the proposed model’s overfitting problem and increase its robustness at the same time,
where a dataset is randomly partitioned into training and test sets. Overfitting can lead
to an increase in the number of false positive detections of outliers, lowering the overall
accuracy of the model; thus, we are attempting to avoid this issue. Furthermore, regu-
larization is used to address this issue by introducing a penalty term into the loss func-
tion, i.e., a binary cross-entropy function is used as a loss function on the training set to
decrease the complexity of the learned model.

Results and discussion

Experiments were conducted to evaluate the proposed DNN-based model for detect-
ing outliers in data streams. More specifically, we assessed the classification accuracy
and the aforementioned metrics to evaluate the model’s ability to make the right deci-
sion. The proposed DNN-based model is compared with two different DL algorithms,
which are DeepAnt [43] and RobustTAD [44]. Table 4 presents the results in terms of
percentages for the performance evaluation measures evaluated in this study. It can be
seen that when the ratio of outliers increases, the detection performance of DeepAnt
and RobustTAD suffers significantly. However, the proposed model stays robust, such
as in the case of Cardiotocography and Annthyroid datasets. Figures 5 and 6 also show
the results of the performance measures. When compared to the other two DL methods,
the proposed model had the highest accuracy scores of 98.354%, 98.644%, 99.241%, and
99.631%, while DeepAnt had the lowest accuracy scores of 91.037%, 93.618%, 90.392%,
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Table 4 Performance evaluation of different DL methods (%)

Dataset Algorithm Accuracy TNR FAR  FNR Precision Recall F1-score

Breast-Cancer DeepAnT [43] 93.618 94361 5639 6.918 94.067 93.082 93.541
RobustTAD [44]  95.864 96.938  3.062 4789 96.243 95211 95.642
Proposed model 98.354 96.544 3.456 2.215 98.579 97.785 98.108
Annthyroid DeepAnT [43] 91.037 92304  7.696 9.164 91.210 90.836  91.120
RobustTAD [44]  95.646 96408 3592 4543 95914 95457 95603
Proposed model 98.644 97.034 2966 1.706 98.853 98.294 98.543
Musk DeepAnT [43] 90.392 92.143 7857 10.195 90.491 89.805  90.098
RobustTAD [44] 94451 93469  6.531 5979 94670 94.021 94392
Proposed model  99.241 97.493 2.507 1.268 98.903 98.732 98.985
Cardiotocography ~ DeepAnT [43] 90.816 91362 8638 10368 90.984 89.632  90.620
RobustTAD [44]  93.828 92713 7287 6025 95017 93975 94.749
Proposed model  99.631 97.682 2318 0.986 99.702 99.014 99.437

The highest scores are highlighted in bold

W Accuracy HTNR W Precision Recall ®F1-Score
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Fig.5 Performance Metrics for different DL Methods on different Benchmark Datasets

and 90.816% for Breast-Cancer, Annthyroid, Musk, and Cardiotocography datasets,
respectively. On the considered datasets, the proposed model correctly predicted outlier
data with precision scores of 98.579%, 98.853%, 98.903%, and 99.702%. Furthermore, in
terms of specificity, recall, and F1-score measures, the proposed model outperformed
the DeepAnT and RobustTAD models.

Figure 6 compares the proposed model’s performance to that of the other two DL-
based techniques, DeepAnT and RobustTAD, in terms of FNR and FAR. When com-
pared to other approaches, the proposed model demonstrated an extremely low FNR
and FAR. It attained a false alarm rate of 3.456%, 2.966%, 2.50%, and 2.318%, respectively,
while maintaining a very high detection rate. It can be observed that the competitor
models exhibit greater FNR and FAR rates, demonstrating their inability to accurately
detect outlier data instances.

Unlike the other two approaches, which tend to perform better on simple and low-
dimensionality datasets such as the Breast-Cancer dataset, the benefit of the proposed
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Fig. 6 Performance Metrics (FAR & FNR) of different DL Algorithms
Table 5 Performance evaluation of different ML methods (%)
Dataset Algorithm Accuracy TNR FAR FNR Precision Recall F1-Score
Musk KNN 81.580 88390 1161 8.347 83.752 91.653 91.285
SVM 84.451 90.813 9.187 5208 84610 94,792  92.204

Random forest 89413 93684 6316 4989  90.688 95011  93.942
Proposed model  99.241 97.493 2507 1.268 98.903 98.732 98.985
Cardiotocography ~ KNN 80.614 87.567 12438 11372 82326 88.628  90.567
SYM 83.828 89.651 10349 9963 85711 90.037  90.930
Random forest 85.653 92874 7126 7606  90.014 92.394 91507
Proposed model  99.631 97.682 2318 0.986 99.702 99.014 99.437

The highest scores are highlighted in bold

model becomes increasingly apparent on datasets of greater complexity and dimension-
ality. In particular, on the Annthyroid and Musk datasets, where Annthyroid has the
most instances and Musk has the most features, the proposed model beats both alter-
natives. The proposed model, on the other hand, achieves the highest rates on both the
Cardiotocography dataset, which has the highest outlier ratio, and the Musk dataset,
which has the lowest outlier ratio.

In the next set of experiments, the proposed model is compared to the traditional
machine learning algorithms such as KNN, SVM, and Random Forest. Table 5 sum-
marizes the overall findings from the experiment, which was limited to two datasets,
i.e., Annthyroid and Musk. These datasets were chosen because they have the highest
dimensionality. Notably, as shown in Fig. 7, the proposed DNN-based model outper-
forms standard ML techniques across all metrics; this is due to the superior performance
of DL techniques over ML techniques..
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Fig. 7 Performance Comparison between ML methods and the proposed Model

Conclusions and future work

This research provides a novel outlier detection framework for streaming data settings
based on deep neural networks (DNN) that can efficiently classify data flows as nor-
mal or outlier instances. The proposed model is evaluated on many real-world datasets
and the experiment results demonstrated that it outperformed two state-of-the-art DL
approaches in terms of detection accuracy, with a least false alarm rate that ranged from
2.3 to 3.4%. It was also revealed that the framework’s detection rate, or recall, for detect-
ing outliers varied from 97 to 99%. Furthermore, the proposed model definitely outper-
formed the classic ML techniques. However, because of the time required to train the
model and its focus solely on detecting global outliers, the current version of the pro-
posed model is not completely inadequate.

For future work, we plan to expand on this work by applying our approach to mul-
ticlass classification settings and utilizing additional DL techniques to more effectively
solve the outlier detection problem in the context of data streams. Additionally, we
intend to touch on the contextual outlier problem.
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