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Introduction
Data plays a significant role in allowing businesses to gain competitive advantages and
enabling researchers to develop new and better insights, algorithms, and technologies
[1-3]. With the advancement of Internet of Things (IoT) technologies and its growth
in adoptions [4, 5], the number of physical world data measured and digitized is also
increasing [6].

Telemetry data is one particular type of physical world data widely used and associated
with sensor readings in IoT applications [7]. Numerous works are using telemetry data
with machine learning or other analytic methods for various domain-specific applica-
tions, such as predictions of energy demand on smart grid systems [8—11], room ambi-
ent modeling for green buildings [12—-14], and indoor positioning [15-18].

The process of logging (or collecting) physical world data with IoT faces many
challenges, one of them being that proper physical measurements mostly require
domain-specific knowledge. For example, measuring room temperature and humidity
for efficient HVAC conditioning purposes requires proper sensors’ positioning and
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calibration [19, 20]. Similarly, in the agricultural field, the measurements of the condi-
tion of the crops must also be appropriately performed lest the collected data may not
provide any helpful insight [21-23]. Another example is energy consumption moni-
toring, where some methods require tapping into the power line, which may intro-
duce hazards if done inappropriately [24, 25].

Connectivity is also one of the main problems with IoT data logging, where we
expect IoT devices to maintain periodic logging when facing disconnections [26-28].
‘Store-then-send when the connection is available’ is a standard method but is not
always applicable to IoT devices with limited resources. Failure to implement proper
countermeasures against disconnection may result in missing sensor data points,
resulting in difficulties during data processing and analysis [29-31]. While methods
like data imputation [32-34] can alleviate this problem, complete data points are
always more beneficial. Paired with the lack of domain-specific knowledge during
measurements, it may compromise the data quality even further.

Data sharing is one possible solution to the data quality problem. However, exten-
sive works on IoT systems and IoT architectures led to a vast range of devices, archi-
tectures, logical elements, and data formats. Data sharing itself hence boils down
to a semantic interoperability problem [35]. W3C Semantic Sensor Network (SSN)
[36] is one widely used ontologies conforming to W3C Semantic Web technologies
for representing elements in sensor networks. FIESTA-IoT proposed an IoT ontology
by combining various aspects from SSN, DUL, IoT-lite, WGS84, Time, and M3-lite
taxonomy [37]. Gyrard et al. [38] devised a formal methodology namely SEG 3.0 for
unifying IoT data, enriching those data with semantics, and representing them as ser-
vices. UbiRoad [39] worked on application-specific semantics for intelligent transpor-
tation systems by defining semantic interoperability between car-embedded devices
and roadside devices. Semantics for time series data is proposed in [40]. They devel-
oped DS-Ontology, a semantic model for IoT data streams, along with the required
tools added to existing Time Series Databases (TSDBs). Matos et al. [41] views data
sharing and interoperability as a subset of context sharing, in that context sharing
emphasizes the understandability of data for human users. Their review of a large
number of IoT context-sharing platforms shows that the widely varying platform
architecture can be broken down into general building blocks.

From a broader view, the works mentioned above on semantics also promote virtualiz-
ing devices and separating hardware from software. This idea, introduced as IoT virtual-
ization, is a concept where different services and applications share the same underlying
infrastructure, particularly IoT devices [42]. It allows faster development of applica-
tions, as well as reducing the cost associated with deploying hardware. Works such as
[42-44] propose various architectures for virtualizing 10T devices as services. By shar-
ing devices, IoT virtualization inherently also promotes data sharing. Scalability, efficient
resource utilization [42, 43] and reliability [45] are other key factors promoted by IoT
virtualization.

We observe two things from the previous works on data semantics and IoT virtualiza-
tion. First, works that propose general semantics and architectures tend to be very broad
thus do not define particular data structures aside from the semantics. Meanwhile,
application or data type-specific semantics tends to lose generality in their discussion.
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Second, while they propose general semantics and architectures, most define their gen-
erality in terms of application use case.

In this work, we narrow our focus to data sharing framework and semantic specifically
for telemetry data. We kept our framework and semantic, IoT Telemetry Data Hub (IoT
TeleHub) as general as possible. Thus, the contributions of this paper are as follows:

+ We proposed IoT Telemetry Data Hub (IoT TeleHub), a general framework and
semantic for collecting and sharing telemetry data. This is discussed further in later
sections in which we build our framework and semantic on three principles, (a)
abstraction, (b) layering of elements, and (c) extensibility and openness.

+ We demonstrate the universality of the proposed framework and semantic by map-
ping it to several IoT data sharing and virtualization platforms.

+ We present a prototype that implements the proposed framework and semantics.
The prototype serves as a proof-of-concept for the framework.

The rest of this paper is structured as follows. Section "Related works on IoT virtual-
ization and sharing" discusses previous works and their implications for this work. We
present our proposed framework and semantic in "Proposed framework and semantic—
IoT TeleHub" section and discuss the mapping into existing data sharing and virtualiza-
tion frameworks in "Mapping of existing virtualization and sharing platforms" section.
The prototype implementation is discussed in Prototype as an implementation of the
framework" section. We describe our works view on machine-readable and machine-
understandable notion in "Discussion” section. Lastly, "Conclusion, limitation and
opportunities for future research” section concludes this paper.

Related works on loT virtualization and sharing

This section reviews related works, where we first discuss about interoperability of IoT
platforms, then followed by related works on IoT virtualization and data sharing. We
discuss the implication of the earlier works for our work, i.e., how we incorporate the
main ideas of those works into our proposed framework and semantic.

Interoperability of loT platforms
There is a large and growing number of IoT platforms proposed by industries and aca-
demics. Alongside, there are also growing numbers of infrastructure, architecture,
protocols, standards, semantics [35] that are local to each platform or some of the plat-
forms. While this variability allows better innovations to flourish, it also introduces IoT
interoperability problems. [35] classifies IoT interoperability into (1) device, (2) net-
work, (3) syntactical, (4) semantic, and (5) (cross) platform interoperability problems.
Among these problems, we see that solving semantic and cross-platform interoperability
provides a faster approach to unifying the varying platforms. Both semantic and cross-
platform interoperability can be defined at higher abstraction levels. Hence changes to
existing platforms can be kept minimal.

W3C defines Semantic Sensor Network (SSN) and is one widely adopted ontology;,
aiming at interoperability between IoT platforms that implement the standard [36].
FIESTA-IoT combines aspects from various ontologies from W3C’s SSN, IoT-lite, DUL,
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WGS84, Time, and M3-lite taxonomy [37]. It emphasizes on annotating the different
ontologies used by the IoT platforms to reduce required changes and maximize inter-
operability. Gyrard et al. [38] proposed SEG 3.0, a complete and formal methodology
for unifying IoT data with semantic web technologies, applying context information on
the data, and finally representing them as services. This complete methodology ensures
semantic interoperability but requires changes on multiple layers and elements for exist-
ing IoT platforms.

De Matos et al. [41] highlights the importance of context information for data, and
proposes a general architecture for context sharing platforms. The architecture’s com-
plexity is due to its attempt to cover different data formats, context formats and appli-
cations. Zeng et al. [40] narrow their focus on semantic models for time series data,
considering time series databases (TSDB) as the underlying storage solution. They devel-
oped SE-TSDB, a semantic-establishing tool suite that runs on top of TSDBs. While
this solution works well on platforms with TSDBs as their storage solution, it may lose
generality when we consider a more extensive range of platforms that use other storage
technologies.

Based on the previous works above, we infer these crucial points to incorporate into
our framework and semantic:

+ Semantic and cross-platform interoperability at higher levels of abstraction.
+ Minimize changes to existing platforms and semantics.
+ Trade-offs between case-specific semantics and generality.

loT virtualization and data sharing

In this subsection we discuss various works on [oT architectures that promote data shar-
ing and virtualization of IoT elements. Benazzouz et al. [44] introduces a general system
architecture for sharing IoT devices. It consists of (1) a heterogeneous layer where IoT
devices reside, (2) a middleware layer that covers an IoT gateway functionality for han-
dling the heterogeneity of IoT devices, and (3) an application layer that provides uniform
access for end-users. The architecture regards 10T devices as services from which end
users can access the device resources.

FogFlow [43] is a framework for scalable programming of IoT services that utilize both
cloud and edge computing. It introduces the concept of a virtual device to integrate
existing yet varying IoT devices into the framework. In short, the existing devices can be
ported to the FogFlow framework by representing them as virtual devices according to
FogFlow format.

Gyrard et al. [38] through their SEG 3.0 methodology described a set of formal steps
to build interoperable systems that work with heterogeneous data sources. The first two
steps in that methodology are the composing step which transforms data with hetero-
geneous formats into a common format, and the modeling step that annotates the data
with semantic web technologies. They treat IoT devices virtually as data producers that
provide certain data formats that must be taken into consideration in the composing
step.
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Samaniego et al. [46] represents various elements in an IoT system as virtual resources,
which are abstractions of physical and virtual entities. Based on that concept of virtual
resources, they propose an IoT architecture consisting of three layers, i.e., the physical
layer, the hardware abstraction layer (HAL), and the view abstraction layer (VAL). The
physical layer is the actual IoT devices, represented virtually in the system as HAL. By
representing the actual IoT devices as HAL, the system gains a uniform access to all the
devices, easing the management of those devices. The end users of the system see the
accessible resources through the VAL that controls what users can see and with which
access levels. The work highlights the concept of abstracting system elements to simplify
the management of resources.

Ogawa et al. [42] proposes a similar concept of IoT virtualization for efficient resource
usage in the context of a smart city. They propose an architecture for applications to
share IoT nodes by consolidating the nodes data and exposing them as functions. Specifi-
cally, these three layers comprise the architecture; (1) Gateway, on which the IoT nodes
data are pooled and possibly pre-processed, (2) Function layer that provides access to
the pooled data in certain formats, and (3) Application that utilizes the Function layer.
The architecture also incorporates containerization to improve resource utilization and
performance.

We derive the following points from the above-mentioned works.

+ Virtual device concept to address IoT devices heterogeneity, and due to the ease of
management of virtual representation of resources.

+ Clear layering of services and their responsibilities.

—_———

Application | | Application Application Extended
1 2 n framework
1
1
Service layer
(data semantics) Core
framework
Device management layer Data management layer
(node virtual representation) (data storage format)
N— BPPE
=1 \” = Edge & end
| Nodes | | Nodes | | Nodes |

devices region

Fig. 1 IoT TeleHub general architecture
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Proposed framework and semantic—IloT TeleHub

In this section, we start discussing our proposed framework, IoT TeleHub, by its general
architecture. We then discuss how the framework promotes the key aspects, (a) abstrac-
tion, (b) layering of elements, and (c) extensibility and openness in the said architecture.
Figure 1 depicts the IoT TeleHub proposed framework. Nodes are physical IoT devices
connected to the core framework. To maintain generality, we do not specify the con-
nection method between the nodes and the core framework or whether the core frame-
work is implemented on-site or in the cloud. Intermediary elements such as gateways
are grouped in the “edge and end devices region”

The core framework consists of three main elements as follows.

+ Device management layer: Deals with the virtualization of the nodes. This layer is
responsible for the hardware-software abstraction of IoT devices by defining the
node virtual representation.

» Data management layer: Responsible for the “data channel” to which the nodes send
their telemetry data. This layer handles nodes initial connection, nodes authentica-
tion, and the telemetry data sent by the nodes. To perform these tasks, it relies on
the node virtual representation defined in the device management layer. This layer
defines the data storage format for the telemetry data.

« Service layer: Provides service to applications, which at its most basic form is access
to the telemetry data in a usable and shareable format. This layer defines the data

semantic, separated from the data management layer’s data storage format.

IoT applications sit on top of the core framework, either separated from the framework
or as a part of the framework, i.e., the extended framework. The extended framework
part is optional. We include the applications as the extended framework to preserve the
generality of the whole framework. That is, we intend to have this framework applica-
ble to a wide range of IoT platforms. Some IoT sharing platforms may only provide ele-
ments up to the service layer, allowing users to build on top of the provided services. In
that case, the extended framework element is unnecessary. Other platforms may include
their applications on top of their services, regarded as the extended framework. Hence,
by separating the application-specific aspect into the extended framework, we can define
the layers in the core framework to cover only main functionalities shared by all IoT
platforms.

From here onward, we use the term framework to refer to our proposed framework,
IoT TeleHub, and the term platform to refer to existing IoT platform.

Virtual node representation

IoT devices are represented logically as virtual nodes in our framework, allowing the
separation of the actual hardware details from the system. This approach provides two
benefits, (1) abstraction and (2) security. As the devices are represented as logical enti-
ties, different hardware can be dealt with in the same manner, i.e., we can represent an
ARM-based microcontroller and an Intel-based mini PC similarly. Masking hardware
details fortifies the devices against the reconnaissance step of security attacks. Mask-
ing hardware is by no means a complete security solution as we cannot solely rely on
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the obscurity of hardware details, and other security measures have to be incorporated.

Discussion on more robust security measures is out of the scope of this work. A more

powerful IoT device may take advantage of logical representation by representing itself

as multiple nodes. For instance, a Raspberry Pi 4 is connected with several sensors that

are grouped logically. We can run multiple processes on the Raspberry Pi; each accesses

a different group of sensors and connects with the system as a different virtual node.

Again, this provides complete abstraction of the underlying hardware while allowing

logical separation of sensor arrays to ease the analysis later.

We describe our virtual node representation format as shown in Fig. 2. There are three

mandatory fields defined in the format.

3

3

3

Uniquely namespaced ID. Required to correctly identify every node in the frame-
work, particularly for data sharing.

Access token. Provides virtual nodes with access to the data management layer.

List of measurements. Measurements correspond to the physical phenomenon
measured by the node, e.g., temperature, humidity, occupancy, wind velocity, cur-
rent consumption, and other telemetry data. Each measurement is defined by label
and tag fields. The label field contains a string used to identify the measurement in
a human-understandable format. The tag field contains a string that distinguishes
the telemetry value sent by the nodes. This scheme helps in describing the data in
a human-understandable format while allowing the most efficient data format for
transmission. For instance, as illustrated in Fig. 2 we can use the label “Average Tem-
perature” to describe our ambient temperature measurement, where the IoT node
annotates the value it transmits with the tag “t” Saving several bytes of characters
in resource-constrained IoT setups is significant. For example, in a SigFox enabled
device where the maximum uplink payload size is 12 bytes [47].

Service layer
(data semantics) Core
framework

Device management layer Data management layer

(node virtual re,gresentat/bn) (data storage format)
Virtual node record
Unique ID Unique_node_ID Sends telemetry
Access token Secret_string_here data as

label tag t:26.37

List of pd
measurements Average

temperature t
Represented as

Fig. 2 Label and tag in loT TeleHub virtual node measurements
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Device management layer | | Data management layer
(node virtual representation) | (data storage format)
Node
Virtual node record Example telemetry data record per node
Unique ID Node #1 Unique ID Node #1
Access token Secret_string_here pe List of timestamp-
P value pairs
label tag List of p
. measurements h List of timestamp-
List of Power ' pe P value pairs
measurements | consumption
Power harvested ph
Fig. 3 Data storage formatin loT TeleHub

Data storage format and layering of concerns

In the IoT TeleHub framework, we characterize telemetry data as time-series data, i.e.,
one-dimensional data. Data for each measurement on each node is stored separately,
allowing flexibility in the logging method. That is, we store each measurement’s telem-
etry data as an array of £s-val pairs. ts is the timestamp and val is the value of the teleme-
try data. With this structure, an IoT node may have different sensors logging at different
periods. Figure 3 shows an example of the data storage format for an energy harvest-
ing controller. The node maintains two measurements, the “Power Consumption” and
the “Power Harvested’, represented in a virtual node format shown in the left side of
the figure. Data for each node is stored in a distinct object keyed by the unique identi-
fier (should be identical to the virtual node representation). Furthermore, data for each
measurement is stored in an array keyed by the measurement’s tag field. During opera-
tion, the node may send the two measurements together or separately as seen fit.

Service layer and data sharing semantic
Our framework broadly defines the service layer as the data translation layer but does not
define translation formats as it limits generality. For instance, consider the case where
the service layer needs to provide the stored measurements to an application layer. It
could directly return the list of measurements keyed by the tag as shown in the data
storage format in Fig. 3, and let the application layer query further which label does the
tag correspond to from the virtual node record. Another way is the service layer could
perform the label and tag matching from the virtual node record, then send it along
with the measurement data to the application layer. Despite the trivial difference, this
example illustrates how different platforms may adopt different data translation formats.
Thus, defining an exact data translation format will remove the generality of our service
layer.

We propose data sharing functionality on the service layer by defining data sharing
semantic. We describe data sharing functionality as allowing read access to nodes data
owned by specific users. In other words, the sharing is on a node basis. For that, we

1. extend the virtual node representation with owner identifier and public flag fields,
2. introduce sharing relationships between nodes and users, and
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Extended virtual node format Node-user relationships for data sharing
Extended virtual node record access_id node_id req_user_id permission
Unique ID Node #7

qu ode 1 Node#1 userA Read
Access token Secret_string_here
label tag 2 Node#1 userB Read
List of
measurements Average t 3 Node#25 userC Read
temperature
Owner ID ey 4 Node#3 userB Read
Public True 5 Node#7 userD Read
Fig. 4 Data sharing semantic with extended virtual node format and relationship table

3. define a set of methods for data sharing.

Owner identifier describes the owner of a node, while public flag specifies whether a
node is open for sharing. Figure 4 depicts this idea. Each entry in the node-user rela-
tional table is described as follows.

« access_id: a unique identifier for each node-user relationship.

«+ node_id: the unique identifier of the node being shared.

+ req_user_id: the unique identifier of the user being granted access to the node
data.

+ permission: read or write permission. Earlier, we described that data sharing func-
tionality is limited to read. This field is left for future use if write or more complex

permissions are required.

We define our data sharing semantic to allow explicit sharing. That is, users can
declare the discoverability of their nodes as public or private. Private nodes are only
visible to their owners, while public nodes can be discovered by other users and have
their data shared. We define the following methods to complete the data sharing
semantic:

« Set_node_public/private: set nodes discoverability as public or private.

o List_public nodes: list all nodes whose discoverability is public, along with
selected fields of the virtual node representation.

+ Request_access: request data sharing access for a specific node. The request will be
shown to the user who owns the node.

o List_access_requests: list all data sharing access requests for a user.

o Grant_access: grant data-sharing access for a particular node to the requesting
user. Create a new entry in the relationship table.

+ Reject_access: reject data sharing access for a particular node.

With this data sharing semantic, the data sharing process is real-time and flexible. It
removes the need to grant access to the physical devices to the requesting parties or
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manually download the data and send them over. Please note that the data sharing
semantic does not interfere with the translation functionality of the service layer. IoT
platforms may adopt this data sharing framework and define their service layer’s data
translation on the same level as the data sharing. We explore this further in our pro-
totype described in the ‘Prototype as an implementation of the framework’ section.

Extensibility and openness
Summarizing the proposed framework and semantic, we have defined:

1. Device management, data management, and service layers in the general architec-
ture. We have discussed each layer’s basic functionalities and the respective data for-
mats.

2. Extensible data formats. We consider most fields in the data formats as metadata,
which allows the incorporation of more functionalities to the framework by add-
ing more metadata to the basic formats presented in this work. For instance, we can
extend the virtual node format by adding node description, sensor types associated
with each measurement, unit metrics, or location identifiers to better index IoT
nodes [48]. Similarly, we can add measurement metadata to the data sharing seman-

tic to have more fine-grained access sharing.

The proposed framework and semantic promote openness for interoperability between
various platforms and applications, shown in Fig. 5. First, the service layer can allow
applications to access required data through public application programming inter-
faces (API). Second, the data sharing functionality we defined in the service layer can
also communicate with the data sharing functionality in other platforms. We can attain
cross-platform sharing by exchanging the output of the List_public nodes method,
appended with a unique identifier of each platform.

Platform A Platform B

Public node exchange

format

APP APP e APP Platform ID Platform A APP App e App
1 2 n 1 2 n

List of public | """

nodes

Service layer Service layer

Public node exchange

Device Data format Device Data
management | | management Platform ID | Platform B management | | management
layer layer layer layer
List of public | "

nodes

Fig. 5 Openness of the proposed framework for cross-platform data sharing
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Different data schema is a very possible case for cross-platform data sharing, hence we
describe further how our data sharing semantics approaches such a problem in the fol-

lowing two scenarios.

o Data sharing in the same platform/framework (ours). The proposed framework treats
telemetry data as collection of one-dimensional time series data, i.e. arrays of times-
tamp-value pairs. In that sense, the general data schema is rigid. However, we allow
flexibility in terms of users can freely specify what and how many ‘data fields’ to be
stored in the system, per node. The data sharing semantic only defines whether other
users can access the data from other user’s nodes. There is no difference in the stored
data format aside from the aforementioned ‘data fields’ This applies to other plat-
forms that fully adopt our framework as well.

o Cross-platform data sharing. We assume an extreme case of platforms storing telem-
etry data with a schema different from our framework. In that case, those platforms
can still adopt our data sharing semantics since it only specifies whether certain
nodes are available for sharing and which users have access to the shared nodes,
decoupled from how the data schema is represented to other platforms. The service
layer is the one responsible for translating the different data schema between plat-
forms, commonly in the form of API calls.

Mapping of existing virtualization and sharing platforms
In this section, we map our framework to three architectures or frameworks introduced
in previous works by Gyrard et al. [38], Ogawa et al. [42], and Guth et al. [49]. These
three works were selected as our framework’s mapping targets due to their architectures
covering aspects that we intend to highlight from our framework, which is detailed fur-
ther throughout this section.

The mapping is only intended to demonstrate the generality of our framework and
does not imply that our framework is better than those proposed in other works. In

Architecture introduced in loT TeleHub Framework
SEG 3.0 methodology S e .
1
1
1
; = App || App [ | AppP
Reasoning layer % 1 2 n
o 0 - H
5 Linking layer 5 i g % H
& | Ontology layer ®| & *§ g
o | § | = .2
£ | Data layer £ 2| 2| % Service layer
5 | 8| &| N
g | Middleware layer ] % - | s
4 P || 8| 2
Communication layer 2> Device Data
Hardware layer A management | | management
layer layer
N ol
Fig. 6 Mapping of the proposed framework and the semantic interoperability architecture in [38]

Page 11 of 24



Halim and Hutagalung Journal of Big Data (2022) 9:1 Page 12 of 24

particular, we would like to highlight a unique point of our framework through the map-
ping. That is, while the framework defines the layers and data formats specifically for the
case of telemetry data, it is still general enough to be mapped to multiple other frame-
works or platforms that cover a wide range of use cases. Another unique point of the
framework lies in how we consider and incorporate the machine-readable and machine-
understandable aspect in this work, which is detailed further in the Discussion section.

Figure 6 depicts the 12 layers architecture introduced in the semantic interoperability
architecture by Gyrard et al. [38] and its mapping against our framework. This architec-
ture provides an interesting comparison due to the number of its fine-grained layering of
functionalities, as opposed to the three main layers defined in our core framework, IoT
TeleHub. While it is clear that the fine-grained layers defined in [38] provide much better
separation of IoT platform functionalities, some smaller platforms might not necessar-
ily need such details. Those platforms might better adopt simpler reference architecture
with fewer layers like IoT TeleHub. By mapping our framework to the architecture intro-
duced by Gyrard et al. [38], we would like to show that IoT TeleHub with fewer layers
can cover parts of or all of the 12 layers defined in [38]. Hence, platforms that reference
our framework can evolve their functional layers as the platforms grow, with sufficiently
clear distinction between layers.

The device management and data management layers in our framework are equal, thus
might be mapped in no specific order. We describe the mapping as follows.

o Hardware and Communication layer. Responsible for getting data from IoT devices
and sending them to the Internet. Maps to our Node as the physical IoT device.

o Middleware and Ontology layer. Responsible for harmonizing existing platforms and
defining unified data models. Maps to the device management layer in IoT TeleHub.
The heterogeneity of devices or platforms as data providers can be abstracted into
virtual nodes.

+ Data and Linking layer. Consolidates and enriches data from heterogeneous sources.
Maps to the data management layer which serves as the “data channel” in IoT Tel-
eHub. The data enrichment is actually defined in virtual node representation in the
device management layer. However, as the data management layer also works with
the virtual node representation during data consolidation, we map the enrichment
functionality to this layer as well.

+ Reasoning and Querying layer. Responsible for selecting data and, if required, deduc-
ing information from the data. Maps to the service layer that provides access to data
in our framework. The service layer could provide various data formats to upper lay-
ers that may involve just data queries or even some data processing.

+ Security layer. Maps to every layer in our framework as each functionality requires
security. For instance, the data management layer in IoT TeleHub performs node
authentication before accepting data from the sending parties, while the device man-
agement layer provides abstraction of the actual hardware types.

+ Validation layer. Maps to every layer in our framework as the layers are dependent
on semantics described by other layers.

+ Service layer. Straightforwardly mapped to the service layer in our framework that
provides data access to upper layers (e.g. Application layer) or other platforms.
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+ Visualization layer. It provides user interfaces and maps to the Application in our

framework.

The architecture for IoT device virtualization proposed in [42] discussed an interesting
notion of effectively sharing IoT devices between applications, and introduced a minimal
yet functional architecture along with its deployment in a microservices-driven setup.
As opposed to the previous mapping to [38], in this mapping we instead expand the lay-
ers in Ogawa et al. s architecture. This shows that our framework is mapped properly
to a minimal device sharing architecture that has been proven to work. Furthermore,
we expand the definition of IoT devices sharing on a cross-platform basis. That is, our
framework provides a reference for individual IoT platforms that also accommodates
cross-platform sharing. This mimics the typical real world use case where different insti-
tutions and organizations have their own platforms, but require interoperability with
other platforms.

Our framework maps straightforwardly to the IoT device virtualization architecture
[42], as shown in Fig. 7. Sensors and Applications map to Nodes and Applications in our
framework, respectively. Function components that provide common APIs also map
directly to our service layer. Lastly, the Gateway component that performs data pool-
ing functionality is represented by our framework’s device management layer and data
management layer.

Lastly, we map our framework to a reference IoT architecture presented by Guth, et al.
[49]. While they do not explicitly discuss IoT platforms for data sharing, it provides a
general architecture that most IoT platforms adhere to. We show through this mapping
that our data sharing semantic can be adopted to existing platforms, regardless of the
platforms having data sharing capability or not. The IoT integration middleware in the
reference architecture is described broadly and covers most of the functionalities in IoT
platforms. Thus our core framework maps directly to it, as shown in Fig. 8. We deduce
that our framework is general in the sense that it fits into the IoT integration middleware.

loT device virtualization loT TeleHub Framework
architecture by Ogawa et al. -
1
1
App |[ App | | App
AppA | | AppB 1 e 1)
- - = Service layer
Function A Function B Function C
L Device Data
Gate wa management | | management
y layer layer
~ —
Sensors
| | | Sensors | | Sensors |
Fig. 7 Mapping of the proposed framework and the IoT device virtualization architecture in [42]
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loT reference architecture by loT TeleHub Framework
Guth et al. o
; i
1
i i | App || App App | |
Applicat ! !
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' _ ! !
—_———1
loT integration middleware
. Service layer
- N
Gateway AN
T \\ Device Data
= management | | management
2Evios N layer layer
Driver Driver N _ —
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Fig. 8 Mapping of the proposed framework and the IoT reference architecture in [49]

Sensor

/

loThingsHub Platform loT TeleHub Framework
[ o e e e e e e e e e e e e —_—————— [ T T :
i
Web Frontend App || App App | !
1 2 n i
HTTP/S !
WebAPI Core Service |
Module ervice layer
SQL and r
NoSQL | Device Data
1 Node Core management | | management
: Module layer layer
Represented : N /
through web | HTTP/S
frontend I MQTT
I
- -| Node | m
Fig. 9 loThingsHub architecture mapping to the proposed framework

However, more detailed work is required to incorporate the data sharing semantic into
each platform rather than mapping it to the reference architecture.
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Prototype as an implementation of the framework
In this section, we present IoThingsHub, an IoT platform built for real-time data sharing.
We discuss loThingsHub architectures and show how we implement IoThingsHub based

on our framework with existing web technologies. Lastly, we briefly present IoThingsHub

(2022) 9:1

features and its data sharing function.

loThingsHub architecture

Figure 9 depicts IoThingsHub architecture on the left and our framework on the right
side. The mapping between elements is shown with color-coding, i.e., elements with
the same color. IoThingsHub utilizes a NoSQL database to keep the telemetry data
and SQL relational database for the rest, detailed in the next subsection. Precisely,

IoThingsHub comprises of four main elements:

. Node. A typical IoT device that is intended to connect to the platform.

. Web API Core Module. This module covers the device management layer and the
service layer functionalities. It provides HTTP API to the Web Frontend. The figure
shows that users represent the Node as a virtual node via the Web Frontend to access
the Web API Core Module. We still consider the direct logical connection between
the Node and the Web API Core Module as Web Frontend is just one of the methods
to communicate with the Web API Core Module.

. Node Core Module. This module covers the data management layer functionality.
It listens on HTTP and MQTT connections. Nodes can send telemetry data to the
Node Core Module after they are virtually represented in the platform. Nodes must
always attach their access tokens with the telemetry data for authentication. The
Node Core Module will store the telemetry data according to the credentials in the
access token.

. Web Frontend. The application that connects to the service layer. We will discuss this
next in loThingsHub features.

Web Frontend A Web Frontend
opened here /
HTTP API Static page
< request
— Socket.|O /
/ WebAPI Core
/" HTTP from «
NGINX frontend, Module M i
as Socket.IO @ Redis
ia Redis
proxy O eseny In-memory storage
HTTP API server HTI'NP;rom messaging SQL and ry ‘ g
m h ’ e v NoSQL messaging
} | Node Core 4 T
mart Module
MQTT -
publish "« Mosquitto
MQTT |
broker MQTT subscribe
Fig. 10 loThingsHub technical architecture
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Figure 10 describes the IoThingsHub platform implementation in more detail. We

used these technologies to build the platform:

MySQL Community Server v8.0 for the relational database, and MongoDB v4.4 for
the NoSQL database. We also used Redis v5 for its in-memory storage and messag-
ing functions.

NodeJS to build the WebAPI Core Module and the Node Core Module as we char-
acterize that our platform operations are IO-heavy, and the asynchronous nature of
NodeJS fits that. We used the Express]S framework for building the API endpoints.
Socket 10 for real-time communication between the WebAPI Core Module and the
Web frontend (only for real-time widgets) running on web browsers.

Mosquitto MQTT broker for MQTT communication between the Nodes and the
Node Core Module.

NGINX as the proxy server, routing all traffic into the internal elements. Those end-
points are the WebAPI Core HTTP endpoints, the Node Core HTTP endpoints, the
routing of MQTT streams into Mosquitto MQTT broker, the Web frontend static
files, and the Socket IO endpoints.

Based on the detailed architecture, we describe further the technical implementation

of these IoThingsHub’s elements as follows.

3

The WebAPI Core Module connects with both MySQL and MongoDB, and listens to
HTTP API requests from the Web frontend. It utilizes Redis in-memory storage to
keep a list of active Web frontend clients that has ‘Dashboard’ pages with real-time
Widgets open. This list will be used for propagating real-time telemetry updates to
the Web frontend via Socket I0. The real-time update to the Web frontend does not
affect the data logging process, i.e., the telemetry data will still be stored in Mon-
goDB whether the Web frontend clients list is empty or not.

The Node Core Module connects with both MySQL and MongoDB, and accepts
telemetry data sent via HTTP from the Nodes. It also subscribes to the Mosquitto
broker on selected channels, listening to telemetry data from the Nodes. For each
telemetry data received, the Node Core Module saves it to MongoDB accordingly
and checks in Redis in-memory storage whether there are any active Web frontend
clients waiting for real-time data. If so, the Node Core Module sends the information
to the WebAPI Core Module via Redis messaging service, which then propagates the
data to the corresponding Web frontend clients.

SQL and NoSQL in loThingsHub
In the implementation, we used NoSQL only for nodes’ telemetry data because we

needed the flexibility in storing those telemetry data. For instance, a user wants to store

temperature and humidity data, while another user intends to store luminance, ambi-

ent noise, and humidity data. The widely varying type and number of ‘data fields’ that

each user and each node requires led to NoSQL as the storage solution. However, adher-

ing to the data storage format in Fig. 3, we kept some rigidity enforced via the data
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management layer. That is, the only flexible part in the NoSQL data format is the list of
‘data fields! The content of those data fields are rigidly formatted as an array of times-
tamp-value pairs.

The SQL stores information for Users, Projects, Nodes, and Widgets. Particularly, the
Nodes information contains the node unique ID, the ownership (which user owns the
node), and the ‘data fields’ We enforce the rigidity of the SQL on the NoSQL database in
this manner:

+ For each node registered to the system, the device management layer creates a new
entry in the SQL database, and instructs the data management layer to create a cor-
responding entry in the NoSQL database, sharing the same node ID and ‘data fields.

+ Each Widget entry in the SQL database stores information of which nodes and which
‘data fields’ that it will display. When querying data for the Widget, the service layer
will query the NoSQL database based on the information in the Widget. Hence, the
actual IoT node must send their telemetry data in accordance with the SQL database,
else their data will not be shown in the Widgets (hence inaccessible).

+ For instance, a node is registered with two data fields, Tuminance’ and ‘noise. A
Widget is created to show those two fields as a time series data. The actual IoT node
should send its telemetry data marked as ‘luminance’ and ‘noise; else it will not be
stored in the NoSQL, or even displayed in the Widget.

loThingsHub features

Users connect their [oT nodes to IoThingsHub and view their data in a customizable
dashboard. We explain IoThingsHub use cases and features with these four entities in
the platform:

1. User. A typical user in a system that is allowed to login and access IoThingsHub. A
user may own multiple Nodes and multiple Projects.

ThingsHub x  + o
<« C @ localhost:3000/app/cld/node o % @ :
iothingshub  cloudpiattorm  pocs DareenH &
L
osmens NOdES
]
Projects
A | S )
Nodes
£ .
Sharing dareenhiesp32 dhtz2 2% Temperature ) ((Humidity
e B ()
darenttestngtnodes 24 (o) (o)
Fig. 11 loThingsHub—list of nodes owned by a user
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Create new node X

Each node may comprise of multiple sensor measurements.

Each measurement is identified by

- alabel (which will be shown in the dashboard), and

- a tag for communication purpose
Node Name *

[-dareenh/ [oggernode»01| ]
Co2 Level co2 Q
Temperature tmp Q
UV Level uv e

+ add measurements

Fig. 12 IoThingsHub—an example of create node dialog

| Dashbosra < Backtoprojects

Projects.

g Project details

Nodes
you
| =
Sharing Crested
11Ju12021,18:26

| 13 Jul 2021, 11:41

‘ [ (oThingsHub x 4+
| <« C @ localhost:3000/app/cld/project/details?id=3
iothingshub  cloudpiattorm  pocs

L | W dareenh/Testing01 e

Nodes list +

Name

dareenh/testing01_nodejs

| Testing the Realtime value widget

Fig.13

loThingsHub—an example of a project page

Details

110f1

—DX‘
o % @ :

DareenH &

Remove

2. Node. A virtual representation of 10T nodes. It follows the virtual node format dis-
cussed in the framework. Users can access the nodes they own as shown in Fig. 11.
Note that there is a “group icon” on Nodes with public discoverability. Figure 12

shows a dialog for creating a new virtual node representation in IoThingsHub.

3. Project. A virtual representation for an IoT system. Nodes can be added under one or
more Projects, where their data is accessible for the Project. Each Project is assigned
a dashboard that holds multiple Widgets and assigned a secret MQTT channel for
nodes to send their data. Figure 13 shows an example of a Project page containing
the project details and list of nodes added under that Project. As in the Node, Project

name is also uniquely namespaced with the username.
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— o X
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Fig. 14 loThingsHub—an example of a project’s dashboard page
‘ B 'oThingsHub x  + o -~ B X%
| « C @ localhost:3000/app/cid/sharing - % @ :
iothingshubb  cloudpiattorm  pocs CEAdmin &
5 .
osoes Data Sharing
& Access requests
Projects
3nodes available for sharing ceadmin/energyOl

i requested by dareenh v X

Nodes
dareenh/esp8266- bmezao(Tempemm>
Created 25 Jun 2021, 15:

Fig. 15 loThingsHub—an example of nodes sharing page

an

Sharing

dareenh/espBZ -dht22 -
Temperature
Created 28 Jun 2021, 142

dareenh/testing01. nodejs @
Created 12 Jul 2021, 1

4. Widget. A typical IoT widget for displaying nodes data in various forms. Users may
add, modify, and remove Widgets to their interests. Per the writing of this paper,
there are three widget types available in IoThingsHub; (1) time series line graph, (2)
real-time line graph, and (3) real-time value. Figure 14 displays an example of a Pro-
ject’s dashboard, containing two real-time value Widgets and one time series line
graph Widget.

Users can browse other user’s public nodes via the Sharing menu and request
access to any node of interest, as shown in Fig. 15. Users can also view a list of access
requests from other users and either approve or deny the requests. In the example
shown in Fig. 15, the user discovers three public nodes from other users and receives
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[ toThingsHub x  + o ~ 7 X
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Fig. 16 loThingsHub—displaying shared nodes data in local widgets

one access request for the node named “ceadmin/energy01” that he or she owns. After
receiving approval from the node owner, the requesting user may use the requested
node’s data in their project dashboard. Figure 16 shows an example of a user named
“CE Admin” displaying the data from a shared node named ”dareenh/testing01_
nodejs”. It displays the data in the time series line graph Widget, which is entirely local
to “CE Admin”.

Discussion

This section highlights the main idea that underlies our proposed framework and seman-
tics. That is, how we view and consider the machine-readable and machine-understand-
able notions in this work, which is defined specifically in the domain of physical-world
telemetry data over IoT. We based our framework and semantics on the concept that
physical-world data points provide meaningful information as a group, which at its sim-
plest form is a time series.

We consider the machine-readable notion in the sense that a machine-readable (syn-
tactic) format should be as compact and as natural as possible for the machine to process
and transceive. The compactness aspect is reflected in the use of labels and tags to sepa-
rate the human-readable and machine-readable format as shown in Fig. 2. As depicted
in Fig. 3, the data storage format advocates storing measurements as separated arrays of
timestamp-value pairs. The array data structure comes naturally as we perceive telem-
etry data as time series, and it is a simple yet versatile data structure that can be manipu-
lated freely and quickly by computers.

Similarly, we consider the machine-understandable aspect in how to incorporate
context into the device and data-related semantics in a flexible way, without compro-
mising the performance. This is represented in the virtual node representation and the
data storage format, most notably by the use of labels and tags. As shown in Fig. 3, both
node representation and data storage formats allow addition of context information flex-
ibly without affecting their basic functionality. For example, in the virtual node repre-
sentation, we can add fields regarding location, ownership, device characteristics (e.g.,
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A
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Fig. 17 Considering context in the proposed semantic

remote or stationed) in the same level as the node ID field. Going further, the measure-
ment fields can be extended by measurement unit, method, and collection period fields
as discussed by Zeng et al. [40]. All this contextual information is separated from the
measurement data that the nodes must send, allowing bandwidth saving. If required,
contextual information can also be added into each telemetry data point without bur-
dening the node. Consider the case of a fleet of data loggers on solar panel units sending
measurements to an edge gateway that communicates with a central server. The data
loggers send only necessary measurements to the gateway, which then append the data
with contextual information such as weather conditions before sending it to the central
server. This idea is illustrated in Fig. 17.

Conclusion, limitations and opportunities for future research

In this work, we proposed IoT Telemetry Data Hub (IoT TeleHub), a general IoT
framework and semantic for telemetry data collection and sharing. We presented
three core layers that constitute the framework by defining their functionality and
respective data semantics, i.e., device management layer, data management layer, and
service layer. For interoperability with existing IoT platforms, the defined data seman-
tics only covers parts related to telemetry data sharing. We characterized telemetry
data as time-series data and defined the respective data storage semantic. [oT devices
are abstracted as virtual nodes in our framework to provide separation of hardware
and software.

We demonstrated two unique points of our work. First, the framework’s generality
by mapping the framework to several existing IoT platforms. It shows that our frame-
work can map well to existing platforms if performed on a one-on-one basis. Second,
we designed the framework while considering the machine-readable and machine-
understandable notion in regard to the performance aspect of resource-constrained
IoT devices, e.g., bandwidth, battery, and computational power.

Lastly, we presented IoThingsHub, an IoT platform for real-time data sharing,
developed based on the presented framework. We built the platform with existing
technologies such as HTTP, MQTT, SQL, NoSQL. It demonstrates the data sharing
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service with a nodes-users relational table that is detached from the data collection
and storage.

Future works may extend the framework and semantic by adding context information
and various metadata into the virtual node representation. These extra fields allow better
understanding and indexing of the nodes and data shared in the platform. Furthermore,
we can employ more fine-grained sharing by extending the nodes-users relational table
with a list of measurements.
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