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data to external resources, try to access confidential data, or deduce private informa-
tion from the large number of data pieces that they can obtain. Data anonymization
can address some of these concerns by providing tools to mask and can help with con-
cealing the vulnerable data. Currently available anonymization methods, however, are
not capable of accommodating the big data scalability, granularity, and performance
in efficient manners. In this paper, we introduce a novel framework that implements
SQL-like Hadoop ecosystems, incorporating Pig Latin with the additional splitting of
data. The splitting reduces data masking and increases the information gained from
the anonymized data. Our solution provides a fine-grained masking and conceal-
ment, which is based on access level privileges of the user. We also introduce a simple
classification technique that can accurately measure the anonymization extent in any
anonymized data. The results of testing this classification technique and the proposed
sensitivity-based anonymization method using different samples will also be discussed.
These results show the significant benefits of the proposed approach, particularly
regarding reduced information loss associated with the anonymization processes.

Keywords: Anonymization, Big data, Data privacy, Granular access, Hadoop,
MapReduce

Introduction

Conventional data uses anonymity techniques to hide personal information that can
cause side link attacks. Anonymization methods, based on k-anonymity, have been
widely employed for such purposes [1]. These methods fall into two broad categories.
The first category constitutes of techniques that generalize data from the bottom of
the taxonomy tree towards its top and are referred to as the bottom-up generalization
(BUG) [2]. The second one is based on walking through the taxonomy tree from the top
towards the bottom, known as the top-down specialization (TDS) [3]. However, tradi-
tional anonymization methods lack scalability and cannot, in general, cope with large
sizes of data, as their performance degrades. Hence, a need for scaling up of the conven-
tional methods is essential. Scaling up the conventional methods has resulted in several
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amendments to these fundamental techniques, including parallel BUG [4], hybrid BUG
and TDS [5], and two-phase TDS [6].

All k-anonymity methods identify a set of attributes, known as quasi-identifiers (Q-ID).
Q-IDs are attributes that contain private information, where adversaries can use to unveil
hidden data by linking them to related external elements [7]. Current anonymization
algorithms aim to improve data privacy by generalizing the Q-ID attributes through pro-
cesses that utilize taxonomy tree, interval, or suppression. Q-ID attributes are replaced by
taxonomy tree values or intervals. The best taxonomy or interval values are named as the
best cut. In TDS method, the entropy is used to calculate the highest Q-ID score for the
best cut. Other methods implement the median calculation to find out the best cut within
the numerical Q-ID attributes [8]. However, these methods do not adequately address the
scalability issues. Large data size is an obstacle for these techniques, as they need to fit
the data into the limited memory that is available. Processing big data may overwhelm
the hardware and result in performance inefficiencies even in parallel computing environ-
ments. To overcome such inefficiencies, some techniques split the large size of data ran-
domly into small chunks of data blocks, so they can fit into the memory for carrying out
the required computations [6]. However, this resolution does not provide a real scalabil-
ity solution, since it degrades the performance and increases the masking of anonymized
data. These points will be further discussed in “MDSBA groups definitions” section.

We introduce a novel anonymization method using BUG in k-anonymity that can address
the scalability and efficiency issues. The method utilizes multi-dimensional sensitivity-based
anonymization for data (MDSBA). The main aim of our method is to improve the anonymiza-
tion process and to increase the usefulness of anonymized data. MDSBA saves computation
time, by providing pre-calculated k value, pre-defined Q-ID for anonymization, and pre-cal-
culated level of anonymization. To reduce heap memory usage, most current anonymization
methods may split large data into small size blocks. The randomness associated with split-
ting data into blocks can result in reductions of the usefulness of the processed data. Our
method merely splits data, and it is not based on random fragmentation of data. Our iterative
split process provides a proper input for the parallel distributed domain. We fragment data
horizontally in related to the class value, instead of random fragmentation, which increases
anonymization loss. This process is an extension of the approaches reported in [8].

MDSBA method protects the direct record link and Obvious Guess attacks. In the
direct record link attack, an adversary may use the Q-ID in a table, say, T, to re-iden-
tify the personal information, with the help of an external table, ET, which consists of
similar Q-ID attributes. K-anonymity prevents such a linkage by ensuring at least some
k records are entirely equivalent. In the Obvious Guess attack, an adversary may eas-
ily guess the sensitive attribute, without having to identify the record. Protecting from
Obvious Guess attack will be further discussed later.

To elaborate on these points, the rest of this paper is structured as follows. The next
part provides our motivations for proposing this anonymization approach and briefly
explains its novelty. Next, we describe MDSBA structure and set the scene for the next
parts. We then discuss the MDSBA vertical and horizontal grouping and equivalency in
two sections. This is followed by a comparison between MDSBA and other anonymi-
zation methods. An example of MDSBA filtering and anonymization that is based on
utilization of Pig Latin script is provided in the following section. The section after that
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presents the security solutions for the Obvious Guess attacks. In the last section, we pre-
sent our experiments with the proposed MDSBA method along with the results and out-
comes of our simulation studies are presented.

Enhanced anonymization: motivations and contributions

Many factors have resulted in more demands for big data analytics. There is a definite
need for authorization techniques that can facilitate controlling the user’s access to data
in granular fine-grained fashions [9]. For instance, organization’s alliance with business
partners, contractors and sub-contractors may increase data access demands for ana-
lytics. Also, organizational structures impose variant needs for data access levels. The
increasing demand for big data analytics and the lack of framework standardization have
urged us to contribute to data analytics security in big data, by establishing a framework
that can provide a granular access control for data analytics.

Our MDSBA’s aim is the establishment of a framework that can provide a high scal-
ability performance and a robust security protection against privacy violation in data
analytics. For the sake of performance, the method is implemented by MapReduce
operations. MapReduce is a framework for performing data-intensive computations and
data analytics in parallel on commodity computers. Hadoop is one of the most promi-
nent MapReduce frameworks that gained popularity in big data analytics. A MapReduce
process operates to read and write by its file system, known as Hadoop distributed file
system (HDFS). In Hadoop framework, two separate processes are performed; mapping
and reducing, or MapReduce. The file system splits files into multiple blocks, and each
block is assigned to a mapper that reads data, performs some computation, and emits a
list of key/value pairs to a reducer process. Reducer, in turn, combines the values belong-
ing to each distinct key according to some function and writes the results to an output
file. Parallel and distributed computing is used for large data size, which may exceed 10’s
of Terabytes. The default file system’s block size in Apache Hadoop version 3 is 128 MB
[10]. Hadoop version 3’s framework, known by YARN, is divided into a master server or
NameNode, and slave servers or DataNodes [11, 12].

MDSBA algorithm is designed for Hadoop ecosystems such as Spark, Hive, and Pig.
Traditionally, SQL language is the database dominator to manage and alter data. In
Hadoop ecosystems, SQL-like programs replace traditional SQL database. For instance,
Hive is the data warehouse system for Hadoop, which aims to simplify Hadoop usage for
data workers by providing the SQL-like language for Hadoop [13]. Pig Latin is another
Hadoop tool that manages warehouse system, by using a proprietary scripting lan-
guage. Pig Latin treats data as a set of tuples, which supports tackling extensive datasets.
Thereby, substantial parallelism and a slew of optimization techniques are supported.
Pig provides customized support for a user defined function (UDF), by supporting many
widely used languages, such as Java, Python [14], JavaScript, Ruby [15] or Groovy [16].
Similar to Hive, Pig supports ad-hoc queries, joins, and other SQL-like operations [17].
As shown in Fig. 1, Pig compiler resides at the top of Hadoop, which results in the client
being responsible for running the script. Pig Latin is a combination notation of SQL-like
and Java idiom. However, high-level programming notations cannot be implemented by
Pig. Therefore, UDF is essential. MDSBA implements Pig scripts with UDF tool. How-
ever, Hive also can replace Pig for its similarity with Pig.
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Fig. 1 Pig Latin structure in Hadoop v3: Pig compiler resides at the top of Hadoop, which results in the client
being responsible for running the script. Pig is Hadoop ecosystem, and its compiler operates with YARN and
HDFS. The framework contains three different processing modes; MapReduce, Tez, and Local

Introducing multi-dimensional sensitivity-based anonymization

MDSBA adopts Q-ID probability for applying masking of taxonomy tree, interval, or
suppression. The probability value is derived from the taxonomy tree concept. The tax-
onomy tree T is propagated from the parent node w to some leaf nodes v. So, the prob-
ability of propagation from a parent node is P(w) = % Figure 5 illustrates probabilities
for each parent node in the education tree. The intervals, also, can be presented by prob-
ability values. If a number # was presented in an interval of minimum value V,,,, and

maximum value V.,

then the probability of obtaining that number within the inter-

val range is P(n) = For example, for the interval of [15-25], the probabil-

M'
ity is (P = 1/10 = 0.1). This probability concept supports the fine-grained access for
multiple users. For such cases, data is split into several groups or domains, and for each
group, a different anonymization that depends on the user’s access level, is applied. The
anonymization process is managed by the value of sensitivity level ¢, which increases or
decreases the information gained from the data. User with a higher value of ¥ gain more
information, and vice versa. The sensitivity level is determined by two major factors: the
sensitivity factor w and the aging factor 1. Consider a dataset, where k represents the
k-anonymity value and k represents the ownership level, which is an instant of k-ano-
nymity value. A large value of ownership level implies a weak ownership relation, so the
weakest ownership relation is when k = k. That is, the integer values of k and k are such
that 2 < k < k. In other words, low values of k correspond to reduced anonymity as a
result of higher ownership relations. The sensitivity factor w is calculated based on its
maximum and the minimum values. The maximum value of w is defined as:

wmax = max(P(qidy), P(qid;), P(qidy), P(qid;)) (1)

The minimum value of w is defined as the product of all Q-IDs probabilities, or:

4
®min = Hp[qidi} . (2)
i=1
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Based on Egs. 1 and 2, the value of w can be found linearly between w,,;, and w,,,,, as

min

shown in Eq. 3:
® = Omin + (k - E) (wma" . Cmin ) (3)

Equation 3 presents a linear relation between « and k values. The equation lowers the
value of @ when the user’s k value is high, so that the data anonymity is higher. Users
with less privileges are given higher k, while the value of k is constant. We also propose
that the lowest value of k should be two to avoid unique re-identification. The anonymi-
zation is only applied on external organization’s access. External organizations are per-
mitted to access an anonymized copy of the original data, while accessing the original
data is exclusive to the data owners.

Equation 4 collates both terms of w and T to compute the sensitivity level y. The sen-
sitivity level directly manages user’s access privileges. Higher sensitivity levels lead to
upper access ranks, where less data masking and concealments are applied. Also, the
sensitive nature of an object can be made lower as its related dataset ages. The aging fac-
tor T affects the sensitivity reversely, with considering the negative values of aging factor.
Based on their owners’ decisions, old objects can be deemed to be less sensitive, and
increase Y as they age. In essence, two factors determine the sensitivity level of the data,
the sensitivity factor o, and the aging factor 1, as described Eq. 4.

v =lo+ Tl (4)

Equation 4 is used to calculate the sensitivity level Y, by establishing the sensitivity
level of an object for a given user access level. The masking process tends to find any
number close or smaller than the sensitivity value. For instance, if y = 0.5, then any value
between 0 and 0.5 is acceptable. However, the values closer to ¢ improve the informa-
tion usefulness and the granularity precision. For instance, the age interval of [10-20] is
derived from y = 0.1, while the age interval of [10-12[ is derived from y = 0.5. We may
notice the accuracy difference between both values of y, therefore, assigning the closer
value to Y is essential. The aging factor creates a perturbation to the sensitivity value.
This factor becomes more significant as the data age becomes older than a particular age
that we refer to as its obsolescence value. Equations 3 and 4 show that the lower sensitiv-
ity level requires a higher value of k, which corresponds to lower information gain. In
other words, the lower sensitivity levels, correspond to higher anonymization and mask-
ing levels of information.

The aging factor T depends on four different parameters, the object obsolescence value
O, the aging participation percentage p, the object age y, and the sensitivity factor w.
The @ value is defined as the critical age before the object sensitivity starts to degrade. It
can be measured in units of hours, days, weeks, months or years, depending on objects
obsolescence speed. However, @ cannot be given a value smaller than 2, so the value of
1 year, for example, can be replaced by 12 months instead. The aging participation per-
centage p is an approximation percentage chosen by data owners. It measures the aging
factor participation in data objects. The aging factor T can remain constant or decrease
linearly. It remains unchanged when the age of the object y is less than its obsolescence
value, so it remains constant if y < @. On the other hand, if the object age is greater than
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or equal to its obsolescence value, that is y > @, then the sensitivity level increases loga-
rithmically, which in turn decreases anonymization level. These two cases manage the
aging factor 1, as described by Eq. 5.

e xw y<?
Tl oD xwxlogy y=0

(5)
heZ, #>0, and yeZ:y>2

Data owners may set p to 0% if their data objects are not affected by time and age.
Also, the maximum value of p cannot exceed the 90% to avoid a nil value for y. It can
be noted from Eq. 5 that T is always negative. In other words, the sensitivity level y
increases with the age of the information and the passage of time. The newly created
data objects result in a lower sensitivity level compared to the old data. In other words,
if y < © then y < w when the aging factor is incorporated. Equation 5 is derived based on
our proposed ideas for incorporating the aging factor and sensitivity analysis for improv-
ing the anonymization process. It relies on a linear condition — p x ® and a semi-log
component (— p(y — 2) X w x logy). The linear part produces a constant value of aging
factor when the information has not reached its obsolescence value. The semi-log por-
tion is derived from the plotted graph, shown in Fig. 2. The figure illustrates the con-
cept that incorporates the age of data objects. Older data is considered to have a logistic
degradation with age and passage of time. The degradation starts swiftly before plateau-
ing at the sensitivity factor value w. To illustrate the time factor impact, let us consider
the following example: a social media data has an aging participation value set at 0.9
with obsolescence value of 15 days and a sensitivity factor of 0.4 (p = 0.9, ® = 0.4, and
@ = 15). Plotting its sensitivity diagram can be initiated by assuming a constant value
of sensitivity factor multiplied by the aging participation percentage to find out the
aging factor. Therefore, T = — p x @ = — 0.36, and Yy = 0.04. Next, a logistic graph can
describe the sensitivity level direct proportions the variable y increase. The sensitivity

0.45
0.4
0.35 S
/-2
~ 03 —p¥ 4 X w X logy
+ o0.25
? 0.2
=
0.15 —pXw
0.1
0.05 a
Gt Y
0
0 10 20 30 40 50 60
Fig. 2 Plotted graph to derive Eq. 5 for aging factor: This diagram presents our suggested concept of how
the sensitivity value would look like with the aging factor. From this diagram, a mathematical equation was
derivedast = _'0(;(,?; y<9 If data owners found that his data importance degrades with
—p X wXlogy y>0
the time, then the degradation should start after a period of time, named as obsolescence value @
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level increases dramatically between days 15 and 30. This sharp increase describes the
object degradation importance, which will intentionally reduce the obscurity level on
data anonymization.

The following example illustrates the calculation steps of sensitivity value y. Con-
sider an object with three Q-ID attributes, say student IQ test results, similar to those
shown in Table 1. The data owner intends to anonymize the data with k = 20, the obso-
lescence value @ is set to 10, the aging participation p is 70%, and the age of the object
y is13 years. Now, suppose a user was given an ownership value k = 10. Based on the
given attributes, the sensitivity level y can be calculate using Eqs. 4 and 5. To find out
the sensitivity factor w, it can be noted that the values of w_,,, = max (0.01, 0.005, 0.125)
is 0.125 and w,;, = 0.01 x 0.005 x 0.125 is 6.25 x 107°. The value of w as per Eq. 3 is
® ~ 0.063. Based on Eq. 5, the aging factor t = — (0.7) 11 x 0.063 x log (13) can be seen
to be — 0.00138. Therefore, the sensitivity level y = 0.063-0.00138 is found to be 0.062.

The previous mathematical equations support the granularity of access control. Our
proposed MDSBA is a complete framework that can control both ends of federation
service and service providers. Security assertion markup language (SAML) v2 is used
to map user’s access level between both ends. The framework consists of three pri-
mary services; Core, Initializer, and Anonymizer. The Core service embeds XML files
as assertions to transmit the user’s authentication results parallel with the user’s ID, and
access level. The access level is determined by delegated roles, while roles are mapped
to Q-ID groups. The Initializer service provides initial documents to prepare data for
anonymization. The initializer also generates the Pig script line by line, by referring to
the provided XML files. Eventually, the Anonymizer service executes the anonymization
script remotely. The Initializer operates in the service provider gateway, which is not a
member of Hadoop domain. Complete details about the MDSBA framework are further
explained in this paper [18].

MDSBA groups definitions

It is evident that records equivalency, in most datasets, increase in parallel with data
growth [19]. Therefore, splitting data nominally may increase the data equivalency.
Random data split ignores the distribution of equivalent records amongst tables. For
instance, in Adult data, patient’s age, sex, and education attributes may appear similar in
the first one thousand records, and then related records may appear again at the end of
the table. Hence, the random appearance of similar records may reduce the number of
equivalency on splitting data into small random chunks, which increases data masking.

Table 1 Three Q-ID attributes example

Q-id (attribute) Q-id type Probability

Q-id0 (IQ_value) Interval IQ_value = [50-150] P(Q-ID0) = 1/(150 — 50) = 0.01

Q-id1 (Student_country) Taxonomy tree Student_Country_Levell = {Ger- P(Q-ID1-L2) = 1/150 = 0.007
man, French, Chinese, Kenyan, American...} P(Q-ID1-L3) = 1/200 = 0.005

Student_Ancestry-Level2 = {Caucasian, Asian, Mid-
dle Eastern, African, Red Indian...}
Q-id_level-3 = {human}

Q-id2 (Student_Grade)  Suppression Student_Grade = {A+, A, A—, B+, B, P(Q-ID2) = 1/13 =0.077
B—,C+,C, C—,D+,D,D—, FL
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The following three definitions describe the horizontal split of data by implementing
the grouping method of equivalency in MDSBA. We believe that splitting data nomi-
nally will increase the equivalency ratio. Suppose a dataset D, with a total number of m
attributes, and n records. The data owner defines the number of quasi-identifiers as Q in
m attributes, so Q < m. Let some q attributes have equivalent records k, where q attrib-
utes are part of Q, so ¢ < Q < m. Hence, the wholly or partly similar records are defined
as follows:

Definition 1 All D records are split based on the class C values. Each set of records
that contains similar class value is aggregated in a G; group, where i denotes the number
of values appear in the class C. Every G; group is further processed individually.

Definition 2 The fully-equivalent group (SG) contains some k equivalent records, in
some Q attributes. For this group, there is no any anonymization process applied.

Definition 3 The Semi-equivalent group (SSG) contains some k equivalent records, in
some q attributes, where 2 < q < Q — 1. The highest Q-IDs probability is usually chosen
for q attributes equivalency. The anonymization is applied on the rest of non-equivalent
Q-IDs.

Definition 4 The non-equivalent group (NG) contains a number k of equivalent
records, in some q attributes, where the number of q = 1. The highest Q-ID probability
is usually chosen for q attribute. The anonymization is applied to the rest of non-equiv-
alent Q-IDs.

As explained in Definitions 3 and 4, the SSG and NG anonymization is applied on
the lowest Q-ID probabilities. For instance, in Adult data the Q-IDs probabilities are;
P[Age] = 0.01, P[Sex] = 0.5, P[Edu] = 0.08. Based on these values, the SSG anonymi-
zation will be applied on the Q-ID with the lowest probability, which is [Age]. So the
semi-equivalency is measured by grouping Sex, and Edu attributes, while Age attribute
is anonymized as per interval. The NG anonymization will be applied to all Q-IDs except
the one with the highest probability. In our example, the anonymization will be applied
to [Edu] and [Age], while records are grouped as per [Sex] equivalency.

MDSBA framework splits data recursively to create three dependent stages of MapRe-
duce processes. Stage one aims to produce Gi groups for the whole dataset with one Pig
command only, which filters each data record based on its class attribute, as described
in Definition 1. The number of the produced Gi groups relies on the number of sensi-
tive class values. For instance, Table 3 contains four values of sensitive attribute (Can-
cer); these are {no positive histology, Positive histology, Positive microscopic confirm,
and Positive laboratory test}. The four values create four groups of Gi = {G0,G1,G2,G3}.
Each group is stored in a separate HDFS folder. Stage two reprocesses G groups in paral-
lel, to categorize data records between wholly or partly equivalent or between SG, and
SSG. According to definitions 2 and 3, the SG groups denote the equivalent Q-ID group,
while the SSG groups denote Semi-equivalent group. The SG groups are equivalent, so
anonymization is skipped, and data is stored in an output directory. The third stage’s
input is derived from the second stage’s output, so SSG groups are stored in an input
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directory waiting for stage three. The process starts by reading SSG groups and abstract-
ing the non-equivalent groups, denoted by NG. Both of NG and SSG are anonymized by
using user defined function Java program.

In Adult data example, Q-ID attributes are grouped by the three Q-IDs (Age, Sex, and
Edu), so the number of equivalent records must be greater than or equal to k. These
equivalent records are stored in SG, while the equivalent records with a number smaller
than k are stored in SSG. In the second stage, the three attributes are grouped again
by the largest probability values (Sex, and Edu). The equivalent records with a number
greater than or equal to k will be anonymized by Java program. The anonymization is
applied on the attribute with the lowest probability value, which is Age. The equivalent
records with a number smaller than k are stored in NG, in order to be further grouped
and anonymized.

MDSBA and quasi-identifiers groups

MDSBA presumes a table model with a set of Q-IDs and one sensitive attribute (S),
known by a Class. For instance, a table of attributes = {AGE, RACE, STATE, ADDRESS,
DISEASE} can be divided into Q-ID = {AGE, RACE, STATE}, and one class of the sensi-
tive information S = {DISEASE}.

Definition 5 A table T contains a Q number of Q-IDs, denoted by Q(Q-ID), and a C
number of classes, denoted by C(S). Attributes are grouped vertically by dividing Q and
C attributes into groups. Each group contains one class attribute and some two to four
Q-ID attributes. In other words, 2 < Q(Q-ID) < 4, and C(S) = 1.

MDSBA aims to split data nominally to reduce the data size for the anonymization
process by vertically bundling some Q-IDs and Classes into small groups. Many datasets
may contain more than one class attribute and a considerable number of Q-IDs. The
increased number of Q-IDs may produce a massive computation cost and data overflow,
which may unexpectedly terminate the program. Also, bundling small groups of Q-IDs
assists the management of access control and authorization. Hence, this technique sup-
ports the anonymization performance and scalability. The Q-ID groups are determined
by data owners and can be divided randomly or logically. For instance, Seer Cancer Data
contains the following attributes = {Sex, Year of Diagnosis, County, State, Grade, Diag-
nostic Confirmation, Race, Age}. If the data owner decides to divides attributes to Q-IDs
and Classes, then he/she may assign six Q-ID attributes and two categories. Thereby,
having two bundles of Q-IDs and one class for each bundle can be a combination of
three by three or four by two of Q-IDs. As an example of bundle 1 = {Sex, Race, Age},
and bundle 2 = {year of diagnosis, County, State}, while the classes are; {Grade, Diagnos-
tic Confirmation} one per each bundle.

Comparing MDSBA with other anonymization methods

Similar to SQL, SQL-like languages implement multi-technique to handle database que-
ries, such as temporary tables, indexing, and temporary files. SQL-like applies efficient
techniques to increase the speed and performance on processing a large data size [20].
In contrast, programming languages, such as Java or C, implement arrays or array lists to
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contain data temporarily during the processing tasks and iterations. Programming lan-
guages use a limited temporary memory (RAM) during operations, while SQL-like oper-
ations are conducted between temporary memory and large repository storage (disk).
The SQL-like structure is essential in big data. Implementing programming languages
causes high processing costs and low scalable operations. SQL-like also facilitates the
handling of large data sizes and leverages the scalability during the analytics process.
Anonymization is an example of high-cost operations that needs SQL-like to relieve data
overflow over the memory limitations [21].

MapReduce ecosystems, such as Pig and Hive, implement SQL-like as a prominent
solution for data flow platform. Apache Pig provides nested data types like tuples, bags,
and maps that are not available in MapReduce. Pig provides many built-in operators to
support data operations like joins, filters, orders, sort, and others. Whereas performing
the same function in MapReduce is a complicated task. Pig compiler manages the data
flow by creating a group of tuples or bags. The data group is emitted to YARN container
for further processing. If the data group exceeded the memory size, then it spills the
retained data to the disk. This kind of management cannot be applied efficiently on the
current anonymization methods, such as MDTDS. The reason for that is the limitations
of Hadoop ecosystems on dealing with large data flow with multiple conditional itera-
tions. Pig, for instance, implements UDF to overcome the Pig programming limitations.
However, the UDF functions operate in external JVMs, which are not related to YARN
platform. UDF transmits data to a black-box that is not able to apply parallelism and a
proper data management. Usually, the local JVM may fail to utilize the large size of data
in memory, as a reason of the limited Java Heap memory. Therefore, developers should
tackle this concern by reducing the UDF use, and minimize the data size processed by
UDF [22].

Figure 3 compares between MDSBA and TDS algorithms. The comparison shows the
absolute dependence of TDS algorithm on UDE. In TDS, the conditional iteration is nec-
essary to find out the best Q-ID score to be specialized. Also, the level of specialization
is unknown, so a continuous iteration is needed before finding the best cut. On the con-
trary, MDSBA pre-determines the Q-IDs that needed to be anonymized, and the level of
anonymization. This saves iteration and computation times. Moreover, MDSBA reduces
the data size processed by UDF. This is essential to avoid Java Heap memory error, which
may unexpectedly terminate the anonymization process.

Splitting data by applying the (filter) command is necessary to distribute the mas-
sive data load among nodes. The anonymization algorithm should consider the data
flow sequence, by choosing the SQL related commands, such as filter, group, and join.
MapReduce cluster nodes serialize large size of the data blocks before anonymizing data.
The anonymization algorithm could be a bottleneck for such a large block of data if data
were emitted to UDF. Moreover, the continuous iteration process with a large data size
will degrade the anonymization performance. However, the positive side of the iteration
is producing a high accuracy result, which in turn increases the information gained. In
MDSBA, the pre-defined parameters of Q-ID attributes, and the anonymization level
may result in less information gain. However, in big data, applying such complicated
processes may not affect the final results of statistical output. The small statistical val-
ues can be even ignored since the statistical results follow the principle of estimation
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Fig. 3 Comparison between the anonymization algorithms of MDSBA and TDS. This figure compares
between both anonymization methods, by showing each algorithm’s dependency on UDF. The figure shows
a large dependence by TDS, and a low dependence by MDSBA

prospect. This gives data miners a flexibility of approximating and rounding some num-
bers to a few decimal places [23]. Therefore, pre-calculating the k value, and pre-deter-
mining the attributes needed to be anonymized is an advantage. This non-accuracy will
not dramatically affect the data analytics results.

MDSBA implementation example
Let us study the following complete example of anonymizing data by implementing Pig
Latin script. We will apply anonymization on Seer Cancer Data. Table 2 shows the sug-
gested Q-IDs, and the probability for each attribute and Table 3 shows the Class attrib-
utes with four sensitive values.

Suppose that data owner assigns k = 400, and aging factor t = — 0.02. A user attempts
to access this data with an ownership level k = 250. Referring to Table 2, and Egs. 1-3,
the @, = 0.33, 0, = 2.5 x 107%, so the sensitivity factor is found to be & = 0.124.

max

Table 2 Seer Cancer Data Q-IDs and probability

Year of diagnosis [int] County [int] Race [chararray] Age [int]

Data 1973-2012 80 county Black, white, others 0-85
Probability 0.025 0013 033 0.012
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Table 3 Seer Cancer Data class (four sensitive values)

Diagnostic

No positive histology
Positive histology

Positive microscopic confirm
Positive laboratory test

The data will be anonymized with a sensitivity level y = o + 1 = 0.124 — 0.02 ~ 0.122.
This sensitivity level indicates anonymization degree that will be applied on attributes.
For instance, if four numerical Q-ID attributes need to be anonymized, then each attrib-
ute can be rewritten by a minimum interval distance of 2. Hence, the factorial result for
the four attributes is % X % X % X % = 0.063, which is accepted value since it is smaller
than ¢ = 0.122. Therefore, if the anonymization was applied on the four numerical
Q-IDs, then the year of diagnosis can be given intervals of 2 such as (1973-1975), and
similar interval can be applied to the rest of the anonymized attributes. However, the
interval distance is determined based on the minimum and maximum numerical value,
within the semi-equivalent group. This interval is determined by the UDF program.
Figure 4 is divided into five main stages. Each stage generates a set of groups. Stage
Zero aims to flesh out records related to the Obvious Guess. Stage One filters or splits

YES
— Filter for Obvious UDF:If No. of
Original Load data from » ]
pata ¢ storage '| Guess if ";.‘m class values=1 SSG1
OBﬂ»G.java
Obvious Guess - STAGE ZERO
NO
.G 5 \4
- Filter G based on Class
Store G groups
STAGE ONE
* $G11 Store results if no. | ¢ Group each G o) Store if no.
4 of records 2 k group by 4 Q-IDs "| ofrecords <k

»
g DJUSTJAVE DJUST.java )
© - T ST TWO

If no. of records 2 k
“m anonymize Grgug_) 5_561&‘]'0'"’ .| Store resuits if no.
c SG1-2 4 (SSG_P). Pro »| ofrecords <k
g. Then Store P JUST

SSG_P1,] Java OFA
° S of STAGE THREE
o If no. of records > k =
- st = Group SSG2 by the .
< anonymize (SG_P). AL 5| Store resuits if no.
s $G1-3 €— y (SG_P) 2 Sant QD P! of records <k [~ NGt
% Then Store i 35
i S STAGE FOUR
M. of Peconde XK Group NG1 by the 1 If no. of records < k
anonymize (NG_P). |¢ > o — >
$G1-4 4 2 (NG_P), highest Q-1D Prop. 7’| suppress (SUP_P) SGLS
Then Store

NG Piava SUP_P.java

Fig. 4 Anonymizing Seer Data by using Pig Latin with four Q-ID attributes. This figure represents our MDSBA
method structure. It depends on iterating processes of grouping data. If a group of four Q-ID attributes are
chosen. Stages of grouping by four Q-IDs, then by three Q-IDs, then by two Q-IDs and finally by one Q-ID.
The grouping chooses the highest three Q-IDs probability, then highest two Q-IDs probability, and finally the
highest one probability. In each stage, the groups are successful when the number of equivalent or semi-
equivalent records is greater than k. The records < k are ungrouped, and then regrouped again

Page 12 of 23
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data based on class values to generate G groups. This is implemented by loading data
from HDEFS location, before the splitting, so each class value is assigned to one G group.
Each G group is then stored separately. After creating G groups, a (group by) command
is applied to all Q-ID attributes for each G group. In the four Q-ID attributes case, four
Q-ID attributes are grouped for equivalency. The idea is grouping all Q-ID attributes to
filter the entirely equivalent records and store them in SG location. The non-equivalent
records are stored in a separate SSG1 location. In stage two, three Q-ID attributes of
SSG1 data will be grouped for semi-equivalency. The chosen three Q-IDs for grouping
have the highest Q-ID probabilities. The records that pass the semi-equivalency criteria
are further anonymized. The anonymization is applied on the lowest probability value
of Q-ID attribute and finally, stored in SG location. The records that fail the semi-equiv-
alency criteria are stored in an SSG2 location for the next stage. In stage three, a simi-
lar concept is applied to a semi-equivalent group, before applying anonymization. The
grouping command will be implemented for the highest probability values of two Q-ID
attributes, while the lowest two probability values are anonymized. However, in all previ-
ous stages, the grouping command is cumbersome. The command alters the records for-
mat and transposes data from horizontal to vertical. Hence, the grouped records cannot
be re-grouped [21]. Therefore, we need a program that can adjust the grouped records
back to their original format. A UDF Java program reads the data as bags and converts
them back to tuples, named (ADJUST.java). All grouping processes are filtered by com-
paring their number of records with the k value, if it is larger, then an anonymization
will take a place. Stage two filters three Q-ID attributes of SSG1 data, so if cnt > k, then
SSG_P1 Java program will anonymize data before storing it in SG group. Otherwise, data
is stored in SSG2 group for the next stage. In stage three, SSG2 data will be grouped by
the largest two Q-ID attributes. Data, then, will be anonymized by SSG_P2. In the final
fifth stage, records are grouped by the highest QID probability and anonymized either
by NG_P if > k, or by SUP_P if < k. A complete Pig script for Adult data is available in
Appendix 1, with three Q-ID attributes.

Six UDF Java programs are defined in this process: SSG_P1, SSG_P2, NG_P, SUP_P,
OBV_G and ADJUST. The first three programs anonymize data by one Q-ID attribute
as in SSG_P1, or by two Q-ID attributes as in SSG_P2, or by three Q-ID attributes as
in NG_P. The program SUP_P suppresses all Q-ID attributes as a last resort, where one
Q-ID grouping does not meet the k-anonymity criteria. The program SSG_P2 is only
used when the number of Q-ID = 3. The program NG_P may anonymize 1, 2, or 3
attributes, when the total number of Q-IDs is 2, 3, or 4 simultaneously.

Protection from Obvious Guess

In the Obvious Guess, an adversary may easily guess the sensitive attribute (class), and
without having to identify the record. For example, in Seer data, we may have a data bag
shown in Table 4. In the described bag example, the diagnostic may contain one value
only. This class demonstrates the Obvious Guess breach, which can be interpreted as; any
black person lives in the county 125, and was diagnosed on 1997, with an age of 25 must
have a positive histology cancer. The Obvious Guess occurs if the bag contains only one

class value.
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Table 4 Obvious Guess example

Year of diagnosis County Race Age Diagnostic

1997 125 Black 25 Positive histology
1997 125 Black 25 Positive histology
1997 125 Black 25 Positive histology

MDSBA applies the security protections before executing any grouping operations.
The process can be divided into three sub-processes. Initial verification is executed in
Pig Latin. The steps include, grouping all Q-IDs, while the class attribute is excluded, and
transferring any group number > k to UDF program. The UDF executes the rest of the
two sub-processes. These sub-processes are naive and should not cost extra RAM. The
first statement is if statement, to find out if a single class value is found. If yes, then store
data in a temp_file over HDFS. If more than one class value is found, then store data in
SSG group, so it will ready for Stage two. As described in Fig. 5. Our goal is reducing the
number of arrays and iteration processes inside UDF Java program. This is important
concept, since Pig Latin was designed to spill out of JVM memory to the disk. However,
Java program cannot spill to the disk, so Java heap memory may terminate the program.
Hence, we kept the processing cost, with this massive data flow, to the minimal level.

Read all data tuples

PIG LATIN v

BAG= Group tuples by
[YOD, County, Race, Age]

NO
£ QG 2k
Store data for G grouping
L N if BAG[class]=1
< YES

Store data in SSG1 group A eVl o

Fig. 5 Obvious Guess filtration for Seer data. One of the challenges in MDSBA is the “Obvious Guess”. This hap-
pens in fully-equivalent records only. Stage zero filters the Obvious Guess and moves it directly to Stage two. If
found that full-equivalent records have only one class value, then this group is defined as “Obvious Guess’, and
must be stored in SSG group ready for stage two
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Anonymization classification

Many techniques have been implemented to measure the performance of the anonymi-
zation methods. Techniques, usually compare data before and after anonymization to
ascertain the information loss. One of the most widely used approaches relevant to
information loss is based on measuring the entropy of data after anonymization by cal-
culating the tuples fraction in each block of anonymized data, as in Eq. 6.

E(TW)) = Tlgi,s] log (T[qis)) )

seS

where T(qi, s) is the tuples fractions in gi blocks and s denotes the sensitive attribute.
The entropy then is used with the score equation Score(v) = %, which
defines the relation between information gained and anonymization loss. As shown in

Eq. 7, the information gained adopts the entropy equation [24].

|7 [c]]
I [v]l

InfoGain(v) = E(T[v]) — Z

[

E(T[c)) %

The score equation was developed for multi-dimensional top-down specialization
(MDTDS), where data blocks are specialized or generalized by implementing Eqs. 6 and
7. Other techniques implement the decision tree by building a cost matrix to find out the
classification costs and errors. This technique is usually executed by Naive Bayes classi-
fier or by C 4.5 classifiers [25]. However, these techniques predict decisions before and
after anonymization instead of finding the actual degradation of data usefulness after
anonymization.

We adopted an alternative naive equation that measures the percentages of infor-
mation loss after anonymization, denoted by Disruption (D). The disruption value is a
benchmark that gives a general indication of the size of anonymization loss. As shown in
Eqs. 8 and 9, each anonymized block of tuples is calculated individually, and finally, the D
value is the result of the total summation of all anonymized blocks s. Each block of data
is a data bag produced by grouping a set of tuples. Let us assume that an anonymized
block of data contains some M records, in a total number of N dataset records.

M 0.01

DSZNXW (8)

where [ P[QID] is the factor of Q-IDs probabilities used in anonymizing each block.
i
Ditotal] = ZDS 9)
s=0

Equation 8 is derived from the reverse proportion between the Q-ID probability and D.
The D value increases with the increasing number of Q-ID attributes that participate
in anonymization. Hence, implementing three anonymized Q-IDs will result in a higher
‘D value than implementing two anonymized Q-IDs. The following example illustrates
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Egs. 8 and 9. Recalling the adult data, and considering the total number of records is 500.
Two blocks of data were anonymized by two Q-IDs of education and sex. The number
of anonymized records for these two blocks was 15 and 30 respectively. The education
anonymization was given level 2, which relates to (certificate) and (degree), respec-
tively. Based on the EDU taxonomy tree, as shown in Fig. 6; the first block probability
is P[EDU] = 0.067 and the second block probability is P[EDU] = 0.17. Also, the SEX
probability is P[SEX] = 0.5. Based on the previous two equations and the given infor-
mation, the value of D is calculated as D1 = (15 x 0.01)/(500 x 0.067 x 0.5) = 0.009,
and D2 = (30 x 0.01)/(500 x 0.17 x 0.5) = 0.007. Referring to Eq. 9, the total value of
‘D = 0.016.

Validation and simulation analysis

Our first objective is to evaluate the level of information loss in MDSBA and to compare
it with the other anonymization methods. All experiments were performed on our uni-
versity Hadoop lab, which includes four virtual machines, with one NameNode and three
DataNodes. Each node’s CPU is Intel(R) Xeon(R) CPU E5-2665 0 @ 2.40 GHz x 86_64,
with a physical memory of 8 GB. The operating system is CentOS 7 configured with
Hadoop version 2, and Pig Latin version 0.15.0. Four different common data were used
in our experiments including, adult data, Seer Cancer Data, Heart Disease Data, and
Kasandr dataset. Each dataset was randomly enlarged up to three size varieties; these
are 1.2, 3.3, and 4.6 GB. The enlargement was created by applying Excel VBA script to
produce tens of (.csv) files.

Seer Cancer Data of Q-IDs and the class are described in Tables 2 and 3. Adult
data Q-IDs = {Age, Edu, Sex} and the class is salary = {<= 50 K, > 50 K}. Also, Heart
Disease Data Q-ID = {Age, Sex, Smoker, cp}, and the class of electrocardiographic
results, i.e., restecg = {normal, having ST-T wave abnormality, and showing probable

ANY P=0.04

S
CERTIFICATE
P=0.067

DEGREE P=0.17 —1

) ! ~__POST
PRIMARY SECONDARY COLLEGE UNDER
[ P=0.33 ( P=0.17 ] ( P=0.33 ] SRADUATE DUATE P=0.5
Preschoos 7th-8th Prot.school Masters Assoc.acdm
9th, 10th, Assoc.voc
Doctorate Bachelors
1stdth 11th, 12th
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Fig. 6 Taxonomy tree for EDU in Adult data. The taxonomy tree and probability calculation for each node,
child, parent, and root. This tree was designed for education level that was addressed in census data
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or definite left ventricular hypertrophy}. The Kasandr dataset consists of the following
attributes = {userid, offerid, city, category, merchant, purchase_date, implicit_feed-
back}. For security reasons, the user id is omitted, and the chosen Q-ID = {city, category,
purchasedate}. The class is divided based on the 738 types of the merchant. The data-
set of Kasandr was collected in Germany. The cities of Germany are around 80 cities,
and the products category is around 50 types, while the purchase date was recorded for
5 years over 365 days per annum. Based on these numbers the probabilities are given as;
city = 0.0125, category = 0.02, and the date = 0.0005.

In our experiments, we implemented Java as a UDF combined with Pig scripts. The
script reads the database by using Hadoop reading process through HDFS. We divided
our three experiments into three sections; MDTDS, BUG, and MDSBA. Both BUG and
MDTDS methods were conducted by coding a Java program embedded within Pig script
as a registered JAR. However, both methods, BUG, and MDTDS, were executed several
times to avoid Hadoop job failure. To prevent this failure, we split the large file gradually
into smaller files to overcome the unexpected error occurrences. There was no need to
split the large files when the value of k < 16. The number of splits has increased parallel
with the increasing value of k. The data split for 4.6 GB dataset is illustrated in Table 4. A
separate task processes each small data file. The split is essential to reduce the data over-
flow across the UDF program. BUG method performed better with a more significant
data size, as shown in Table 5.

Our first experiment implements a commonly available classifier for comparison
between the three anonymization methods. The first comparison relies on Naive Bayes-
ian classifier. We applied anonymization on two datasets, Adult and Seer datasets. After
completing the anonymization processes for each dataset, we first calculated the clas-
sification error by using RapidMiner Studio. The calculation was conducted before and
after the anonymization. We implemented similar testing concept as in [3]. The clas-
sification error before anonymity is called Baseline Error and denoted by BE, while after
anonymity is called Anonymity Error and denoted by AE. The BE classification error is
0.18 for Adult data, and 0.15 for Seer data. Figures 7 and 8 show the classification error
comparison between the three anonymization methods. The comparison considered
k = 15 in all trials. Three different data sizes were compared in the three anonymization
methods.

Both datasets show similar results regarding AE value. The anonymization was con-
ducted based on splitting data in BUG and MDTDS, while data was processed as a
whole set in MDSBA. Table 5 illustrates the data split for 4.6 GB. In our trails, the first
data size was small enough to avoid data split. Hence, the classification error was low.
The low classification error indicates the high level of information gain. However, since
data size increases, the anonymization algorithms need to split large data size into small
blocks. This split affects the data equivalency to a certain extent. It was also noticed that

Table 5 Dataset of 4.6 GB split for both methods

K 4 8 12 16 20 50 100 170 250 300 400

MDTDS 46GB 46GB 46GB 1.15GB 650MB 420MB 230MB 164MB 110MB 73MB 38 MB
BUG 46GB 46GB 46GB 23GB  1.15GB 770MB 570MB 350 MB 230MB 170 MB 95 MB
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Fig. 7 Disruption comparison for k = 4 and the three data. We developed an equation to find a benchmark
for the level of information loss, or the anonymization impact. Named as Disruption. This diagram shows
four different datasets; Adult, Seer cancer, Heart disease data and Kasandr. Each dataset was anonymized by
Top-Down specialization, Bottom Up Generalization, and our MDSBA. It was found that our method was the
lowest Disrupted

0.165
w
0.163 4 <
0.161
0.159
0.157 4
0.155 -
0.153 A
0.151 4 BE
0.149 T T T T
0 1 2 3 4 5
Data size (GB)
~—— MDTDS (Af) == BUG (AE) -~~~ MDSBA (AE)
Fig. 8 Disruption comparison for k = 50 and the three data. We developed an equation to find a benchmark
for the level of information loss, or the anonymization impact. Named as Disruption. This diagram shows
four different datasets; Adult, Seer cancer, Heart disease data and Kasandr. Each dataset was anonymized by
Top-Down specialization, Bottom Up Generalization, and our MDSBA. It was found that our method was the
lowest Disrupted

BUG and MDTDS perform better in smaller data size. This is because of their own algo-
rithm’s nature of keeping iteration and splitting until no further split is possible. In both
trials, the value of AE showed a slight decline in MDSBA, as a reason of the equivalency
increase parallel with the data size increase.

The first experiment does not accurately measure the amount of disruption. The out-
put results rely on the classifier accuracy and its efficiency with such a data type. Our
second experiment recalled our naive disruption equation instead of measuring the
prediction error percentage. The four datasets are used with 4.6 GB size of each. The
anonymization methods are implemented by Bottom-Up Generalization, Top-Down
Specialization, and MDSBA. Equations 8 and 9 are used to calculate D. The first part of
the experiment aimed to measure the disruption values for the smaller values of k = 4,
while the second part aimed to measure the disruption values for the larger values of
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k = 50. Figure 9 shows the results of the first part of the experiment, which indicates
a minor contrast between the three methods. MDSBA shows a higher disruption than
the others. However, the difference being around 0.0004 is very small and does not have
any real impact on data analytics. Figure 10, shows the results of the second part of the
experiment, which indicates a significant contrast between the three methods. MDSBA
shows the lowest disruption level when k = 50.

In the second experiment, we aimed to find the anonymization level in MDSBA on
the variation of k. Figure 11 shows a gradual increase in ‘D on k > 50 for all dataset. This
‘D increase is expected as a reason of the equivalency decrease with the large number
of k. This experiment was conducted with a data size of 4.6 GB for each dataset. The k
increase may reduce the privacy violation risk, but however, it degrades the informa-
tion usefulness. Hence, a tradeoff between security and disruption should be considered
on assigning the values of k. From our previous and current experiments, we applied
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Fig. 9 The relationship between D and k variation in MDSBA. Similar to Fig. 6. The Disruption value has
increased parallel with the increased value of k
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Fig. 10 Comparison between MDSBA and MDTDS with k and data size variations. This diagram illustrates
our MDSBA performance, in comparison with the To-Down specialization method. MDSBA processing time
is a prominent in small values of k. However, MDTDS has lower latency on larger values of k, while MDSBA
consumed the same time in both values of k, when k = 50, or k = 250. This fixed timestamp refers to the
time consumed on applying the Obvious Guess. Larger values of k requires less time spent on Obvious Guess
processing, and more time on anonymization processing, and vice versa. Hence, the total of both processing
times remains close similar for all k values
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Fig. 11 The relationship between D and variation in MDSBA

anonymization on verities of datasets, and we found that anonymizing most datasets
will output a D below 5%. However, this finding is a rough estimate and cannot be gen-
eralized to all datasets. Data ‘D is related to other factors, such as the data cumulative
distribution, and the attributes probabilities, as described before. Also, low probability
attributes are prone to a higher level of anonymization.

In the last experiment, we compared the processing time of MDSBA and MDTDS in
Seer Cancer dataset, with the variations of k and data size. The value of k was replaced
with k in MDTDS case, since MDTDS does not implement k. MDTDS data was split
into small size of data files, as shown in Table 5. As illustrated in Fig. 12, MDSBA pro-
cessing time is a prominent in small values of k. However, MDTDS has lower latency
on larger values of k, while MDSBA consumed the same time in both values of k, when
k = 50, or k = 250. This fixed timestamp refers to the time consumed on applying the
Obvious Guess. Larger values of k requires less time spent on Obvious Guess processing,
and more time on anonymization processing, and vice versa. Hence, the total of both
processing times remains close similar for all k values.

The three experiments showed promising results in performance and security
regarding MDSBA. Increasing k value lowered the disruption results. This is essential
in big data security, which depends on a higher equivalency number. MDSBA cannot
accept smaller values of k, because its core structure relies on the gradual value of k
value. This means that the minimum accepted k value cannot be smaller than k = 20.
The reason for that is the minimum value of k is 2, and if a user was given 10% of k,
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Fig. 12 Comparison between MDSBA and MDTDS with and data size variations
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then k = 20 x 0.1 = 2 [18]. However, more experiments are needed to prove MDSBA’s
performance and security. Previous experiments were conducted on MDSBA and com-
pared with several BUG and MDTDS methods. The experiments showed similar results
in information gain results and performance improvement [26].

Conclusions

Big data analytics require proper anonymization tools and methods that furnish for
secure procurement of information. Current anonymization methods may not be able to
process large data sizes efficiently. Some of the anonymization methods are not capable
of discriminating between the roles and potentially different access privilege levels of the
users, resulting in the same levels of the information obscurity for their clients. To over-
come some of these limitations, in this work, we have proposed a novel sensitivity-based
on anonymization framework, MDSBA. The framework provides capabilities for effi-
cient anonymization of big data, by incorporating contemporary anonymization tools,
such as Pig Latin and UDF programming. Pig Latin shell behaves similar to SQL struc-
ture and can speed up the MapReduce operations, by grouping, filtering and splitting of
data. Our proposed method can provide an output with various anonymization levels for
users with multi-level of access rights. By adopting a bottom-up approach, our anonymi-
zation method reduces the rate of the anonymization loss. We have also made simple
analytical comparisons of the obscurity levels of data provided by MDSBA, BUG, and
TDS. The experiments, with three different datasets, have confirmed that information
loss in MDSBA is 1.8 times lower than in MDTDS, and 0.5 times lower than in BUG,
with the large values of k. The experiments have also shown the control of the degree
of anonymity and data obscurity levels can be easily achieved by managing the MDSBA
parameters. MDSBA, also, has shown a low time latency on anonymization process with
low values of k. Our future works will expand our experiments to include more sophis-
ticated and complex settings to fine-tune the proposed approach. We also aim to estab-
lish a complete MDSBA framework, by providing supporting procedures that enhance
the fine-grained access control between Federation Services and data Service provid-
ers. Moreover, we need to evaluate MDSBA performance in data stream model, since
all current studies focus on data batch only. This may require continuous operations to
apply anonymity on newly updated data records. Also, our gauge will evaluate MDSBA
in various database frameworks, such as Spark and Storm. In addition, further studies
are required to find the optimal values of k and k.
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Appendix 1. Pig Latin Script for Seer Data

1. REGISTER /usr/hadoop/trial jar
--STAGE 1

2. Data=LOAD ‘hdfs://NameNode:9000/input/Seer.csv’ using PigStorage(',') as
(Y_O_D:int, COUNTY:int,RACE:chararray, AGE:int, DIAGNOSTIC:chararray);
GO = FILTER Data by (DIAGNOSTIC matches ‘no positive histology’);

G1 =FILTER Data by (DIAGNOSTIC matches ‘Positive histology);

G2 = FILTER Data by (DIAGNOSTIC matches ‘Positive microscopic confirm);
G3 = FILTER Data by (DIAGNOSTIC matches ‘Positive laboratory test);

A e

-- |repeat for G1, G2, G3]

7. Data0= GROUP G0 by (Y_O_D, COUNTY, RACE, AGE)

8. PGO= foreach data0 generate count (GO) as cnt0:long, GO.Y_O_D as YOD, G0.COUNTY as COUNTY, GO.RACE as
RACE, G0.AGE as AGE, G0. DIAGNOSTIC as DIAGNOSTIC;

9. SG_0_I=FILTER PGO by (cnt0 >=250);

10. SG_0_1_S=FOREACH SG_0_1 GENERATE tria. ADJUST(Y_O_D,COUNTY, RACE, AGE, DIAGNOSTIC);

11. STORE SG_0_1_8S into 'hdfs:// NameNode:9000/mdsba/output/RESULTS/SG_0_1_S using PigStorage(',");

12. SSG_0_S=FILTER PG2 by (cnt0 <250);

13. SSGO=FOREACH SSG_0 GENERATE tria. ADJUST(Y_O_D,COUNTY, RACE, AGE, DIAGNOSTIC);

14. STORE SSGO into 'hdfs:// NameNode:9000/mdsba/input/G0/SSG_0' using PigStorage(',);

--STAGE 2 [repeat stage 2 for G1, G2, G3]

15. datal= LOAD 'hdfs:// NameNode:9000/mdsba/input/G0/SSG_0' using PigStorage(',") as
(Y_O_D:int, COUNTY:int,RACE:chararray, AGE:int, DIAGNOSTIC:chararray);
16. STAGE_2= GROUP datal by (Y_O_D,COUNTRY,RACE);
17. PG1= foreach STAGE 2 GENERATE cntl (datal) as cntl:long, datal.Y_O_D as YOD, datal. COUNTY as
COUNTY, datal.RACE as RACE, G0.AGE as AGE, G0. DIAGNOSTIC as DIAGNOSTIC;
18. SG_0_2=FILTER PGl by (cntl >=250);
19. SG_0_2 S=FOREACH L_SG_0_2 GENERATE trial. SSG_P1(Y_O_D,COUNTY, RACE, AGE, DIAGNOSTIC);
20. STORE SG_0_2_S into ‘hdfs:// NameNode:9000/mdsba/output/RESULTS/ SG_0_2_S using PigStorage(‘,”);
21. L _SSG_1=FILTER PGl by (cntl <250);
22. SSG_1=FOREACH L _SSG_1 GENERATE tria. ADJUST(Y_O_D,COUNTY, RACE, AGE, DIAGNOSTIC);
23. STORE SSG 1 into ‘hdfs:// NameNode:9000/mdsba/input/G0/SSG_1 using PigStorage(*,’);

--STAGE 3 [repeat stage 3 for G1, G2, G3]

24. data2= LOAD ‘hdfs:// NameNode:9000/mdsba/input/G0/SSG_1/* using PigStorage(‘,”) as
(Y_O_D:int, COUNTY:int,RACE:chararray, AGE:int, DIAGNOSTIC:chararray);

25. STAGE_3=group data2 by (RACE);

26. PNGI1= foreach STAGE 3 generate cnt2 (data2) as cnt2:long, data2.Y _O_D as YOD, data2. COUNTY as COUNTY,
data2.RACE as RACE, data2.AGE as AGE, data2. DIAGNOSTIC as DIAGNOSTIC;

27. L_NG_0=FILTER PNGI by (cnt2 >=250);

28. NG_0=FOREACHL_NG_0 GENERATE tria. SSG_P2(Y_O_D,COUNTY, RACE, AGE, DIAGNOSTIC);

29. STORE NG_0 into ‘hdfs:// NameNode:9000/mdsba/output/RESULTS/SG_0_3 using PigStorage(‘,’);

30. L NG_1=FILTER PNGI by (cnt2 <250);

31. NG_1 =FOREACH L NG_1 GENERATE trial. ADJUST _P(Y_O_D,COUNTY, RACE, AGE, DIAGNOSTIC);

32. STORE NG_1 into ‘hdfs:// NameNode:9000/mdsba/output/RESULTS/SG_0_4 using PigStorage(‘,’);


https://seer.cancer.gov/seerstat/software/
https://archive.ics.uci.edu/ml/datasets/KASANDR
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