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Abstract
Halal Supply Chain Management requires an assurance that the entire process of procurement, distribution, handling, and processing materials, spare parts, livestock, work-in-process, or finished inventory to be well documented and performed fit to the Halal and Toyyib. Blockchain technology is one alternative solution that can improve Halal Supply Chain as it can integrate technology for information exchange during the tracking and tracing process in operating and monitoring performance. This technology could improve trust, transparency, and information disclosure between supply chain participants since it could act as a distributed ledger and entitle all transactions to be completely open, yet confidential, immutable, and secured. This study uses a Blockchain Network with three channels and uses raft consensus algorithm in designing web interfaces and testing their capabilities. From the web interface, there were no failures in the validity test during the invoke test and the query test. In addition, the web interface was also successfully tested to thwart the formation of a block in case of data input errors from the user. The server can also do the process as a provider of information and validator for the web interface. From the results of simulations conducted on the Blockchain Network that was made, Blockchain’s transaction speed is fast and all the transaction is successfully transferred to other peers. Thus, Permissioned Blockchain is useful for Halal Supply Chain not just because it can secure transactions from some of the halal issues, but the transaction speed and rate to transfer data are very effective.
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Introduction
The advent of the Fourth Industrial Revolution promises significant opportunities and challenges in many industries, one of them being in the supply chain. Supply chain industries are embracing automation and data exchange and implement new technologies including Blockchain, Artificial Intelligent, and Internet of Things (IoT) devices [1]. These innovations are fundamentally changing supply chain dynamics including Halal Industry.
Islamic economic development report published by the Dubai International Financial Center in 2019, states that the Halal Industry has increased rapidly compared to some other industrial sectors, increasing with an average growth of 100 billion US $ annually and is expected to reach US $ 3.2 Trillion in 2024 [2]. This growth is influenced by the increase of number of the Muslim populations in the world. From a report on Muslim growth published by the Pew Research Center in 2011, the estimated average growth of Muslims per 10 years is 1.63% and expected to be 26.4% of the total population the world in 2030 [3]. The size and growth of the Muslim population results in the increase of purchasing power, hence the value of the Halal Industry will increase.
Despite Halal Industry’s increase in purchasing power and value, the condition has not yet achieved its optimal potential as there are still many sectors that can be improved. For example, although Indonesia is recognized as Muslim’s world’s most populous country, it lags behind other Muslim-majority countries in creating an ecosystem that supports Halal Industry according to the Global Islamic Economy Indicators (GIEI) 2019. Thus, there are still many potentials that can be improved to maximize the Halal Industry both domestically and globally, such as improving Halal Supply Chain quality [4].
The government roles in improving Halal Supply Chain is substantial to enforce a law that requires all business actors to make Halal Certificates on food products, medicines, cosmetics, and other genetically engineered products. Halal Certificate is a proof or guarantee that the products are safe and acceptable in accordance with Islamic law. Yet, Halal Certificate is inadequate to improve the Halal Supply Chain. Customers must ensure that the raw material used and the process to make a product is halal, as well as the final product. Other way to improve the Halal Supply Chain is to integrate technology for information exchange during the tracking and tracing process in operating and monitoring performance [5]. Moreover, both vertical and horizontal collaborative relationships in the form of trust, transparency, and information disclosure between supply chain participants is essential to maximize the integration of technology and information with the Halal Supply Chain and increase mutual effectiveness and efficiency [6].
This paper aims to adopt a blockchain framework for Halal Supply Chain case by using Hyperledger Fabric. In addition, this paper will test it to find out its capability to Halal Supply Chain in found out some blockchain key aspect that can improve Halal Supply Chain, validating the transaction process, and testing the transaction speed. The rest of this paper is organized as follows: The “Literature review” section consists of some theoretical concept. The “Methodology” section consists of some related work of the method that will be used. The “Result” section consists of the adopted Blockchain Framework and its overview of the finished interface of blockchain framework. The “Discussion” section consists of the discussion of the result obtained in this research. The “Conclusion” section consists of this research conclusion and some possible suggestions for this research.
However, the empirical results reported herein should be considered in the light of some limitations. First, the data used to design the Blockchain architecture is arranged based on the Halal Supply Chain flow in the study by Simatupang et al. [7]. Therefore, some adjustments are needed if the model adopted for a different flow. Furthermore, Hyperledger Fabric version 1.4.3 is used to design the blockchain architecture. Thus, the advancement of the software in the future could result better model performance than the current model.
Literature review
In this part, the theoretical basis and the concepts used in this study are discussed. The concepts explained include theories and applications about Halal Supply Chain, Blockchain, Permissioned Blockchain, and Hyperledger Fabric.
Halal Supply Chain Management
Halal Supply Chain Management may be defined as a network in assuring the entire process of procurement, distribution, handling, and processing materials, spare parts, livestock, work-in-process or finished inventory to be well documented and performed fit to the Halal and Toyyib [6]. Halal itself is something that is permitted in accordance with the rules that already exist in the Qur’an and the Hadith, while the term Toyyib means healthy and good [8]. The Toyyib concept can also be used to enrich society with spiritual, moral, and humanitarian values, as well as food safety regulations [9]. However, the gray area (located between halal and haram) causes doubt in the application of the Halal concept. Therefore, the opinion of the academic, religious regulations (fatwas), and local customs in assessing and determining the product is needed to determine which product is prohibited or allowed to be consumed [10].
Halal Supply Chain carry five fundamental issues, which are traceability (ability to discover information about location and origin of the product); regulation for product withdrawal related to halal prerequisites; end-to-end Halal Supply Chain integrity from producer into customer; contradictory systems and different interpretations regarding Halal Supply Chain; and lack of integration of technology and information with the Halal Supply Chain [11].
Blockchain
Blockchain technology is one of the alternative solutions that can improve Halal Supply Chain. This technology could resolve these problems since it could act as a distributed ledger and entitle all transactions to be completely open, yet confidential, immutable, and secured. Blockchain provides security as protection and prevention from duplication, or distortion of data from outside noise. The participants (in decentralized-computer-terminal form) are connected by using key-access system enabling direct transactions between sellers and buyers without intermediaries [12]. Because blockchain nature is a distributed ledger database, there are many things that can be improved by using blockchain such as big data for data analysis [13, 14].
Supply Chain transactions will be gathered in a set of blocks when each set of new transactions is added successfully. The block will be added to the Blockchain Network in a linear chronological order with timestamp [12]. Each supply chain participant, known as peer node on Supply Chain Network, receives a copy of blockchain which can be downloaded automatically. Peer nodes would have access to all information which includes supply chain participant’s address and supply chain path, hence even the user will know the flow of the manufacturing process of a particular product [15].
Permissioned Blockchain
Permissioned Blockchain, which is a specialized form of blockchain for private transactions and having sufficient speed of transactions in real time basis [16, 17], is the most suitable type of Blockchain Network for Halal Supply Chain. The role of each Supply Chain participant will be determined by the administrator to decide what information can be seen and added. Intrinsic configuration of the blockchain manages transaction nodes and defines the role of the nodes in accessing or making changes to the Blockchain, including maintaining the identity of each Supply Chain participant in the Blockchain Network [18]. Supply chain participants such as suppliers, distributors, wholesalers, and retailers focus solely on their respective parts. Thus, regulators are essential to determine the role of each supply chain participant even though in determining each role, must also be made by consensus so that no one feels disadvantaged [16, 19].
Halal Supply Chain and Blockchain
Halal Supply Chain needs transparency thus authenticity and reliance of halal brands can be ensured. Blockchain combines distributed ledgers and smart contracts so that the performance of the Halal Supply Chain will be increased. The improvement will generate more dependable information and assurance of Halal Supply Chain; smooth and effective halal process from beginning of production process to consumer’s point of purchase; Halal Supply Chain sustainability; consumer trust in the halal brand; and acknowledgment from worldwide of the halal Blockchain [6].
Fundamental principle of Halal Blockchain is to combine all different Mazhab in targeted markets with Islamic schools, religious regulations (fatwas), and local traditions. Halal Blockchain must be pertinent for all countries (be it Muslim or non-Muslim). Halal Supply Chain participants are given information automatically about the process compliance based on specific product market scenarios. Halal Blockchain’s authenticity and security is a priority to secure confidential data and minimize the opportunities of cyber-attack [5].
Halal Blockchain gives some benefit to producers, distributors, retailers, logistic service providers, and halal certification agencies. Halal certification agencies must adopt Blockchain technology to gain more trust and authenticity of the halal brand. They need to support halal certification of all Halal Supply Chain Instances to encourage the application of more obedient transportation and warehousing downstream the Supply Chain. Harmonizing the standards of Halal Supply Chain in various countries will be critical to support the Halal Industry and their global supply chain [5, 11].
Prior research related to Blockchain and Halal Supply Chain stated that there are three issues faced by the Halal Supply Chain globally, which are: contamination, disobedience, and perception. In this case, Blockchain technology is potential in resolving the first two problems (i.e., contamination and disobedience). However, the application of Blockchain needs to combine with Halal Certificate from each Supply Chain participant to get a better outcome [6].
Hyperledger Fabric
Hyperledger Fabric is an open-source Distributed Ledger Technology platform which is widely used for various company-related cases. This platform is very interactive to create a blockchain framework due to its modular and configurable architecture. The explanation of Hyperledger Fabric documentation is also very comprehensive compared to other platform and there are many developers contributed to developing this platform.
Hyperledger Fabric V.1.x distinguish the transaction into two types, execution transaction and ordering transaction. Whereas, there are three steps of transaction flow, which are execution, order, and validation. Each transaction can be executed in separated peer and can be executed before consensus from the ordering service is executed [20].
In the Blockchain system, there are some key terms such as nodes, data structures, transactions, ordering services, and channels [16]. Blockchain Networks must consist of several nodes. These nodes are usually defined as a virtual entity because it could run on physical hardware. Peers, orderers, and clients, in general are a set of nodes in the Blockchain Network [21]. Peers make transactions and distribute ledgers. In general, all peers are committers. On the other hand, orderers keep all the orders from the transaction that has been committed, creating new blocks, and search for consensus.
Clients are a set of nodes that act as end users of Blockchain Networks. The roles of client are sending a transaction proposal to peers, coordinating the results of the execution, verifying whether the transaction is valid, and sending the transaction that has been verified by peers to the ordering service. Furthermore, the data structure maintains global status in all associates using key value storage and ledgers (KVS). KVS manages and maintains the system to be updated, while the ledger provides a valid and verified history of all state changes [21].
In Hyperledger v1.4.x there are several types of transactions, such as init (deploy), invoke, and query. Init or deploy is useful for installing and instantiating chaincodes hence the transactions can be run. While invoke are useful for invoking transactions from chaincodes that have been installed and instantiated, query can be used for checking what transactions were successfully carried out in the process [22].
The transaction flow on v1 fabric follow the following steps:

	1.The client makes a transaction and sends it to all endorser peers according to the chain.

 

	2.Each endorser peers authorizes transaction execution and makes endorsement signatures.

 

	3.Clients collect support signatures from endorser peers and collect them through the ordering service.

 

	4.Ordering services create transaction blocks and maintain orders with a timestamp.

 

	5.When supporting partners receive a block of transactions, they will assess the transaction against its authorization policy, then determine the validity of the transaction.

 




Ordering Services Nodes provided by Hyperledger Fabric have the role of managing and maintaining channel configuration as well as executing the transaction process. In the channel configuration section, ordering services nodes has the power to control the basic channel access section along with a consortium, which is configured in advance through the configuration file. Ordering service nodes can control which nodes, according to the previously defined consortium, are able to read and write transaction data [23].
Ordering Services Nodes also have some functions for each process of transaction flow (Order, Execute, Validate). In the Order Phase, the ordering service node will collect endorsed transactions (transactions that have already been endorsed by endorsing peers) from clients. After the collected transaction process hit batchSize (the limit of transactions that can be collected per batch) or batchTimeout (the time limit for collecting transactions per batch) [24], ordering service nodes will set batch transactions in a strict order and turn them into a block in the execute phase. Since transactions inside the block are in strict order, all successful and validated transactions will not be thrown away (there will be no ledger forks). Last but not least, in the validation step, the order will allocate blocks to all peers that are connected to the same channel (depending on the configuration of the channel) [23].
There are three types of Ordering Services Nodes Implementation, which are Solo, Kafka, and Raft:
	1.Solo

 




Solo is one of Ordering Service Implementation to evaluate the Blockchain that has been developed. Solo operates without a consensus algorithm and contains only one ordering node [23].
	2.Kafka

 




Kafka is one of the ordering service implementations originated from the Crash Fault Tolerant (CFT), where the process can proceed even though some of the current nodes encounter N failures while N/2 + 1 nodes still able to run [24]. This consensus mechanism uses “leader and follower” in the configuration node and is handled by Zookeeper Ensembled. However, the method of seeking offset numbers is from the ordering service node (the ordering service node has already been configured to preserve local logs) and not via Kafka partitions like the usual process of kafka. The process is slower than straight from Kafka but duplication of the block is unlikely to occur [10, 22, 23].
	3.Raft

 




In fact, Raft is similar to Kafka because the implementation of the ordering service also uses CFT. Raft uses the Raft consenter as ordering services nodes to implement the “leader and follower” process. The raft is also used by Hyperledger Fabric as a bridge connector to create a consensus of Practical Byzantine Fault Tolerant since they have a similar procedure in the integration of Hyperledger Fabric [23, 25].
Kafka and raft have the same consensual mechanism, but there is an apparent difference in the operation of the two ordering service node implementations. These aspects are the main reason for driving the use of Raft rather than Kafka in this paper.
	1.General comparison
Kafka and Zookeeper not compatible for massive networks. However, there are several organizations and channels on the Blockchain Network, the mechanism almost like one organization only which is not too decentralized. Raft on the other hand, uses ordering service nodes as a state replication machine (Raft Consenter) directly. Thus, all organizations in the Blockchain Network will have their own ordering service node and the Blockchain Network will be more decentralized [23].
Kafka also requires docker images to run for the CFT since Kafka was developed by Apache. This is overly complex, and its application needs to be further studied. On the other hand, Raft was natively developed by Hyperledger Fabric itself to make it easier [23].

 

	2.Difference in terms of configuration
Overall, Raft is simpler than Kafka in terms of configuration. Raft is designed directly from the ordering service node [25] while Kafka must use Kafka brokers and Zookeeper Ensemble to make CFT process work [22]. However, Raft is more difficult than Kafka when configuring the individual channel because Raft must set up the transport layer security (TLS) certificate for client and server [25]. While Kafka only needs to decide the number of Kafka brokers and Zookeepers [22].
When building a docker container, Raft only uses ordering services nodes that have already been configured by the previous network configuration [25, 26]. On the other hand, Kafka must separate the work of Kafka and Zookeeper containers and must specify the amount of Kafka and Zookeeper containers in the docker compose file. That is why the process of running CFT using Kafka is getting trickier [22].
All nodes, such as peers, can interact with other peers by using channels or using private data. The channel is private in terms of making transactions; only users who are on the same channel can only make transactions. Yet, users in a different channel can see the data due to the transparency concept. In contrast, private data makes transactions private in the channel and specific peers. Only peers that are already configured with it can do the transactions, even though it will eventually be distributed to others when the block is distributed [27].

 




Methodology
This part consists of some related work of the methodology that will be used with a case study example.
Research object
For the purpose of this study, a halal meat industry example based on some research will be used. There are several reasons for choosing a halal meat industry as a sample. In the halal meat industry, to keep the “Toyyib” exists from its own characteristics is wildering due to its perishable characteristic and difficulty to control the temperature [28]. These characteristics become a challenge for the supplier, producer, distributor, wholesaler, and retailer to keep the safety and freshness of fresh meat from contamination, disobedience, and perception. Blockchain can handle the first two problems, contamination, and disobedience because of its aspects as explained in the previous part [10].
The supply chain participants of halal meat industry include suppliers, producers, distributors, and customers. In halal meat industry, only livestock that meet certain criteria of age will be slaughtered. The meat will be sent to the producers to be processed and cooled. Then, it will be tested to determine whether it is halal or otherwise. Only the halal-certified meat will be sent to the distributor. The distributors will send it to the end customer or else be refrigerated [7].
In general, the supply chain participants can easily see the halal certification from the regulator. However, since customers only see the final product, not the raw material used nor the process to make a product to see if it is halal, there are some of them who are doubting the halalness of Halal Industry chain. A diagram of the halal supply chain flow can be seen in Fig. 1.
[image: ../images/40537_2020_405_Fig1_HTML.png]
Fig. 1Ordering Service Process on Halal Supplier to End-User [7]


The Blockchain Network of meat ordering system was created to resolve the traceability problems of the final product. Blockchain as a distributed ledger is obliged to record the transactions in a time sequence. After the transaction is gathered in a set of blocks, the block is irrevocable. The irrevocable block characteristic is feasible to resolve customer’s doubt on the traceability of halal-certified meat.
In this study, the Blockchain Network consists of three channels, with each channel consisting of two organizations, and each organization has one client and two peers. The first channel is to connect suppliers and producers, the second channel is to connect producers and distributors, and the third one to connect distributors and end users. Three channels are designed separately because each participant may have a different price agreement thus their privacy is protected. The Blockchain Network also consists of five orderer nodes that have been configured with the Raft consensus mechanism. The channel configuration diagram can be seen in Fig. 2.[image: ../images/40537_2020_405_Fig2_HTML.png]
Fig. 2Blockchain framework for Halal Supply Chain


For simplicity and due to similarity in the flow process of each channel, this research will explain the configuration process of the first channel, which is the channel for supplier and producer. The steps for configuring the Blockchain Network consists of [29]:

	1.Creating the Blockchain Network for all Halal Supply Chain entities and network administrators (which is needed once in the process because all channels must be included in the same network to make some peers have the ability to interact in multiple channels).

 

	2.Defining the consortium of the entities (for example, the supplier will be bound with the producer in the consortium because they will do the transaction process).

 

	3.Creating the first channel for the consortium process of supplier and producer.

 

	4.Inserting peers of supplier and producer into the channel (to interact with other peers and save the transaction proof on the ledger).

 

	5.Installing and instantiating the Chaincode to each peer (the supplier just needed once in the process but the producer twice because the producer will be added to the other channels to which is the channel for producer and distributor). The reason is although the smart contract in this design is similar, the real-world process actually different because the contract in the real world should be more complicated.

 




The result of the blockchain configuration process can be seen in Fig. 3.
[image: ../images/40537_2020_405_Fig3_HTML.png]
Fig. 3The Result of Blockchain Channel for Supplier and Producer in The First Channel of Blockchain Network [29]


Result
In this chapter, the overview of the Blockchain Network server and web interface will be discussed.
Overview of the Blockchain Network server and Interface
This blockchain is basically a development of fabcar with its chaincode is modified according to the Halal Supply Chain. There are four processes of the Blockchain prototype used on the Halal Supply Chain. The process involves querying a single item ID (checking one item in the Blockchain), querying all items (check all items in the Blockchain), transfer an item ID (transfer one or more items to another company), and create an item ID (create one or more items in the Blockchain). The main change from the chaincode is the Create an Item ID process. The shape of the web interface can be seen in Fig. 4.
[image: ../images/40537_2020_405_Fig4_HTML.png]
Fig. 4Display of Blockchain Network’s Web Interface


The invoking process defines as a process of entering transaction data into a Blockchain. This process includes Create an Item ID and Transfer an Item ID. Create an item ID has several special attributes consisting of item ID, color, doctype (the type of item to be sent), make (item name), model (specification/type of item), the owner (owner), amount (amount goods to be transferred), and certified links (proof of halal certification links). There are special attributes owned by some companies for making transactions on different channels, which is the channels attribute. There are also some of the attributes for creating an item ID that is being changed or added from fabcar chaincode, such as are Color, docType, Amount, Certified Link, and Channel.
In the color attribute, the user can choose what color to add to the attribute. This setting will be saved hence the user does not need to write the type of the item color again. It is more convenient for the user if they want to input the historical data so that they do not need to type it from the beginning again. In the docType attribute, created or transferred items in the Blockchain are not only in the form of food, but drinks or items in general can also be included in the Blockchain. Thus, on the Amount attribute, the company that wants to create an item can tell how many items will be sent. This prevents repetition on entering data if it turns out that the items sent are in large quantities. For created or transferred items that are considered to be halal, the company needs to attach the halal certification link. Trust between each supply chain participant about the items in halal category is expected to increase with this attribute.
Furthermore, all companies that enter two channels (such as producers who interact with suppliers and distributors or distributors who interact with producers or customers) have special attributes in the interface, called channels. There are two advantages of this channel attribute which are: (1) items that the company wants to create or transfer to another company will be sent correctly and (2) The interface of a company that has two channels is not necessarily separated into two interface so that it is easier and more interactive in conducting transactions through the company.
To prove that the system can be made, there are two key that must be considered, which are the web interface [can block data be created directly from the web interface (client)] and the integrity between the web interface and server of the terminal (whether the data is truly properly stored on the server so that data is not lost).
Discussion
In this chapter, we will discuss the validity test of the web interface, and test the integrity of the web interface and server to test whether the web interface of the blockchain can be used as well as a test of the Blockchain Network transaction simulation to find out how many transactions can be received by the Blockchain Network.
Validity of the web Interface
When the web interface is successfully initiated into the web browser, the block and transaction ID data of the block will appear on the right. It indicates that the transaction data is successfully stored in the Blockchain. In the previous image we can see that the third block of the Blockchain was formed before the web interface was used. This is because of the process of installing and instantiating the chaincode that has been done previously to initiate the web interface. When all data attributes are successfully entered according to their respective attributes, the latest block (in this case, block 4) and the transaction id will automatically appear on the right side of the web interface. Moreover, the left side of the web interface will notify the user that the input of data item from the user’s company is successfully done.
The process of making a block can only be done on the create an item ID and transfer an item ID. This is due to the process of writing and reading data (the process of writing data so that new data appears or changing old data) occurs in both parts. The process of writing new item data can be done to create an item ID and the process of changing item ownership is in the transfer of an item ID. Both processes must be separated even though they have the same goal of entering data into the Blockchain. Creating an item ID can only be done if the data item entered in the data form has an id form that is still not registered in the company’s Blockchain database. Meanwhile, the transfer of an item ID can only be done if the item data changed ownership is already registered in the Blockchain database. This is because the main purpose of the transfer of an item is to change the state of the database as well (the most recently viewed data), thus creating a new block. Old blocks of data item ID whose ownership has not been changed will remain the same to maintain the Blockchain’s tampered-proof nature.
Meanwhile, from querying an item ID and querying all item ID, the two parts of the web interface have a function as reading data (only to check the items in the Blockchain and their data attributes). When both parts of the web interface are executed, the new block on the right will not be formed because its main purpose is only to check the block and transaction ID. But on the left side of the web interface, state database information (the most updated information) about the item and its attributes will appear on demand. The difference between the two parts is that the query an item ID will only search for one specific item ID that matches the channel that connects the information while the query all item ID looks for all information about the item ID corresponding to the channel that connects the information.
There are several cases that cause a block to be filled with incorrect data and cause the Blockchain to be invalid, such as incomplete entering data attributes and incorrect data entry. In order to prevent the problem, interfaces and servers are created using prevention tools such as pop ups or errors so that invalid data will not be formed in a company’s Blockchain database server. For example, in creating an item ID section, the first requirement is that all data must be entered. If there is at least one part of the data attributes that is not entered, then the item data cannot be entered into the Blockchain channel.
In addition, in the Item ID section, filling in the data form can only be done if the first four letters are “ITEM” in capital letters and followed by a number (for example: “ITEM4”). Then, the item ID must be different from the item ID that exists on the Blockchain so that there is no duplication in the Blockchain item data. If all the requirements above are not met, an error will appear on the interface. Unlike creating an item ID, transferring an item only allows existing Item ID data. If the item ID on an item transfer is apparently not in the Blockchain, an error will appear reminding the user that the data is still not in the Blockchain so the item transfer process cannot be performed.
Integrity of web Interface and server
There are other functions regarding the server besides storing transaction data from the web interface. The terminal server also functions as a notification for the company even though the web interface is still not turned on. When the company wants to check information about any item ID already in the Blockchain through the web interface, that information will also appear on the terminal server. Then, when the company sends data or change data about the item ID into the Blockchain through the web interface, the terminal server will notify the company that sent the notification that the information sent was successfully saved to the Blockchain and send information about the number of blocks that have been created in the Blockchain. The terminal server also sends notifications to companies that are on the same channel as companies that send data about item ID or change data about item ID that data changes occur within the Blockchain and send information about the number of blocks that have been created in the Blockchain. Finally, if there is an error in inputting data, the terminal server will notify that there is an error that one of the data attributes sent is not in the format. The process can be seen in Fig. 5.
[image: ../images/40537_2020_405_Fig5_HTML.png]
Fig. 5Back end of Blockchain Network’s web Interface


Transaction simulation test
Simulation configuration
The blockchain is tested for four rounds and five replications with a total of 60 rounds. Each channel is tested for two rounds for the invoking process (create an item ID and transfer an item ID) and two rounds for the query process (query an item ID and query all items). Because the simulation process is intended to test the maximum ability of Blockchain Network in receiving transactions, each test is tested using “fixed-backlog” to determine the maximum speed of TPS (transactions per second) and the maximum transactions that experience a backlog of 5 transactions. Each replication has a different transaction duration, which is 10, 20, 30, 40, and 50 s. The reason for choosing a simulation based on transaction duration rather than the number of transactions is the same as the reason why using the “fixed-backlog” type.
The Blockchain Network capability was made for previous research cases using three channels and crash tolerant crashes Raft crash tested with Ubuntu 18.04 LTS 64-bit 18 GB RAM 250 GB Hard Disk installed with hyperledger caliper and hyperledger fabric.
Simulation result
Based on Fig. 6, each channel in a blockchain model shows the same pattern regardless of the value of transaction speed. The send rate is relatively constant in each channel on each value speed of transaction, ranging from 32.0 to 49.0 TPS. However, the throughput value display two different patterns depending on the type of the process. Compared to another model, this model gives better outcome regards to the value of throughput rate with the relatively same hardware used for processing. Blockchain model proposed by Geneiatakis et al. resulted in throughput value ranging from 2.5 to 13 TPS [30], while the outcome of the blockchain model by Yusuf et al.. resulted in throughput value with an average of 27.9 TPS, the highest of 34.1 TPS and the lowest of 25.3 TPS [17].[image: ../images/40537_2020_405_Fig6_HTML.png]
Fig. 6Simulation result


The query process consists of query an item ID and query all items, resulting in a throughput value of 31.0–48.5 TPS. The throughput value of the query process is close to its send rate. However, the throughput for the invoking process includes create an item ID and transfer an item ID, is dissimilar. The throughput for the invoking process is about half of the send rates, ranging between 15.8 and 21.7 TPS. Although the throughput rate is low, but there is no failure in the results from capability tests.
From all the results obtained, it can be said that the blockchain model generates relatively constant transaction data per second regardless of the different speeds of each transaction. However, the throughput is disparate based on its process. The throughput of the query process is similar to its send rate and has a higher value than the invoking process. This is happened due process of the query only skim through the data in blockchain, while the invoking process is more difficult because the process involves creating new data in the blockchain.
Conclusions
Permissioned Blockchain is one of the newest technologies that are compatible with Halal Supply Chain, where administrators can determine the rights of each category of Halal Supply Chain participants, including what information is visible or what information can be added to the Blockchain. Usually, Halal Supply Chain participants such as suppliers, distributors, wholesalers, and retailers only focus on their respective parts. Thus, the role of regulators is also needed to determine the rights that exist (so that the smart contract on the blockchain can be used in accordance with the case). Of course, the determination of these rights must also be done by consensus so that no one feels disadvantaged.
From the web interface created, there are no failure in the validity test when the invoke test in the Create an Item ID and Transfer an Item ID process and when testing the query in the Query an Item ID and Query all Item ID processes. In addition, the web interface was also successfully tested for thwarting the formation of a block in case of data input errors from the user. In the integration between the web interface with the server, the server can do the process as a provider of information and validator for the web interface when the invoke and query process on the web interface is running or an input error occurs on the web interface that causes the failure of making blocks on the Blockchain.
Finally, from the results of simulations performed on the Blockchain Network created, as we can see, Blockchain’s ability to secure transaction data is real because not all transaction processes fail. So, it is especially useful for securing transaction data about halal such as food, or drinks on the Blockchain. The “tampered-proof” capability also creates transparency for end users who want to examine the Halal Supply Chain process.
The implementation of blockchain architecture is important to improve the overall Halal Supply Chain. Blockchain could be executed without special requirements. Requirements for implementation of blockchain technology are personal computers that have Hyperledger architecture that is connected to a server.
In the future, the development of this research can be done using other Blockchain consensus methods such as Practical Byzantine Fault Tolerance and Zero Knowledge Proof. Other consensus methods can be simulated into the Blockchain Network system to see which Blockchain consensus performance could be improved. Some developments also can be done for Blockchain Network web interfaces, such as creating special programs to combine interfaces made with smartphones to be used more easily or develop user login systems through interfaces to validate Blockchain Network users. The interface of the Blockchain Network can also be synchronized with a barcode system to facilitate users who want to check the traceability of goods (Track and Trace). Furthermore, Artificial Intelligent can also be integrated into the Blockchain Network to make data input or data processing smooth.
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